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TOPICS

 Privacy interest in online posts

 Motions to Compel private posts in 
personal injury suits

 Ethics of attorneys in Facebook snooping

 Privilege waivers

 Confidentiality 

 Spoliation 

 Talking to clients about social media 









Mandatory 
under ABA 

Rules

A lawyer shall provide competent 
representation to a client…

ABA Model Rule 1.1

Comment 8, edited in 2012: 

“To maintain the requisite knowledge
and skill, a lawyer should keep abreast of
changes in the law and its practice,
including the benefits and risks
associated with relevant technology”



Facebook 
Leads the 
Pack



Public v. 
Private

 All social media sites have some 
level of privacy settings

 Minimum: public vs. private for 
entire account

 Requires you to approve 
“followers” or “friends”



PRIVACY SETTINGS: FACEBOOK





PRIVACY SETTINGS: FACEBOOK



Compelling Private Facebook Data

 Plaintiff alleged serious permanent injuries from car crash. 

 Defendant requested Plaintiff’s password to access Facebook 
account. Plaintiff claimed it was confidential. 

 Public portions of Plaintiff’s Facebook revealed comments 
about attending Daytona 500 and a fishing trip that 
undermined his damages claims

 Defendant filed a Motion to Compel the private information 
based on the public information

McMillen v. Hummingbird Speedway, Inc., No. 113-2010 
CD, 2010 Pa. Dist. & Cnty. Dec. LEXIS 270 (C.P. Sep. 9, 2010)



Facebook’s 
Privacy 
Policy

 You should consider who you choose to 
share with, because people who can see 
your activity on Facebook can choose to 
share it with others on and off Facebook, 
including people and businesses outside 
the audience you shared with. 

 For example, when you share a post or 
send a message to specific friends or 
accounts, they can download, 
screenshot, or reshare that content to 
others…



Facebook’s 
Privacy 
Policy

 We access, preserve and share your 
information with regulators, law 
enforcement or others…in response to a 
legal request (like a search warrant, 
court order or subpoena) if we have a 
good faith belief that the law requires us 
to do so.



 “Facebook users are thus put on notice that regardless of
their subjective intentions when sharing information, their
communications could nonetheless be disseminated by the
friends with whom they share it, or even by Facebook at its
discretion”

 Holding: No reasonable expectation of privacy based on 
Facebook’s own privacy warnings AND Facebook’s own 
access

 ALLOWED DEFENSE COUNSEL TO HAVE PLAINTIFF’S 
PASSWORDS!

Compelling Private Facebook Data

McMillen v. Hummingbird Speedway, Inc., No. 113-2010 CD, 
2010 Pa. Dist. & Cnty. Dec. LEXIS 270 (C.P. Sep. 9, 2010)



Public 
Facebook 
photo 



Compelling Private Facebook Data

 Harrassment and discrimination case. Defendant sought 
production of Plaintiff’s entire Facebook account.

 Court agreed that material posted on private Facebook is not
privileged

 HOWEVER: “Defendant does not have a generalized right to 
rummage at will through information that Plaintiff has limited 
from public view.”

 Defendant made no “threshold showing” that Facebook posts 
were reasonably calculated to lead to admissible evidence. 

 Motion to Compel denied 

Potts v. Dollar Tree Stores, Inc. No. 3:11-

cv-01180 (M.D. Tenn. Mar. 20, 2013)



Compelling Private Facebook Info

 Slip and fall case where Plaintiff alleged serious back 
injury that impaired her ability to enjoy life 

 Defendants requested entire private Facebook 

 Public Facebook photos: 

 Plaintiff holding a small dog

 Plaintiff standing with friends at birthday party

 Surveillance: Plaintiff pushing a grocery cart 

 Is this enough to compel private Facebook data?

Tompkins v. Detroit Metro. Airport, 278 

F.R.D. 387 (E.D. Mich. 2012)



Compelling Private Facebook Info

 Photos + surveillance did not undermine Plaintiff’s claim

 She did not claim she was bedridden 

 Did not claim she was unable to lift 5 lbs

 “If the Plaintiff's public Facebook page contained pictures of 
her playing golf or riding horseback, Defendant might have a 
stronger argument for delving into the non-public section of 
her account.”

 Defendant’s request for entire account was overbroad 

 Motion to Compel denied 

Tompkins v. Detroit Metro. Airport, 278 

F.R.D. 387 (E.D. Mich. 2012)



Georgia Cases

 Fulton County – Judge Richardson 

 Personal injury case due to exploded gas line

 Defendants filed Motion to Compel passwords for all accounts 
for past few years

 Denied motion to compel with no written order 

 Defendant did not submit any evidence showing relevance

 Request was very broad 

 Rejected Plaintiff’s offer to have third party review Facebook

Wells v. Aslan Commons, 2013 Ga. State LEXIS 2520 (2013) 



Georgia Cases

 Northern District of Georgia

 Defendant sought all Facebook posts of 87 employees for 
five years because posts “may show” taking lunch break

 “Defendant has not made a sufficient predicate showing 
that the broad nature of material it seeks is reasonably 
calculated to lead to the discovery of admissible 
evidence. ”

 Specifically relied on Tompkins (little dog case)

 Burden of production combined with “mere hope” of 
relevance was not enough 

 Request denied 

Jewell v. Aaron's, Inc., No. 1:12-CV-0563-AT, 2013 U.S. 
Dist. LEXIS 102182, (N.D. Ga. July 19, 2013)



Georgia Cases

 Southern District of Georgia: 

 Personal injury suit against Macy’s department store

 Plaintiff alleged her “active lifestyle had been curtailed”

 Defendant served subpoena on Facebook 

 Plaintiff moved for a protective order

 Court rejected the “threshold showing” requirement 

 Denied motion for protective order

Orr v. Macy's Retail Holdings, Inc., No. CV416-052, 
2016 U.S. Dist. LEXIS 147573 (S.D. Ga. Oct. 24, 2016)



Georgia Cases

 Southern District of Georgia: 

 “Quality of life and physical condition are at issue”

 Note: Defendants actually met threshold, even though 
Court didn’t require it.

 Requests were narrowly tailored; NOT a request for 
Plaintiff’s entire login and password

 Still have to meet evidentiary standard: reasonably likely 
to lead to admissible evidence

 Easier to deny protective order than compel production?

Orr v. Macy's Retail Holdings, Inc., No. CV416-052, 
2016 U.S. Dist. LEXIS 147573 (S.D. Ga. Oct. 24, 2016)



TAKEAWAY
 Facebook posts, even if private, are not privileged

 Still have to meet basic evidentiary standards for relevance 

 No fishing expedition

 Threshold showing: 

 Public posts that undermine damages claim

 Testimony 

 Surveillance video

 Personal injury = anecdotally more likely 

 Narrowly tailored = more likely 



OTHER TAKEAWAY



STUFF I FOUND ON PUBLIC 
FACEBOOK ACCOUNTS



STUFF I FOUND ON PUBLIC 
FACEBOOK ACCOUNTS



STUFF I FOUND ON PUBLIC 
FACEBOOK ACCOUNTS



FAKE FRIENDS
 Personal injury suit. Plaintiff’s Facebook account was public, 

was then set to private. 

 Attorneys instructed paralegal to continue to monitor 
plaintiff. Attorneys later claimed they did not understand the 
various privacy settings on Facebook. 

 Paralegal submitted a “friend” request to Plaintiff

 She did not conceal her identity, but did not reveal that she 
worked for the law firm.

 Plaintiff found out when paralegal was listed as a witness for 
trial

Robertelli v. N.J. Office of Atty. Ethics, 224 N.J. 470 (2016)



FAKE FRIENDS
 New Jersey Office of Attorney Ethics’ director filed a 

complaint herself against the attorneys

 Complaint alleged: 

 Communicated with a person represented by counsel

 Failed to supervise a subordinate lawyer

 Failed to supervise a non-lawyer assistant

 Induced another person to violate ethics rules

 Conduct involving dishonesty, fraud, deceit and 
misrepresentation. 

 DON’T CREATE FAKE PROFILES; DON’T “FRIEND” PARTIES

Robertelli v. N.J. Office of Atty. Ethics, 224 N.J. 470 (2016)



CONCERNS FOR LAWYERS

Georgia lawyer posted personal and confidential information 

about her client in response to negative reviews of the lawyer 

the client had posted on consumer websites. Georgia Bar issued 

a public reprimand.

In re Skinner, 292 Ga. 640 (2013)

Fla. Bar v. Conway, 996 So. 2d 213 (Fla. 2008)

Florida lawyer was sanctioned $1,200.00 by the Florida Bar for 

calling a judge an “evil, unfair witch” on her blog. 

In re Peshek, 334 Wis. 2d 373 (2011) 
(reciprocal discipline) 

Illinois public defender was fired and suspended for 60 days over 

repeated, specific postings about her cases on her blog. 



PRIVILEGE WAIVER

 YouTube took down Plaintiff’s video due to copyright 
infringement; Plaintiff alleged fair use and sued 

 She discussed her ongoing litigation, including the substance 
of her communications with her lawyers, on a public blog, in 
emails, instant messages, and online chats with friends

 Court held that she had waived attorney-client privilege 

 Compelled production of all documents withheld for ACP

 Compelled deposition of Plaintiff to testify about the subject

Lenz v. Universal Music Corp., No. C 07-03783 JF (PVT), 2010 U.S. 
Dist. LEXIS 119271 (N.D. Cal. Oct. 22, 2010)



CONFIDENTALITY

 Dad settled age discrimination complaint against a school 
system for $80k. Daughter posted on Facebook: 

Gulliver Sch., Inc. v. Snay, 137 So. 3d 1045 (Fla. Dist. Ct. App. 2014)



CONFIDENTALITY

 School claimed this post violated confidentiality agreement.

 In deposition, Dad said he never told his daughter the 
amount of the settlement. 

 He told her only that “it was settled and we were happy with 
the results.” 

 He never told her they “won” or that he was sending her to 
Europe

 Court of Appeals agreed with school district: this post 
violated confidentiality clause and voided settlement.

Gulliver Sch., Inc. v. Snay, 137 
So. 3d 1045 (Fla. Dist. Ct. App. 
2014)



SPOLIATION

 Bank teller had “eye infection” and was out sick for over a 
week

 $10,000.00 was found missing from her teller drawer

 She sued bank for malicious prosecution + false arrest

 Counsel found her website www.girlfriendsocialite.com, 
which bragged about VIP parties, limousines, etc. and 
showed her at clubs while she was “out sick” from work.

 After two spoliation letters and multiple discovery 
requests, more than 60 relevant online posts were deleted

 SANCTION: dismissed her complaint. 

Gwynne v. Bank of Am. N.A., 2013 Ga. 

State LEXIS 467 (Fulton County 2013)

http://www.girlfriendsocialite.com/


SPOLIATION
 Car crash lawsuit over death of newlywed woman

 Defendant requested Facebook posts 

 Attorney told widower client to “clean up his Facebook”

 Plaintiff deleted sixteen photos, including one wearing an “I ♥
HOT MOMS” shirt, then deactivated his account

 Facebook automatically deleted the account after certain 
amount of time; attorney did not preserve deleted posts or 
account

 Attorney answered discovery saying client did not have a FB 
account

 Virginia Supreme Court granted adverse inference jury charge

 Sanctioned plaintiff $180,000.00

 Sanctioned plaintiff’s attorney $542,000.00

Allied Concrete Co. v. Lester, 285 Va. 295  (2013)



TALKING TO CLIENTS

 Advise clients not to post on Facebook going forward

 Advise clients to set Facebook to “private“

 Advise clients not to accept friend requests from strangers

 DO NOT ADVISE CLIENTS TO DELETE FACEBOOK POSTS

 ESPECIALLY NOT AFTER DISCOVERY REQUESTS HAVE ALREADY 
BEEN SERVED

 Attorney should preserve entire Facebook or risk spoliation 
sanctions. 
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