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FOREWORD

Dear ICLE Seminar Attendee,

Thank you for attending this seminar.  We are grateful to the Chairperson(s) for organizing this 
program.  Also, we would like to thank the volunteer speakers. Without the untiring dedication 
and eff orts of the Chairperson(s) and speakers, this seminar would not have been possible.  
Their names are listed on the AGENDA page(s) of this book, and their contributions to the success 
of this seminar are immeasurable.

We would be remiss if we did not extend a special thanks to each of you who are attending this 
seminar and for whom the program was planned.  All of us at ICLE hope your attendance will 
be benefi cial as well as enjoyable   We think that these program materials will provide a great 
initial resource and reference for you.  

If you discover any substantial errors within this volume, please do not hesitate to inform us.  
Should you have a diff erent legal interpretation/opinion from the speaker’s, the appropriate 
way to address this is by contacting him/her directly.  

Your comments and suggestions are always welcome.

Sincerely, 
Your ICLE Staff 

Jeff rey R. Davis
Executive Director, State Bar of Georgia

Tangela S. King
Director, ICLE

Rebecca A. Hall
Associate Director, ICLE

Printed By:

Copyright © 2018   by the Institute of Continuing Legal Education of the State Bar of Georgia. 
All rights reserved. Printed in the United States of America. No part of this publication may  be 
reproduced, stored in a retrieval system, or transmitted in any form by any means, electronic, 
mechanical photocopying, recording, or otherwise, without the prior written permission of ICLE.

The Institute of Continuing Legal Education’s publications are intended to provide current and 
accurate information on designated subject matter. They are off ered as an aid to practicing 
attorneys to help them maintain professional competence with the understanding that the 
publisher is not rendering legal, accounting, or other professional advice.  Attorneys should 
not rely solely on ICLE publications.  Attorneys should research original and current sources of 
authority and take any other measures that are necessary and appropriate to ensure that they 
are in compliance with the pertinent rules of professional conduct for their jurisdiction.  

ICLE gratefully acknowledges the eff orts of the faculty in the preparation of this publication 
and the presentation of information on their designated subjects at the seminar.  The opinions 
expressed by the faculty in their papers and presentations are their own and do not necessarily 
refl ect the opinions of the Institute of Continuing Legal Education, its offi  cers, or employees.  The 
faculty is not engaged in rendering legal or other professional advice and this publication is not 
a substitute for the advice of an attorney.  This publication was created to serve the continuing 
legal education needs of practicing attorneys.  

ICLE does not encourage non-attorneys to use or purchase this publication in lieu of hiring 
a competent attorney or other professional.  If you require legal or other expert advice, you 
should seek the services of a competent attorney or other professional.

Although the publisher and faculty have made every eff ort to ensure that the information 
in this book was correct at press time, the publisher and faculty do not assume and hereby 
disclaim any liability to any party for any loss, damage, or disruption caused by errors or 
omissions, whether such errors or omissions result from negligence, accident, or any other 
cause.

The Institute of Continuing Legal Education of the State Bar of Georgia is dedicated to promoting 
a well organized, properly planned, and adequately supported program of continuing legal 
education by which members of the legal profession are aff orded a means of enhancing their 
skills and keeping abreast of developments in the law, and engaging in the study and research 
of the law, so as to fulfi ll their responsibilities to the legal profession, the courts and the public.

Who are we?

SOLACE is a program of the State 

Bar of Georgia designed to assist 

those in the legal community who 

have experienced some significant, 

potentially life-changing event in their 

lives. SOLACE is voluntary, simple and 

straightforward. SOLACE does not 

solicit monetary contributions but 

accepts assistance or donations in kind.

Contact SOLACE@gabar.org for help.

HOW 
CAN WE 
HELP YOU?

How does SOLACE work?

If you or someone in the legal 

community is in need of help, simply 

email SOLACE@gabar.org. Those emails 

are then reviewed by the SOLACE 

Committee. If the need fits within the 

parameters of the program, an email 

with the pertinent information is sent 

to members of the State Bar. 

What needs are addressed?

Needs addressed by the SOLACE 

program can range from unique medical 

conditions requiring specialized referrals 

to a fire loss requiring help with clothing, 

food or housing. Some other examples 

of assistance include gift cards, food, 

meals, a rare blood type donation, 

assistance with transportation in a 

medical crisis or building a wheelchair 

ramp at a residence.
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A solo practitioner’s 

quadriplegic wife needed 

rehabilitation, and members 

of the Bar helped navigate 

discussions with their 

insurance company to obtain 

the rehabilitation she required.

A Louisiana lawyer was in need 

of a CPAP machine, but didn’t 

have insurance or the means 

to purchase one. Multiple 

members offered to help.

A Bar member was dealing 

with a serious illness and in 

the midst of brain surgery, 

her mortgage company 

scheduled a foreclosure on 

her home. Several members 

of the Bar were able to 

negotiate with the mortgage 

company and avoided the 

pending foreclosure.

Working with the South 

Carolina Bar, a former 

paralegal’s son was flown 

from Cyprus to Atlanta 

(and then to South Carolina) 

for cancer treatment. 

Members of the Georgia and 

South Carolina bars worked 

together to get Gabriel and 

his family home from their 

long-term mission work. 

TESTIMONIALS
In each of the Georgia SOLACE requests made to date, Bar members have graciously 

stepped up and used their resources to help find solutions for those in need.

The purpose of the SOLACE program is to allow the legal community to 
provide help in meaningful and compassionate ways to judges, lawyers, 

court personnel, paralegals, legal secretaries and their families who 
experience loss of life or other catastrophic illness, sickness or injury. 

Contact SOLACE@gabar.org for help.
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Presiding	
Karlise	Y	Grier,	Program	Co-Chair;	Executive	Director,	Chief	Justice’s	Commission	on	
Professionalism	
Nicole	G.	Iannarone,	Program	Co-Chair;	Director,	Investor	Advocacy	Clinic	Assistant	
Clinical	Professor,	Georgia	State	University	College	of	Law	

2:00	PM	 Welcome	and	Program	Overview	
Karlise	Y.	Grier	
	

2:05	PM	 Technology	and	Ethics	for	Lawyers	
Bill	Cobb,	Assistant	General	Counsel,	State	Bar	of	Georgia	
Shannon	Sprinkle,	Firm	Managing	Partner,	Carlock, Copeland & Stair, LLP			
Nicole	Iannarone		
Moderated	by	Karlise	Y.	Grier	
	

3:05	PM	 An	Overview	of	the	New	JQC	
Jamala	McFadden,	
The	Employment	Law	Solution:	McFadden	Davis,	LLC	and	Member,	
Hearing	Panel,	Georgia	Judicial	Qualifications	Commission		
	

3:15	PM	 Social	Media	and	Technology	for	Lawyers	and	Judges		
Lester	B.	Johnson,	III,	Esq.	,	Lester	B.	Johnson	III,	P.C.		
Hon.	Lisa	Walsh,	Judge,	Eleventh	Judicial	Circuit	of	Florida		
Hon.	Carla	W.	McMillian,	Judge,	Georgia	Court	of	Appeals		
Jamala	McFadden			
Moderated	by	Nicole	Iannarone	
	

5:00	PM	 Adjourn	

CO-SPONSORS		

Chief	Justice’s	Commission	on	Professionalism	and	Institute	for	Continuing	Judicial	
Education	(ICJE)	



ICLE/ICJE Social Media and Technology Seminar
7 of 246

AGENDA
VII

Presiding	
Karlise	Y	Grier,	Program	Co-Chair;	Executive	Director,	Chief	Justice’s	Commission	on	
Professionalism	
Nicole	G.	Iannarone,	Program	Co-Chair;	Director,	Investor	Advocacy	Clinic	Assistant	
Clinical	Professor,	Georgia	State	University	College	of	Law	

2:00	PM	 Welcome	and	Program	Overview	
Karlise	Y.	Grier	
	

2:05	PM	 Technology	and	Ethics	for	Lawyers	
Bill	Cobb,	Assistant	General	Counsel,	State	Bar	of	Georgia	
Shannon	Sprinkle,	Firm	Managing	Partner,	Carlock, Copeland & Stair, LLP			
Nicole	Iannarone		
Moderated	by	Karlise	Y.	Grier	
	

3:05	PM	 An	Overview	of	the	New	JQC	
Jamala	McFadden,	
The	Employment	Law	Solution:	McFadden	Davis,	LLC	and	Member,	
Hearing	Panel,	Georgia	Judicial	Qualifications	Commission		
	

3:15	PM	 Social	Media	and	Technology	for	Lawyers	and	Judges		
Lester	B.	Johnson,	III,	Esq.	,	Lester	B.	Johnson	III,	P.C.		
Hon.	Lisa	Walsh,	Judge,	Eleventh	Judicial	Circuit	of	Florida		
Hon.	Carla	W.	McMillian,	Judge,	Georgia	Court	of	Appeals		
Jamala	McFadden			
Moderated	by	Nicole	Iannarone	
	

5:00	PM	 Adjourn	

CO-SPONSORS		

Chief	Justice’s	Commission	on	Professionalism	and	Institute	for	Continuing	Judicial	
Education	(ICJE)	



ICLE/ICJE Social Media and Technology Seminar
8 of 246



ICLE/ICJE Social Media and Technology Seminar
9 of 246

TABLE OF CONTENTS
vii

Foreword .................................................................................................................................................. iii

Agenda ........................................................................................................................................................v

ICLE/ICJE Social Media and Technology Seminar .............................................................. 9-246  

Appendix: 
ICLE Board ................................................................................................................................................. 1
Georgia Mandatory CLE Fact Sheet  ................................................................................................ 2 

PAGE



ICLE/ICJE Social Media and Technology Seminar
10 of 246



ICLE/ICJE Social Media and Technology Seminar
11 of 246

Presiding	
Karlise	Y	Grier,	Program	Co-Chair;	Executive	Director,	Chief	Justice’s	Commission	on	
Professionalism	
Nicole	G.	Iannarone,	Program	Co-Chair;	Director,	Investor	Advocacy	Clinic	Assistant	
Clinical	Professor,	Georgia	State	University	College	of	Law	

2:00	PM	 Welcome	and	Program	Overview	
Karlise	Y.	Grier	
	

2:05	PM	 Technology	and	Ethics	for	Lawyers	
Bill	Cobb,	Assistant	General	Counsel,	State	Bar	of	Georgia	
Shannon	Sprinkle,	Firm	Managing	Partner,	Carlock, Copeland & Stair, LLP			
Nicole	Iannarone		
Moderated	by	Karlise	Y.	Grier	
	

3:05	PM	 An	Overview	of	the	New	JQC	
Jamala	McFadden,	
The	Employment	Law	Solution:	McFadden	Davis,	LLC	and	Member,	
Hearing	Panel,	Georgia	Judicial	Qualifications	Commission		
	

3:15	PM	 Social	Media	and	Technology	for	Lawyers	and	Judges		
Lester	B.	Johnson,	III,	Esq.	,	Lester	B.	Johnson	III,	P.C.		
Hon.	Lisa	Walsh,	Judge,	Eleventh	Judicial	Circuit	of	Florida		
Hon.	Carla	W.	McMillian,	Judge,	Georgia	Court	of	Appeals		
Jamala	McFadden			
Moderated	by	Nicole	Iannarone	
	

5:00	PM	 Adjourn	

CO-SPONSORS		

Chief	Justice’s	Commission	on	Professionalism	and	Institute	for	Continuing	Judicial	
Education	(ICJE)	



ICLE/ICJE Social Media and Technology Seminar
12 of 246

COMMISSION ON PROFESSIONALISM 
ICLE/ICJE SOCIAL MEDIA AND TECHNOLOGY SEMINAR 

Speaker Biographies 

WILLIAM J. COBB is a Senior Assistant 
General Counsel at the State Bar of 
Georgia, where he screens and prose-
cutes ethics complaints, and is part of 
the Ethics Hot-Line service rotation. 

  Before joining the Office of 
the General Counsel, Mr. Cobb’s prac-
tice was mostly civil litigation, with an 

emphasis on complex cases but no exclusive subject 
matter specialty. His first eleven years was with Georgia 
Legal Service Program, the last four as its Director of Litiga-
tion.  Long fascinated with computers, in the early 1980s 
he implemented GLSP’s first computer network and was a 
founding member of a State Bar committee that later be-
came the Computer Law Section (now renamed the Privacy 
and Technology Law Section). 

  After GLSP, Mr. Cobb practiced exclusively in 
small firms with no more than four or five lawyers.  In 
2000, he and his wife, Ayres Gardner, formed Cobb & 
Gardner, LLP in Decatur. When she later scaled back her 
practice, he took the firm “virtual.” 

  Mr. Cobb received a degree in Zoology from Duke 
University in 1970, and received his J.D. degree from 
Emory University School of Law in 1973.  

 
KARLISE Y. GRIER joined the Chief 
Justice’s Commission on Professional-
ism as Executive Director in Septem-
ber 2017.  Prior to assuming her cur-
rent position, Ms. Grier worked as the 
managing attorney of Grier Law Office, 
P.C., an Atlanta law firm that concen-
trated  in the areas of adoption, di-

vorce, and child custody.  Ms. Grier was appointed to serve 
as a part-time Magistrate Court Judge in Fulton County and 
served as a Judicial Officer in the Fulton County Superior 
Court Family Division from May 2006 through December 
2008.  From March 2000 until June 2005, Ms. Grier served 
as a Judge Pro Hac Vice in the former City Court of Atlanta.  

Ms. Grier served as the founding Vice Chair of the State 
Bar of Georgia’s Child Protection and Advocacy Section and 
the founding chair of the GABWA Family Law Section.  She 
is a past president of the Georgia Association of Black 
Women Attorneys.  Ms. Grier currently serves as the Presi-
dent for the League of Women Voters of Atlanta-Fulton 
County.  She is a member of the 2015 Class of Leadership 
Atlanta.  Ms. Grier received her Bachelor of Arts degree in 
Computer Science from Dartmouth College in 1986 and 
her law degree from the Emory University School of Law in 
1992.  She was admitted to the State Bar of Georgia in that 
same year.  Ms. Grier was born and raised in Atlanta, Geor-
gia where she graduated from Frederick Douglass High 
School.  She is a member of Ben Hill United Methodist 
Church. 

NICOLE G. IANNARONE is assistant 
clinical professor at Georgia State 
University College of Law, and teach-
es Civil Procedure, Professional Re-
sponsibility and Complex Litigation, 
in addition to serving as Director of 
and teaching in the Investor Advoca-
cy Clinic where law students repre-

sent small investors with FINRA arbitration claims.  

 A graduate of the Yale Law School, she was a part-
ner at Bondurant Mixson & Elmore LLP, where she prac-
ticed for nearly a decade representing plaintiffs and de-
fendants in complex commercial litigation.  

 Prior to joining the College of Law, Ms. Iannarone 
served as a visiting assistant professor at Mercer Law 
School, where she taught Civil Lawsuits and the Law of 
Lawyering.  

 Ms. Iannarone is active in the bar and the commu-
nity. She will be President of the Atlanta Bar Association in 
2018-2019 and chairs the State Bar of Georgia’s Profes-
sionalism Committee. She has been named “Local Litiga-
tion Star” by Benchmark Plaintiff, a Rising Star attorney by 
Super Lawyers, received the Kerry Harike Joedecke Atlanta 
Young Lawyer of the Year Award, and received the Brenau 

June 8, 2018, State Bar of Georgia Annual Meeting 

Speaker Biographies 

Women’s College Young Alumnae Award. In law school, 
Ms. Iannarone was an editor of the Yale Journal on Regula-
tion, served as a dean’s advisor and was a student director 
of the Housing and Community Development Clinic. She is 
a summa cum laude graduate of Brenau Women’s College. 

LESTER B. JOHNSON, III is the own-
er and sole stockholder of the Law 
Firm of Lester B. Johnson, III, P.C.  
He concentrates his practice in the 
areas of education law, municipal 
law, insurance law, personal injury 
and torts, veteran’s benefits and 
probate law.  Since 1982 he has 
served as an Assistant City Attorney 
for the City of Savannah and since 

1991 he has served as School Board Attorney for the Sa-
vannah-Chatham County Board of Education.  He is also a 
Special Assistant Attorney General for the Georgia Depart-
ment of Corrections and Transportation. 

 Mr. Johnson is a native Savannahian and graduat-
ed from Benedictine Military School in 1971.  He received 
his undergraduate degree in political science from College 
of the Holy Cross in 1975 and received his juris doctorate 
degree from the University of Miami School of Law in 
1978.  

 Mr. Johnson is active in several professional and 
civic organizations.  He is a member of Medbank Founda-
tion, Inc.; the Mediation Center of the Coastal Empire; Arts 
Ashore Legacy Foundation; Coastal Children’s Advocacy 
Board; Martin Luther King, Jr. Community Business Brunch 
Committee; and, Congregations In Service.  He also serves 
on the Wells-Fargo Bank Advisory Board. 

 Professionally, he is a past President and the first 
African-American President of the Savannah Bar Associa-
tion and served as an appointed member of the Board of 
Governors for the State Bar of Georgia from 2002 to 2004.  
In 2006 he was elected to the Board of Governors for the 
State Bar of Georgia and is currently serving his fifth con-
secutive term.  In 2015 he was appointed to a two year 

term on the Judicial Qualifications Commission, the body 
that disciplines Georgia judges.  In 2004 he was elected as 
a member of the Executive Committee of the Georgia 
School Board Association’s Council of School Attorneys and 
is currently serving his fifth consecutive term.  He served as 
its President in 2008 and 2014. 

 He has been a member of Sigma Pi Phi (The Bou-
le) since 1997 and has served as Sire Archon and Grapter.  
He is also a member of the National Bar Association and 
the Port City Bar Association. 

 He is married to Salyon H. Johnson, Ed. D. and has 
three children.  In 1975, while attending law school, he 
converted to Al-Islam and is a member of the local masjid 
(mosque), where he serves as General Counsel and is a 
long serving member of the Majlis Ashura (administrative 
board).  

JAMALA S. MCFADDEN  is co-
founder of The Employment Law 
Solution: McFadden Davis, LLC 
(“ELS”). 
 ELS provides employers 
with the full suite of employment 
law services, from compliance con-
sulting to workplace investigations 
to representation in multi-plaintiff 

litigation.  ELS’ clients range from Fortune 100 companies 
to organizations with less than 100 employees.    
 Ms. McFadden earned her law degree in 2001 
from the University of Michigan Law School where she was 
an Executive Editor of the Michigan Law Review and Presi-
dent of the Black Law Students’ Alliance.  She began her 
legal career as a law clerk to the Honorable Anna Diggs 
Taylor, United States District Court for the Eastern District 
of Michigan.  Ms. McFadden was a member of (now) Ever-
sheds Sutherland’s litigation team from 2003 through 
2013.  Recognizing a need for high quality, cost-efficient 
employment law services from skilled practitioners who 
can effectively connect with management and employees 
alike, in 2013, Ms. McFadden co-founded ELS, a six-lawyer 
certified woman and minority-owned firm. 
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he implemented GLSP’s first computer network and was a 
founding member of a State Bar committee that later be-
came the Computer Law Section (now renamed the Privacy 
and Technology Law Section). 

  After GLSP, Mr. Cobb practiced exclusively in 
small firms with no more than four or five lawyers.  In 
2000, he and his wife, Ayres Gardner, formed Cobb  
Gardner, LLP in Decatur. hen she later scaled back her 
practice, he took the firm “virtual.” 

  Mr. Cobb received a degree in oology from Duke 
University in 1970, and received his J.D. degree from 
Emory University School of Law in 1973.  

 
KARLISE Y. GRIER joined the Chief 
Justice’s Commission on Professional-
ism as Executive Director in Septem-
ber 2017.  Prior to assuming her cur-
rent position, Ms. Grier worked as the 
managing attorney of Grier Law ffice, 
P.C., an Atlanta law firm that concen-
trated  in the areas of adoption, di-

vorce, and child custody.  Ms. Grier was appointed to serve 
as a part-time Magistrate Court Judge in Fulton County and 
served as a Judicial fficer in the Fulton County Superior 
Court Family Division from May 2006 through December 
2008.  From March 2000 until June 2005, Ms. Grier served 
as a Judge Pro Hac ice in the former City Court of Atlanta.  

Ms. Grier served as the founding ice Chair of the State 
Bar of Georgia’s Child Protection and Advocacy Section and 
the founding chair of the GAB A Family Law Section.  She 
is a past president of the Georgia Association of Black 

omen Attorneys.  Ms. Grier currently serves as the Presi-
dent for the League of omen oters of Atlanta-Fulton 
County.  She is a member of the 2015 Class of Leadership 
Atlanta.  Ms. Grier received her Bachelor of Arts degree in 
Computer Science from Dartmouth College in 1986 and 
her law degree from the Emory University School of Law in 
1992.  She was admitted to the State Bar of Georgia in that 
same year.  Ms. Grier was born and raised in Atlanta, Geor-
gia where she graduated from Frederick Douglass High 
School.  She is a member of Ben Hill United Methodist 
Church. 

NICOLE G. IANNARONE is assistant 
clinical professor at Georgia State 
University College of Law, and teach-
es Civil Procedure, Professional Re-
sponsibility and Complex Litigation, 
in addition to serving as Director of 
and teaching in the Investor Advoca-
cy Clinic where law students repre-

sent small investors with FINRA arbitration claims.  

 A graduate of the Yale Law School, she was a part-
ner at Bondurant Mixson  Elmore LLP, where she prac-
ticed for nearly a decade representing plaintiffs and de-
fendants in complex commercial litigation.  

 Prior to joining the College of Law, Ms. Iannarone 
served as a visiting assistant professor at Mercer Law 
School, where she taught Civil Lawsuits and the Law of 
Lawyering.  

 Ms. Iannarone is active in the bar and the commu-
nity. She will be President of the Atlanta Bar Association in 
2018-2019 and chairs the State Bar of Georgia’s Profes-
sionalism Committee. She has been named “Local Litiga-
tion Star” by Benchmark Plaintiff, a Rising Star attorney by 
Super Lawyers, received the Kerry Harike Joedecke Atlanta 

oung Lawyer of the ear Award, and received the Brenau 
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Women’s College Young Alumnae Award. In law school, 
Ms. Iannarone was an editor of the ale ournal on egula

on, served as a dean’s advisor and was a student director 
of the Housing and Community Development Clinic. She is 
a summa cum laude graduate of Brenau Women’s College. 

LESTER B. JOHNSON, III is the own-
er and sole stockholder of the Law 
Firm of Lester B. Johnson, III, P.C.  
He concentrates his practice in the 
areas of education law, municipal 
law, insurance law, personal injury 
and torts, veteran’s benefits and 
probate law.  Since 1982 he has 
served as an Assistant City Attorney 
for the City of Savannah and since 

1991 he has served as School Board Attorney for the Sa-
vannah-Chatham County Board of Education.  He is also a 
Special Assistant Attorney General for the Georgia Depart-
ment of Corrections and Transportation. 

 Mr. Johnson is a native Savannahian and graduat-
ed from Benedictine Military School in 1971.  He received 
his undergraduate degree in political science from College 
of the Holy Cross in 1975 and received his juris doctorate 
degree from the University of Miami School of Law in 
1978.  

 Mr. Johnson is active in several professional and 
civic organizations.  He is a member of Medbank Founda-
tion, Inc.; the Mediation Center of the Coastal Empire; Arts 
Ashore Legacy Foundation; Coastal Children’s Advocacy 
Board; Martin Luther King, Jr. Community Business Brunch 
Committee; and, Congregations In Service.  He also serves 
on the Wells-Fargo Bank Advisory Board. 

 Professionally, he is a past President and the first 
African-American President of the Savannah Bar Associa-
tion and served as an appointed member of the Board of 
Governors for the State Bar of Georgia from 2002 to 2004.  
In 2006 he was elected to the Board of Governors for the 
State Bar of Georgia and is currently serving his fifth con-
secutive term.  In 2015 he was appointed to a two year 

term on the Judicial Qualifications Commission, the body 
that disciplines Georgia judges.  In 2004 he was elected as 
a member of the Executive Committee of the Georgia 
School Board Association’s Council of School Attorneys and 
is currently serving his fifth consecutive term.  He served as 
its President in 2008 and 2014. 

 He has been a member of Sigma Pi Phi (The Bou-
le) since 1997 and has served as Sire Archon and Grapter.  
He is also a member of the National Bar Association and 
the Port City Bar Association. 

 He is married to Salyon H. Johnson, Ed. D. and has 
three children.  In 1975, while attending law school, he 
converted to Al-Islam and is a member of the local masjid 
(mosque), where he serves as General Counsel and is a 
long serving member of the Majlis Ashura (administrative 
board).  

JAMALA S. MCFADDEN  is co-
founder of The Employment Law 
Solution: McFadden Davis, LLC 
(“ELS”). 
 ELS provides employers 
with the full suite of employment 
law services, from compliance con-
sulting to workplace investigations 
to representation in multi-plaintiff 

litigation.  ELS’ clients range from Fortune 100 companies 
to organizations with less than 100 employees.    
 Ms. McFadden earned her law degree in 2001 
from the University of Michigan Law School where she was 
an Executive Editor of the ic igan Law e iew and Presi-
dent of the Black Law Students’ Alliance.  She began her 
legal career as a law clerk to the Honorable Anna Diggs 
Taylor, United States District Court for the Eastern District 
of Michigan.  Ms. McFadden was a member of (now) Ever-
sheds Sutherland’s litigation team from 2003 through 
2013.  Recognizing a need for high quality, cost-efficient 
employment law services from skilled practitioners who 
can effectively connect with management and employees 
alike, in 2013, Ms. McFadden co-founded ELS, a six-lawyer 
certified woman and minority-owned firm. 
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 Ms. McFadden is actively engaged in the commu-
nity.  She is a past president of the Georgia Association of 
Black Women Attorneys (2011) and currently serves as a 
Congressional Appointee (Rep. John Lewis) to the United 
States Commission on Civil Rights, Georgia Advisory Com-
mittee; a Georgia Supreme Court Appointee to the Judicial 
Qualifications Commission; and a Cobb County Board of 
Commissioners Appointee to the Development Authority 
of Cobb County.  She actively serves as a member of the 
board of directors for the Atlanta Legal Aid Society (Vice 
President), National Employment Law Council, and Justice 
Center of Atlanta.  She is a member of Leadership Atlan-
ta’s Class of 2017 (“The Class”).  Most proudly, Ms. McFad-
den served as an attorney coach for Therrell High School’s 
Mock Trial Team for more than 10 years, exposing stu-
dents to law as a profession and lawyers who look like 
them, for “if you can see it, you can be it.” 
 Her commitment to excellence in the practice of 
law and servant leadership has earned her recognition 
that includes Georgia Super Lawyers: “Top 100 Lawyers in 
Georgia” (2018), “Super Lawyer” (2014-18), “Rising 
Star” (2011-13); liveSAFE Resources “Woman of Achieve-
ment” (2018); Georgia Trend Legal Elite (2017); Atlanta 
Business League “Success Against the Odds” (2016); Fulton 
County Daily Report “On the Rise” (2015); National Bar 
Association “Trailblazer” (2014); and the Atlanta Bar Asso-
ciation “Woman of the Year” (2013). 
 She has one son, Jamal, and a grand dog, Karma.  
She enjoys Zumba and outdoor recreation, including hikes 
up Kennesaw Mountain and live outdoor concerts.   
 

HONORABLE CARLA WONG MCMILLIAN 
was appointed to the Georgia Court of 
Appeals by Governor Nathan Deal, taking 
office on January 24, 2013.  

 Born and raised in Augusta, 
Georgia, she is the first Asian Pacific 
American state appellate judge ever to 

be appointed in the Southeast.  Upon her election in May 
2014, Judge McMillian became the first Asian Pacific 

American to be elected to a statewide office in Georgia.  
Judge McMillian has also served as the State Court Judge 
for Fayette County, a position to which she was appointed 
by Governor Sonny Perdue in 2010. 

 Before her appointment to the bench, Judge 
McMillian was a partner in the litigation group of Suther-
land Asbill & Brennan LLP. Judge McMillian also had the 
privilege of starting her legal career as a federal law clerk 
for the Honorable William C. O’Kelley of the United States 
District Court for the Northern District of Georgia. 

 Judge McMillian attended law school as a Wood-
ruff Scholar at the University of Georgia School of Law. She 
also graduated with high honors from Duke University.  

 Judge McMillian has been married since 1997 to 
her husband Lance, a professor at Atlanta’s John Marshall 
Law School.  They have two children and live in Fayette 
County where they have been long-time members of Dog-
wood Church. 

SHANNON M. SPRINKLE is the Manag-
ing Partner of Carlock, Copeland and 
Stair, and a partner in the commercial 
litigation practice group. She handles a 
wide variety of litigation matters in 
State and Federal Courts. Ms. Sprinkle 
regularly defends cases and claims al-
leging professional negligence, mal-

practice, wrongful death, and product liability. She is fre-
quently retained before litigation to help evaluate and 
control exposure to potential claims and also represents 
clients before various licensing and review agencies. 

 For the past ten years, Ms. Sprinkle has focused 
her practice primarily on professional malpractice and real 
estate related claims.  She has substantial experience de-
fending legal malpractice claims arising out of: litigation, 
family law, business organization, estate matters, real es-
tate transactions, and commercial transactions. She also 
frequently defends accounting malpractice claims involv-
ing: tax preparation, consulting, compilations, reviews, 
audits, and breach of fiduciary duty claims. 
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 Ms. Sprinkle also defends law firms, lenders, and 
other businesses against individual and class-action claims 
for alleged violations of consumer protection statutes, 
such as the Fair Debt Collection Practices Act, Truth in 
Lending Act, Real Estate Settlement Procedures Act, 
Gramm-Leach-Bliley Act, and others. She also provides 
compliance and risk management advice in these areas, as 
well as data and privacy breach claims. 

 Ms. Sprinkle frequently participates in and speaks 
at seminars on professional ethics and malpractice, and 
has authored several papers targeted toward malpractice 
avoidance. For several years she co-presented an annual 
risk management seminar for the insureds of a large na-
tional insurer. She annually attends several national pro-
fessional malpractice conferences to keep abreast of 
emerging trends and legal developments. 

 From 2006-2007 and from 2009-2016, Ms. Sprin-
kle has been an honoree on the Georgia® list, voted by her 
peers as one of Atlanta’s best young lawyers. In order to 
be honored on the Georgia Rising Stars list, an attorney 
must be age 40 or younger, or in practice for 10 years or 
less. Only 2.5 percent of the attorneys in Georgia are hon-
ored on the Georgia Rising Stars list.  She is a 2016 hon-
oree in The Daily Report list of 25 lawyers who are “On the 
Rise.” 

 Ms. Sprinkle received her B.A., with honors, from 
the University of Florida in 1998, and her J.D., cum laude 
from Tulane Law School in 2001.  She was admitted to 
practice in Georgia that same year. 

HONORABLE LISA WALSH is a circuit 
court judge, currently presiding in the 
criminal division of the 11th Judicial Cir-
cuit of Miami-Dade, Florida, and has 
previously served in the civil and de-
pendency divisions. From 2008-2011, 
Judge Walsh was a county court judge 
assigned to the civil division.  Before 

becoming a judge, she practiced law for 16 years, in both 
the trial and appellate, state and federal courts, and also 

served as a Special Master for the City of Miami Beach.  
Judge Walsh received an “AV Preeminent” rating from 
Martindale-Hubbell and was named in Super Lawyers and 
Florida Trend Legal Elite. 

 Judge Walsh was the 2015-2016 President of the 
National Association of Women Judges, and served on NA-
WJ’s board for five years prior to assuming the presidency.  
She is an adjunct professor of appellate advocacy at St. 
Thomas Law School.  She has been part of the faculty and 
administration of Florida’s Advanced Judicial College, Flori-
da Judicial College, and the Florida Circuit Court Confer-
ence education committee since 2008.      

 Prior to becoming a judge, Judge Walsh was the 
President of Miami-Dade Florida Association for Women 
Lawyers, Vice-Chair of a Florida Bar Grievance committee, 
a member of the Board of Directors for Legal Services of 
Greater Miami, where she was awarded for her commit-
ment to equal justice, and a member of the Florida Bar 
Criminal Executive Council and the Appellate Rules Com-
mittee.  Judge Walsh is the recipient of the 2017 Dade 
County Bar Association President’s Award as Outstanding 
Community Leader and the 2010 Judge Alan Schwartz Judi-
cial Excellence Award.  She has received the “Devorah 
Judge” Award by the Miami Jewish Legal Society.  She was 
named “Outstanding Woman in Government & Law” by 
the Miami-Dade Commission for Women, received the 
2015 Mattie Belle Davis Award from Miami-Dade FAWL 
and the Alumni Leadership Award by the University of Mi-
ami Law School.  Judge Walsh has mentored for Educate 
Tomorrow and Big Brothers/Big Sisters. 

 Judge Walsh obtained her undergraduate degree 
from Northwestern University and her law degree from the 
University of Miami School of Law.  She is married to attor-
ney David Rosendorf and is the proud mother of two chil-
dren. 
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 Ms. McFadden is actively engaged in the commu-
nity.  She is a past president of the Georgia Association of 
Black Women Attorneys 2011  and currently serves as a 
Congressional Appointee Rep. John Lewis  to the United 
States Commission on Civil Rights, Georgia Advisory Com-
mittee  a Georgia Supreme Court Appointee to the Judicial 

ualifications Commission  and a Cobb County Board of 
Commissioners Appointee to the Development Authority 
of Cobb County.  She actively serves as a member of the 
board of directors for the Atlanta Legal Aid Society Vice 
President , National Employment Law Council, and Justice 
Center of Atlanta.  She is a member of Leadership Atlan-
ta’s Class of 2017 “The Class”   Most proudly, Ms. McFad-
den served as an attorney coach for Therrell High School’s 
Mock Trial Team for more than 10 years, exposing stu-
dents to law as a profession and lawyers who look like 
them, for “if you can see it, you can be it.” 
 Her commitment to excellence in the practice of 
law and servant leadership has earned her recognition 
that includes Georgia Super Lawyers  “Top 100 Lawyers in 
Georgia”  “Super Lawyer” -  “Rising 
Star” -  liveSAFE Resources “Woman of Achieve-
ment”  Georgia Trend Legal Elite 2017  Atlanta 
Business League “Success Against the Odds”  Fulton 
County Daily Report “On the Rise”  National Bar 
Association “Trailblazer”  and the Atlanta Bar Asso-
ciation “Woman of the ear”  
 She has one son, Jamal, and a grand dog, arma.  
She enjoys umba and outdoor recreation, including hikes 
up ennesaw Mountain and live outdoor concerts.   
 

HONORABLE CARLA WONG MCMILLIAN 
was appointed to the Georgia Court of 
Appeals by Governor Nathan Deal, taking 
o ce on January 24, 201 .  

 Born and raised in Augusta, 
Georgia, she is the first Asian Pacific 
American state appellate judge ever to 

be appointed in the Southeast.  Upon her election in May 
2014, Judge McMillian became the first Asian Pacific 

American to be elected to a statewide o ce in Georgia.  
Judge McMillian has also served as the State Court Judge 
for Fayette County, a position to which she was appointed 
by Governor Sonny Perdue in 2010. 

 Before her appointment to the bench, Judge 
McMillian was a partner in the litigation group of Suther-
land Asbill & Brennan LLP. Judge McMillian also had the 
privilege of starting her legal career as a federal law clerk 
for the Honorable William C. O’ elley of the United States 
District Court for the Northern District of Georgia. 

 Judge McMillian attended law school as a Wood-
ru  Scholar at the University of Georgia School of Law. She 
also graduated with high honors from Duke University.  

 Judge McMillian has been married since 1997 to 
her husband Lance, a professor at Atlanta’s John Marshall 
Law School.  They have two children and live in Fayette 
County where they have been long-time members of Dog-
wood Church. 

SHANNON M. SPRINKLE is the Manag-
ing Partner of Carlock, Copeland and 
Stair, and a partner in the commercial 
litigation practice group. She handles a 
wide variety of litigation matters in 
State and Federal Courts. Ms. Sprinkle 
regularly defends cases and claims al-
leging professional negligence, mal-

practice, wrongful death, and product liability. She is fre-
quently retained before litigation to help evaluate and 
control exposure to potential claims and also represents 
clients before various licensing and review agencies. 

 For the past ten years, Ms. Sprinkle has focused 
her practice primarily on professional malpractice and real 
estate related claims.  She has substantial experience de-
fending legal malpractice claims arising out of  litigation, 
family law, business organization, estate matters, real es-
tate transactions, and commercial transactions. She also 
frequently defends accounting malpractice claims involv-
ing  tax preparation, consulting, compilations, reviews, 
audits, and breach of fiduciary duty claims. 
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 Ms. Sprinkle also defends law firms, lenders, and 
other businesses against individual and class-action claims 
for alleged violations of consumer protection statutes, 
such as the Fair Debt Collection Practices Act, Truth in 
Lending Act, Real Estate Settlement Procedures Act, 
Gramm-Leach-Bliley Act, and others. She also provides 
compliance and risk management advice in these areas, as 
well as data and privacy breach claims. 

 Ms. Sprinkle frequently participates in and speaks 
at seminars on professional ethics and malpractice, and 
has authored several papers targeted toward malpractice 
avoidance. For several years she co-presented an annual 
risk management seminar for the insureds of a large na-
tional insurer. She annually attends several national pro-
fessional malpractice conferences to keep abreast of 
emerging trends and legal developments. 

 From 2006-2007 and from 2009-2016, Ms. Sprin-
kle has been an honoree on the Georgia® list, voted by her 
peers as one of Atlanta’s best young lawyers. In order to 
be honored on the Georgia Rising Stars list, an attorney 
must be age 40 or younger, or in practice for 10 years or 
less. Only 2.5 percent of the attorneys in Georgia are hon-
ored on the Georgia Rising Stars list.  She is a 2016 hon-
oree in The Daily Report list of 25 lawyers who are “On the 
Rise.” 

 Ms. Sprinkle received her B.A., with honors, from 
the University of Florida in 1998, and her J.D., cum laude 
from Tulane Law School in 2001.  She was admitted to 
practice in Georgia that same year. 

HONORABLE LISA WALSH is a circuit 
court judge, currently presiding in the 
criminal division of the 11th Judicial Cir-
cuit of Miami-Dade, Florida, and has 
previously served in the civil and de-
pendency divisions. From 2008-2011, 
Judge Walsh was a county court judge 
assigned to the civil division.  Before 

becoming a judge, she practiced law for 16 years, in both 
the trial and appellate, state and federal courts, and also 

served as a Special Master for the City of Miami Beach.  
Judge Walsh received an “AV Preeminent” rating from 
Martindale-Hubbell and was named in Super Lawyers and 
Florida Trend Legal Elite. 

 Judge Walsh was the 2015-2016 President of the 
National Association of Women Judges, and served on NA-
WJ’s board for five years prior to assuming the presidency.  
She is an adjunct professor of appellate advocacy at St. 
Thomas Law School.  She has been part of the faculty and 
administration of Florida’s Advanced Judicial College, Flori-
da Judicial College, and the Florida Circuit Court Confer-
ence education committee since 2008.      

 Prior to becoming a judge, Judge Walsh was the 
President of Miami-Dade Florida Association for Women 
Lawyers, Vice-Chair of a Florida Bar Grievance committee, 
a member of the Board of Directors for Legal Services of 
Greater Miami, where she was awarded for her commit-
ment to equal justice, and a member of the Florida Bar 
Criminal Executive Council and the Appellate Rules Com-
mittee.  Judge Walsh is the recipient of the 2017 Dade 
County Bar Association President’s Award as Outstanding 
Community Leader and the 2010 Judge Alan Schwartz Judi-
cial Excellence Award.  She has received the “Devorah 
Judge” Award by the Miami Jewish Legal Society.  She was 
named “Outstanding Woman in Government & Law” by 
the Miami-Dade Commission for Women, received the 
2015 Mattie Belle Davis Award from Miami-Dade FAWL 
and the Alumni Leadership Award by the University of Mi-
ami Law School.  Judge Walsh has mentored for Educate 
Tomorrow and Big Brothers/Big Sisters. 

 Judge Walsh obtained her undergraduate degree 
from Northwestern University and her law degree from the 
University of Miami School of Law.  She is married to attor-
ney David Rosendorf and is the proud mother of two chil-
dren. 
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I. INTRODUCTION 
 

 It will surprise no one that the rapid and thorough integration of technology, the 

Internet and the practice of law has outpaced straightforward application of ethics rules 

written earlier without a crystal ball.  Clarifications, interpretations and revisions have 

begun to appear in recent years – though not in Georgia – with different jurisdictions 

sometimes reaching different conclusions.  In Georgia, only the advertising rules 

explicitly encompass the use of electronic media.  Georgia Rules of Professional Conduct 

(GRPC) Rules 7.1(a)(“A lawyer may advertise through all forms of public media . . .”) 

and 7.2(a)(4)(“. . . a lawyer may advertise services through:  . . . electronic . . . 

communication.”).   The recent explosion of lawyer-focused web sites and use of social 

media by lawyers and clients raises some especially challenging issues.  

 We should not overstate the problem, however.  Most provisions of the GRPC 

adapt quite easily to this new environment.  For example, “communication” inherently 

includes communication by electronic means;  “writing” is writing regardless of the 

medium;  and most GRPC statements of obligation and prohibition are not media 

dependent.   Even so, neither explicit GRPC text nor Formal Advisory Opinions (FAO) 

dictate answers to some of the ethics questions created or magnified by today’s 

pervasive use of technology.  In fact, there are no FAOs in Georgia on this subject. 

 This paper briefly addresses some of the most common ethics issues associated 

with the use of technology and the Internet in a law practice.  Some are old news but still 

important, while others have emerged rapidly in recent years and remain without 

explicit interpretive guidance.  

 1 

II.  EMAIL, TEXTS, AND DIGITAL DOCUMENTS 
 

A.  Stop – and Think – Before You Click 
 

  Email is no longer new by any means, but it continues to present most of the 

same concerns it always has.  Texting is not much different.  Foremost among those 

concerns is a lawyer’s duty to protect the confidentiality of client related information.  

GRPC 1.6(a).  

Despite or perhaps because of today’s ubiquitous preference for professional 

communication by email (and to a lesser extent texting), the duty of confidentiality 

inherently requires that when communicating through these means, just as with any 

means, a lawyer must be cognizant of the risks, and if necessary take protective 

measures.  Interpreting its Model Rule from which GRPC 1.6 is derived, ABA Formal 

Advisory Opinion 11 (August 4, 2011)0F

1 concluded: 

A lawyer sending or receiving substantive communications with a client via e-
mail or other electronic means ordinarily must warn the client about the risk of 
sending or receiving electronic communications using a computer or other 
device, or e-mail account, where there is a significant risk that a third party 

may gain access.  (italics added) 

As demonstrated by the near universal use of email by commercial sites, 

including banks, for retrieving lost usernames and passwords, email is generally quite 

safe and secure.  However, there are a number of sources of potential risk.   In general 

and without pretending to be comprehensive, consider first that email and texts have 

fundamental characteristics not shared by oral or even paper communications.  One is 

1   Because ABA Formal Advisory Opinions are copyrighted, they are not reproduced 
with these materials.  However, they should be accessible via Google. 

 2 
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I. INTRODUCTION 

It will surprise no one that the rapid and thorough integration of technology, the 

Internet and the practice of law has outpaced straightforward application of ethics rules 

written earlier without a crystal ball.  Clarifications, interpretations and revisions have 

begun to appear in recent years – though not in Georgia – with different jurisdictions 

sometimes reaching different conclusions.  In Georgia, only the advertising rules 

explicitly encompass the use of electronic media.  Georgia Rules of Professional Conduct 

(GRPC) Rules 7.1(a)(“A lawyer may advertise through all forms of public media . . .”) 

and 7.2(a)(4)(“. . . a lawyer may advertise services through:  . . . electronic . . . 
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with the use of technology and the Internet in a law practice.  Some are old news but still 
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explicit interpretive guidance.  

1 

II.  EMAIL, TEXTS, AND DIGITAL DOCUMENTS 

A.  Stop – and Think – Before You Click 
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GRPC 1.6(a).  

Despite or perhaps because of today’s ubiquitous preference for professional 

communication by email (and to a lesser extent texting), the duty of confidentiality 

inherently requires that when communicating through these means, just as with any 

means, a lawyer must be cognizant of the risks, and if necessary take protective 

measures.  Interpreting its Model Rule from which GRPC 1.6 is derived, ABA Formal 

Advisory Opinion 11 (August 4, 2011)0F

1 concluded: 

A lawyer sending or receiving substantive communications with a client via e-
mail or other electronic means ordinarily must warn the client about the risk of 
sending or receiving electronic communications using a computer or other 
device, or e-mail account, where there is a significant risk that a third party 

may gain access.  (italics added) 

As demonstrated by the near universal use of email by commercial sites, 

including banks, for retrieving lost usernames and passwords, email is generally quite 

safe and secure.  However, there are a number of sources of potential risk.   In general

and without pretending to be comprehensive, consider first that email and texts have 

fundamental characteristics not shared by oral or even paper communications.  One is 

1   Because ABA Formal Advisory Opinions are copyrighted, they are not reproduced 
with these materials.  However, they should be accessible via Google. 
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that, once created, their existence may well be permanent regardless of deletion efforts, 

because of such things as backup procedures, archiving and automated third party data 

collection.  Those processes are often beyond the control or even awareness of the 

sender or recipient of the email or text.  In addition, widespread duplication and 

dissemination is fast and easy.  That, too, is not necessarily controllable.   

The ABA opinion makes special note of the inherent increased risk of inadvertent 

disclosure and unintended access when the client is an employee using the employee’s 

work computer, particularly if the representation relates to the employment.  Other 

noted risks include increased opportunities for third party access when using a public 

computer (such as a library or hotel computer), a borrowed computer, or a device 

available to other family members.  And unsecured public and retail Wi-Fi and Wi-Fi 

hotspots are an increasingly ubiquitous source of risk for unauthorized disclosure.   

As a practical matter, the nature and extent of reasonably necessary protective 

measures vary with (i) the degree the risk, (ii) the sensitivity of the information being 

communicated, and (iii) the difficulty and expense of applying particular protective 

measures.  See ABA Opinion 99-413 (1999), “Protecting the Confidentiality of 

Unencrypted E-Mail” (concluding that, as a general proposition subject to factors like 

those stated above, a lawyer may ethically use unencrypted e-mail, because it affords a 

reasonable expectation of privacy by virtue of technological and legal protections).  

Encryption, or limiting or specially configuring the physical devices through which 

communications will occur, might nevertheless be appropriate in some circumstances. 

Similarly, where encryption is warranted, the type and extent that are reasonable will 

vary.  Military grade encryption may be neither warranted nor practicable, for example, 

 3 

but a lawyer may decide that an off the shelf encryption product is simple and 

inexpensive enough that its use is desirable, either routinely or in certain cases.1F

2   

The now well-known NSA data collection and analysis programs, and 

international hackers, have obvious potential relevance here, but the uncertainties they 

present do not mean lawyers must routinely communicate only using methods that 

ensure against all interceptions and hacks (which may or may not even be possible as a 

practical matter).  As is evident from the earlier discussion, Rule 1.6 does not require 

elimination of all risk of inadvertent or unauthorized disclosure.  That was impossible 

even in the ink and paper world.  Rather, the rule requires attention to the potential 

problem, and reasonable balancing of risks and protective measures appropriate to the 

parties, the subject matter and the circumstances of the representation.  In certain 

cases, of course – perhaps defending clients accused of certain criminal or terrorist 

activity, for example – that balancing could call for extraordinary measures to protect 

client information from disclosure.  In most cases, though, Rule 1.6 compliance will 

require less. 

You can head off problems in the use of emails and texts by: 

• Raising and discussing these issues with the client at the outset,  

• Reaching an understanding about establishing protocols for email and text use, 

and  

• Addressing the above in the representation agreement.   

2   The ABA has an on-line CLE on encryption, Product Code CET13EMSOLC, and a 
related book, The ABA Cybersecurity Handbook: A Resource for Attorneys, Law Firms, 
and Business Professionals, Product Code 3550023. 
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Though not traditionally applied in this context, one might argue that GRPC Rule 

1.4(a)(2) at least counsels that conversation:  “A lawyer shall . . . reasonably consult with 

the client about the means by which the client’s objectives are to be accomplished.” 

B.  Inadvertent Disclosure:  Email and Texting 

Email has made it much easier for a lawyer to inadvertently disclose protected 

information to inappropriate recipients.  Two of the most common and most 

preventable sources of inadvertent disclosure are by now well known to all lawyers, 

Reply All and Auto-fill.  

1.  Reply All 

No explanation of this hazard is really necessary.  All of us have direct experience, 

whether in a work or personal environment, or both.  “Reply All” is for many people the

reflexive default for responding to email.  For lawyers especially, that is a big mistake.  It 

is a Rule 1.6 violation waiting all but inevitably to happen, and the danger extends 

beyond disclosure of confidential client information.  In July 2014, for example, 

multiple media outlets reported that a Fulton County ADA in the Atlanta schools 

cheating case mistakenly used Reply All to reply “surprise, surprise” to a notification 

that defendant Beverly Hall was too ill to attend trial or assist her lawyers, sending the 

comment to dozens of lawyers and others associated with the case.  The ADA was 

suspended without pay for three days and removed from the case.   F.C.D.R. (July 10, 

2014).  

 5 

Do whatever you reasonably can to make “Reply" the rule and “Reply 

All” the exception that requires an affirmative decision.  You can always resend 

the response to other recipients.  You cannot unsend it.   

This problem is a prime candidate for a software solution.  If your email program 

allows moving “Reply All” to a drop-down list that does not include “Reply,” that would 

all but insure that “Reply All” is always a purposeful choice.  Gmail has that feature by 

default.  Even just moving the “Reply All” button away from the “Reply” button would 

help a little.  In MS Outlook, implementing such a fix is not straightforward.  

Attachment 1 to this paper presents possible ways to do it, but this author has not tested 

any of them and cannot vouch for their efficacy or speak to possible problems or side 

effects.  (The author also is not familiar with the Outlook features in MS Office 2013 or 

MS Office 365.) 

2.  Auto-fill 
 

Bet you’ve done this, too.  You think you entered, say, the client’s or opposing 

counsel’s e-mail address, but you were moving too fast and did not notice that auto-fill 

actually inserted someone else’s address because of their similarities.  The resulting 

disclosure could be relatively benign in practical effect and voluntarily correctable 

depending on the recipient, but obviously it could also be disastrous.  There are at least 

two solutions for this problem, each with its own downsides.   

One is to turn off or disable the auto-fill function.  That eliminates the problem 

by definition, but it is inconvenient, increases your expenditure of time, and increases 

the odds of typographical errors. 

 6 
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The other solution is “just” to remain at all times mindful, to pay attention, and to 

look and verify before you click.  While the advantages of auto-fill are thereby retained, 

this solution does require constant mental discipline.  As with any repetitive task, 

though, it can through sustained effort become more automatic.   

C.  Inadvertent Disclosure:  Digital Documents 

Metadata presents the greatest risk of unauthorized access/inadvertent 

disclosure apart from the transmission of the document.2F

3  Metadata is information 

embedded in electronically created documents, though hidden from view during routine 

use. The hidden information may be embedded automatically in the background, or it 

can be intentionally embedded for purposes of identification, organization, tracking 

changes, collaboration, etc.  It often includes such things as text deleted from or added 

to earlier drafts, dates and sequence of edits, and identification of authors, editors and 

recipients.  A determined recipient, or sometimes even just a curious one, can expose 

metadata and thereby learn things the sender assumed would not be learned and under 

GRPC Rule 1.6 perhaps should not be learned.   

Therefore, with the caveat discussed below, a lawyer should establish policies and 

practices designed to ensure that metadata not intended to be disclosed is not disclosed.  

At least one state has decided that removing metadata before distribution is obligatory 

under its Rule 1.6.  W. Va. Ethics Op. 2009-01 (2009).     

3   The plethora of potential issues arising from e-discovery is beyond the scope of this 
paper.  Note, however, that disclosures required by court order or by discovery rules are 
explicit exceptions to the GRPC non-disclosure obligations.  Rule 1.6(a)(“. . . , except for 
disclosures that . . . are required by these Rules or other law, or by order of the Court.”)  
 

 7 

                                                 

There are two basic approaches to this metadata problem.  Some document 

creation/processing software includes settings or features through which creation of 

metadata during drafting and editing is minimized.  It may well be, though, that a given 

program will always save some metadata regardless of those choices.     

Alternatively, removing metadata after completion but before sending the 

document to its ultimate recipients is likely to be more comprehensive.  MS Word, for 

example, has a function for inspecting metadata in the document and selectively 

removing it.  In Word 2010, that function is located at File>Info>Check for 

Issues>Inspect document.  There are many dedicated off-the-shelf programs, too, with 

varying capabilities.  

One important caveat must be noted.  In some circumstances the law may impose 

an affirmative obligation not to alter documents, and/or to retain at least copies in their 

original or “native” state.  In such instances, removing metadata could constitute 

spoliation of evidence, which in turn could implicate GRPC Rule 8.4(a)(4)(Misconduct) 

(“engag[ing] in professional conduct involving dishonesty, fraud, deceit or 

misrepresentation”), or Rule 3.4(a)(“A lawyer shall not unlawfully obstruct another 

party’s access to evidence or unlawfully alter, destroy or conceal a document or other 

material having potential evidentiary value.”).   GRPC Rule 1.6(a) anticipates such 

situations, by stating the exception to the confidentiality obligation noted above, i.e., 

where “required by these Rules or other law, or by order of the Court.” 

The overriding point, as it was with email, is to be aware of what is happening.  

Think before you click. 
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D.  Inadvertent Disclosure:  Potential Consequences 

It should not be necessary to dwell on why avoiding inadvertent disclosure of 

confidential client information is important.  This confidentiality is at the very core of 

the attorney-client relationship and the proper functioning of the justice system.  Thus 

GRPC 1.6 presumptively mandates it, and the maximum punishment for violation is 

disbarment.  As additional incentive for implementing protective measures like those 

suggested above, though, a brief pause may be useful to consider the ethical obligations 

of a lawyer who inadvertently receives confidential information, say from opposing 

counsel.   

Simply stated, a lawyer who inadvertently receives confidential information that 

should not have been disclosed has only one obligation, to “promptly notify the sender.”  

Rule 4.4(b)(added by order of the Georgia Supreme Court November 2, 2016).  Beyond 

that, the ethical obligation to communicate with clients, GRPC Rule 1.4(a)(2), (3) & (4), 

and to consult with them concerning the means by which their objectives will be 

pursued,  Rule 1.2(a), could require the receiving lawyer to inform her client and share 

the information.  Similarly, scenarios making it problematic for the receiving lawyer not 

to use the information to advance the client’s case are not hard to imagine. 

However, there is no per se obligation in the Georgia Rules of Professional 

Conduct to inform the client and/or use otherwise protected information inadvertently 

received.  For example, if the receiving lawyer already knew the information, or if it 

could not affect the conduct or outcome of the case, it may be difficult to then conclude 

that the lawyer must share the information with the client.  

 9 

In short, inadvertent disclosure of information protected under GRPC Rule 1.6  

can have serious consequences for the disclosing and the receiving lawyers, and for their 

clients.  It can directly affect the conduct and even the outcome of the case itself.  

E.  Email, Computer Literacy and Professional Competence 
 

 Not every lawyer has jumped on the email bandwagon.  Some use it only 

reluctantly or sporadically.  Some are self-confessed, even proud “computer illiterates,” 

including a dwindling number who have never bothered to master e-mail and rely on 

staff for that.  But the march of time – including such changes as mandatory e-filing and 

rules requiring attention to e-discovery – is making computer illiteracy and e-mail 

aversion increasingly problematic for lawyers.   

At present, GRPC 1.1 (Competence) has not been interpreted to require computer 

literacy.  Rule 1.1 begins by defining “competent representation” as requiring a “level of 

competence” or association with a lawyer who is “competent.”  The rule then adds this: 

“Competence requires the legal knowledge, skill, thoroughness and preparation 

reasonably necessary for the representation.” (italics added)  The official comments 

seem to confirm that “skill” as used in the rule refers to traditional notions of legal skill.  

“To maintain the requisite knowledge and skill, a lawyer should engage in continuing 

study and education.” Rule 1.1 Comment [6].   As of this writing (March 16, 2017), there 

is a very early stage, preliminary proposal to add to that comment language similar to 

the following italicized phrase from a 2012 amendment to Comment [8] of the ABA 

Model Rule 1.1: “To maintain the requisite knowledge and skill, a lawyer should keep 

abreast of changes in the law and its practice, including the benefits and risks 

associated with relevant technology, engage in continuing study and education . . .” 
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Regardless, consider an extreme hypothetical.  What if a lawyer had adopted 

essentially no modern technology?  No fax, no internet, no email, no photocopier, no 

computer, just a landline phone and manual typewriters.  Would a client be justified in 

questioning that lawyer’s competence, as the term is commonly understood?   

Some courts are showing intolerance of technological illiteracy as well.  For 

example, a trial court in Pennsylvania recently denied a lawyer the opportunity to 

arbitrate a fee dispute, because he did not attend to his email while responsible staff was 

ill and unable to do so, causing him to miss a scheduling notice.  Attachment 2 (Knox v. 

Patterson). 

F.  These Problems Are Not Yours Alone 

Lawyers not only have to abide by the Georgia Rules of Professional Conduct, 

they also must try to ensure that lawyers and staff working for them do, too.  A lawyer’s 

obligations with respect to conduct of staff are governed by GRPC Rule 5.3: 

(a) a partner, and a lawyer who individually or together with other lawyers 
possesses managerial authority in a law firm, shall make reasonable efforts to 
ensure that the firm has in effect measures giving reasonable assurance that the 
person's conduct is compatible with the professional obligations of the lawyer;

(b) a lawyer having direct supervisory authority over the nonlawyer shall make 
reasonable efforts to ensure that the person's conduct is compatible with the 
professional obligations of the lawyer . . . 

Rule 5.1 states essentially the same obligations to ensure ethical conduct by a firm’s non-

managerial lawyers, and by direct lawyer supervisees.

11 

In addition, under parallel provisions in Rules 5.1(c) and 5.3(c), conduct by a 

subordinate lawyer or staff, respectively, can be attributed to and itself constitute an 

ethical violation by the managing or supervising lawyer himself.  As stated in Rule 

5.3(c), that liability attaches where:   

1. the lawyer orders or, with the knowledge of the specific conduct, ratifies the 
conduct involved; or 

2. the lawyer is a partner in the law firm in which the person is employed, or has 
direct supervisory authority over the person, and knows of the conduct at a time 
when its consequences can be avoided or mitigated but fails to take reasonable 
remedial action.3F

4 

Establishing and enforcing clear policies to address these issues is essential.  All 

of these responsibilities apply equally to the matters discussed in Part III, below.

III.  THE INTERNET, SOCIAL MEDIA & THE CLOUD  
 

A.  The Ethics Landscape of Cyberspace 
 

 Former Assistant General Counsel Christina Petrig compiled a concise and 

practical overview of the ethics issues most often encountered in this brave new world.  

Following that, a couple of problems will be discussed in somewhat more detail. 

 

 

4   The Rule 5.1(c)(2) iteration for lawyer subordinates applies where “the lawyer is a 
partner or has comparable managerial authority in the law firm in which the other 
lawyer practices or has direct supervisory authority over the other lawyer, and knows of 
the conduct at a time when its consequences can be avoided or mitigated but fails to 
take reasonable remedial action.”  
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LAWYERS, SOCIAL MEDIA & COMMON SENSE 

Christina Petrig 
Assistant General Counsel 

State Bar of Georgia 
 

THE SAME RULES APPLY 

All the Rules of Professional Conduct apply to things lawyers do as lawyers on social 

media and other Internet platforms.  Pay particular attention to Rules 6.1 

(confidentiality), 3.6 (trial publicity), and 7.1 through 7.5 (communications concerning a 

lawyer’s services/lawyer advertising).  Consider your social media and other postings as 

billboards.  Think carefully about everything you post.  Then think again before it’s too 

late.  Do not post impulsively.   

NO FALSE OR MISLEADING STATEMENTS:  RULE 7.1 

Social media and similar postings are subject to the same rules as public 

communications in “old media.”  Your communications cannot be false, fraudulent, 

deceptive or misleading.  Rule 7.1(a)(1)-(5) provides an illustrative list of 

communications that would violate this rule.  All communications must contain your 

name.  Note that disbarment is the maximum penalty for a violation of this rule.   

CONFIDENTIALITY:  RULE 1.6 

Georgia’s confidentiality rule is very broad:  a lawyer shall maintain in confidence all 

information gained in the professional relationship with a client.   All means all. The fact 

that pleadings are filed does not mean that you are free to discuss your client’s legal 

matter in cyberspace.  Do not blog, post, tweet, etc. about your clients or their cases 
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unless you have informed consent from your client.  Informed consent involves at the 

very least advising your client of what you propose to say about their matter, and how 

and when you propose to say it.   

TRIAL PUBLICITY: RULE 3.6 

Even if you have your client’s informed consent to publicly comment on a matter, 

remember your duties under Rule 3.6:  public communications that will have a 

substantial likelihood of prejudicing an adjudicative proceeding are prohibited.   

DISHONESTY, FRAUD, DECEIT, MISREPRESENTATION:  RULE 8.4 

Do not use social media or other public internet platforms to engage in communication 

with an opposing party.  Rules 4.2 and 4.3.  While you can certainly view any 

information that a party or witness has publically posted, never use a false identity or 

pretext to communicate with anyone related to a legal matter.  Nor can you do this by 

having someone else do it for you.  Rule 8.4(a)(1).   

JUDGES 

Judges are responsible for their social media conduct under the Judicial Canon of 

Ethics.  It is unwise at best for judges and lawyers to communicate as “friends” on 

Facebook, particularly when the lawyer has a matter pending before the judge and/or 

regularly has cases with that judge. 

As a matter of professionalism if nothing else, do not post rants about a judge.  Consider 

the impact on the interests of your current and future clients.   
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BEWARE OF FORMING UNINTENDED ATTORNEY-CLIENT RELATIONSHIP 

If you choose to answer questions from potential clients or participate in online forums, 

be careful to use cautionary language and disclaimers.  Keep your answers generic and 

avoid specific facts.  Remember also that social media communications with strangers 

can result in conflicts of interest.  If someone is providing you with specific facts, you 

need to know his/her real name for your conflicts database.   

BEWARE OF UNAUTHORIZED PRACTICE 

Your communications online know no state line boundaries.  Be clear about where you 

are licensed and disclaim any advice as to residents of other states.   

RECOMMENDATIONS & ENDORSEMENTS: RULE 7.3(c) 

Do not offer any quid pro quo for an endorsement or recommendation on LinkedIn, 

Avvo, Facebook, etc.  If someone posts an endorsement or recommendation that 

contains inaccurate information (for example, regarding your expertise or experience), 

you need to either have it removed or post corrective information.   

HAVE AND ENFORCE AN OFFICE POLICY ON SOCIAL MEDIA 

Rules 5.1 and 5.3 impose a duty to supervise subordinate attorneys and non-attorney 

staff to ensure that their conduct is compatible with your professional obligations.  Have 

a clear policy to ensure that your staff understands the ethical implications of use of 

social media. 

CONCLUSION:  DON’T LET THE INTERNET MAKE YOU STUPID OR STEAL YOUR 

LICENSE! 
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B.  Privacy Does Not Exist in Social Media or the Internet In General  
  

1.  Full Control of Your Online Information Is Not Possible  
 

While many Internet sites enable users to place some limitations on who may 

view or post content, the exact effect of such measures is not always easily predictable.  

As just one example, many web browsers have introduced an “anonymous” or 

“incognito” setting which disables the capture and retention of at least some information 

otherwise routinely preserved by the browser software in the course of using it to search 

the web.  However, such settings typically affect only what is preserved on the user’s 

local computer (the one on which the web browser is installed), and have no effect at all 

on what information is available to the browser company or is captured by visited sites 

or by web bots systematically scouring the internet for personal information about you.   

In addition, one can no longer ignore the fact that social media, search engines 

and other web sites capture for advertising and other uses huge amounts of information 

about anyone who uses or even just visits the sites.  The recent Facebook/Cambridge 

Analytical disclosures shine a very bright light on that fact.  Attachment 3.   Web sites 

are “free” essentially because of advertising, which employs ever more refined targeting 

of ads for products and services selectively to particular individuals deemed specifically 

amenable to purchasing them.  And the only way to accomplish that is to capture ever 

more, and ever more specific, information about that individual, i.e., you, the user.    

If you have any doubt that this fully applies to you, personally, try this:  Run the 

exact same Google search on your computer and on a friend’s or co-worker’s computer, 

and compare the results.  They will not be identical.  

 16 
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Admonishing users to read the privacy policies of utilized and visited sites has 

thus become something of a mantra.  But apart from learning about and using privacy 

settings, if available, how useful is that admonition as a practical matter?  Modifying or 

creating exceptions to anything in a given privacy policy is not an option.  All one can do 

is use the application’s privacy settings, if they exist.  The choice as to the privacy policy 

itself, which always goes way beyond just settings, is simply to accept it or not, meaning 

use the site or avoid it altogether.  Anyone who has downloaded an app to a smart phone 

has seen this in action, and most people just capitulate, since it’s either that or don’t use 

the app. 

 In addition, comprehending privacy policies is not a quick and simple 

undertaking.  Virtually all applications and web sites have the equivalent of a Privacy 

Policy and a separate User Agreement, both of which are triggered by creating an 

account and often just by using a site.  Using LinkedIn as an example – a “social” media 

variant designed for professionals and used by vast numbers of lawyers – the User 

Agreement states (as of March 16, 2017):   

You agree that by clicking “Join Now” “Join LinkedIn”, “Sign Up” or similar, 
registering, accessing or using our services (including LinkedIn, SlideShare, 
Pulse, our related mobile apps, developer platforms, premium services, or any 
content or information provided as part of these services, collectively, “Services”), 
you are entering into a legally binding agreement . . . 

This “Agreement” includes this User Agreement and the Privacy Policy, and other 
terms that will be displayed to you at the time you first use certain features . . . , 
as may be amended by LinkedIn from time to time. If you do not agree to this 
Agreement, do NOT click “Join Now” (or similar) and do not access or otherwise 
use any of our Services. 
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It goes on for 6 pages of mostly very small text.  The Privacy Policy is 9 pages more.  

LinkedIn is one of the more transparent and user friendly sites in this regard.4F

5  No two 

user agreements or privacy policies are exactly the same.  And at the end of all that 

effort, of course, lies the reality that these provisions, along with available settings and 

how they function, can change at any time and often do.  

 2.  Dangers from Posting and Removing Information 
 

Given the above realities and those described below, it is this author’s opinion 

that lawyers should assume that there is no such thing as full, predictable privacy for 

anything the lawyer posts or even just finds on the Internet.  The same is true, of course, 

for clients.  Cases are already being reported where clients have defeated their own cases 

by posting on social media activities irreconcilable with claims being asserted in pending 

litigation.  In 2013, a judge set aside one of the largest loss of consortium awards in 

Georgia history because of that plaintiff’s Facebook postings.  Bowbliss v. Quick-Med 

Inc., Fulton County Superior Court File No. 10EV009640; FCDR at 1-2 (August 28, 

2013).  FCDR quotes one post by a plaintiff as stating that he “can not go to a gym til 

lawsuit over . . . due to it not looking right for me to be working out . . . and saying I have 

a bad arm.”  Other posts apparently indicated the marriage had already become very 

strained.  And there was this reported gem:  “Judge is f[***]ing on my case . . . dee and I 

aren’t divorced yet because of piece of s[***] judge and case.”  

5   In a California class action arising from a 2012 LinkedIn data security breach, 
subscribers to extra cost “premium” services alleged they were misled by LinkedIn’s 
privacy policies.  Of some 800,000 premium subscribers, only 20,000 to 50,000 (or 
about 2.5% - 6%) had looked at the privacy policy and terms of service long enough to be 
influenced by the representations there. 
 

 18 

                                                 



ICLE/ICJE Social Media and Technology Seminar
35 of 246

Admonishing users to read the privacy policies of utilized and visited sites has 

thus become something of a mantra.  But apart from learning about and using privacy 

settings, if available, how useful is that admonition as a practical matter?  Modifying or 

creating exceptions to anything in a given privacy policy is not an option.  All one can do 

is use the application’s privacy settings, if they exist.  The choice as to the privacy policy 

itself, which always goes way beyond just settings, is simply to accept it or not, meaning 

use the site or avoid it altogether.  Anyone who has downloaded an app to a smart phone 

has seen this in action, and most people just capitulate, since it’s either that or don’t use 

the app. 

In addition, comprehending privacy policies is not a quick and simple 

undertaking.  Virtually all applications and web sites have the equivalent of a Privacy 

Policy and a separate User Agreement, both of which are triggered by creating an 

account and often just by using a site.  Using LinkedIn as an example – a “social” media 

variant designed for professionals and used by vast numbers of lawyers – the User 

Agreement states (as of March 16, 2017):   

You agree that by clicking “Join Now” “Join LinkedIn”, “Sign Up” or similar, 
registering, accessing or using our services (including LinkedIn, SlideShare, 
Pulse, our related mobile apps, developer platforms, premium services, or any 
content or information provided as part of these services, collectively, “Services”), 
you are entering into a legally binding agreement . . . 

This “Agreement” includes this User Agreement and the Privacy Policy, and other 
terms that will be displayed to you at the time you first use certain features . . . , 
as may be amended by LinkedIn from time to time. If you do not agree to this 
Agreement, do NOT click “Join Now” (or similar) and do not access or otherwise 
use any of our Services. 

17 

It goes on for 6 pages of mostly very small text.  The Privacy Policy is 9 pages more.  

LinkedIn is one of the more transparent and user friendly sites in this regard.4F

5  No two 

user agreements or privacy policies are exactly the same.  And at the end of all that 

effort, of course, lies the reality that these provisions, along with available settings and 

how they function, can change at any time and often do.  

 2.  Dangers from Posting and Removing Information

Given the above realities and those described below, it is this author’s opinion 

that lawyers should assume that there is no such thing as full, predictable privacy for 

anything the lawyer posts or even just finds on the Internet.  The same is true, of course, 

for clients.  Cases are already being reported where clients have defeated their own cases 

by posting on social media activities irreconcilable with claims being asserted in pending 

litigation.  In 2013, a judge set aside one of the largest loss of consortium awards in 

Georgia history because of that plaintiff’s Facebook postings.  Bowbliss v. Quick-Med 

Inc., Fulton County Superior Court File No. 10EV009640; FCDR at 1-2 (August 28, 

2013).  FCDR quotes one post by a plaintiff as stating that he “can not go to a gym til 

lawsuit over . . . due to it not looking right for me to be working out . . . and saying I have 

a bad arm.”  Other posts apparently indicated the marriage had already become very 

strained.  And there was this reported gem:  “Judge is f[***]ing on my case . . . dee and I 

aren’t divorced yet because of piece of s[***] judge and case.”  

5   In a California class action arising from a 2012 LinkedIn data security breach, 
subscribers to extra cost “premium” services alleged they were misled by LinkedIn’s 
privacy policies.  Of some 800,000 premium subscribers, only 20,000 to 50,000 (or 
about 2.5% - 6%) had looked at the privacy policy and terms of service long enough to be 
influenced by the representations there. 

18 



ICLE/ICJE Social Media and Technology Seminar
36 of 246

Lawyers should strongly caution clients against putting anything 

about a pending case out on the Internet in any form. Putting that advice in 

writing is always a good idea.  So is reminding the client from time to time. 

On the flip side, removing already posted content can create big problems.  

Remember, first, that removal does not equal disappearance in the Internet world.  

Worse, taking down content can constitute spoliation of evidence.  The Katiroll 

Company, Inc. v. Kati Roll And Platters, Inc. et al., Civil Action No. 10-3620 (GEB), 

2011 U.S. Dist. LEXIS 85212 (U.S.D.C., D.N.J. August 3, 2011).  A lawyer who advises a 

client to do so can face spoliation sanctions as well, Allied Concrete v. Lester, 285 Va. 

295 (2013), and a lawyer’s involvement in such conduct may also raise serious issues 

under GRPC Rules 3.3 (Candor Toward The Tribunal), 3.4 (Fairness to opposing party 

and counsel), 4.1 (Truthfulness In Statements to Others), 4.4 (Respect for Rights of 

Third Persons) and 8.4 (Misconduct)(especially subpart (a)(4)).      

3.  Merely Finding and Viewing On-line Information Has Ethics 
Implications  

Another new reality is that merely viewing someone’s information on-line can 

have unintended consequences, such as notifying the person that you have done so.  

ABA Formal Opinion 466 (April 23, 2014) addresses that fact in the context of lawyers 

who obtain on-line information about jurors or potential jurors before and/or during 

trial.  Its conclusions: 

• Unless limited by law or court order, it is permissible so long as the lawyer does 

not communicate with the person directly or through another. 
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• Sending an access request to the person’s social media is not permitted.  (That is 

defined as a communication (i) requesting access to information the person has 

not made public, and (ii) that would be the type of ex parte communication 

prohibited by Model Rule 3.5(b) [same rule number in the GRPC].) 

• Rule 3.5(b) is not violated by the fact that the person is made aware by a 

network setting of internet viewing by a lawyer. 

• If the information viewed reveals criminal or fraudulent misconduct, the lawyer 

must take reasonable remedial measures including, if necessary, disclosure to 

the tribunal.   

C.  Self-Promotion and Self-Defense on the Internet  

 

 1.  A Closer Look at GRPC Rule 1.6 
 

Unauthorized disclosure is a recurrent, central problem in both of these arenas.  

Rule 1.6(a) states the lawyer’s affirmative obligation: 

A lawyer shall maintain in confidence all information gained in the 
professional relationship with a client, including information which the 
client has requested to be held inviolate or the disclosure of which would be 
embarrassing or would likely be detrimental to the client, unless the client gives 
informed consent, except for disclosures that are impliedly authorized in order 
to carry out the representation, or are required by these Rules or other law, or by 
order of the Court. 

Note first that the language emphasized earlier – “all information gained in the 

professional relationship with a client” – presumptively extends the confidentiality 

obligation beyond information protected by the evidentiary attorney-client privilege, 
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and beyond information the client has specifically identified as confidential.  See 

Comment [5] to GRPC Rule 1.6.  Common sense notions of what would be considered 

“confidential” are thus not reliable guides.  For example, information may be 

confidential for Rule 1.6 purposes even though it might also be lawfully obtained by 

others, outside of the attorney-client relationship or discovery rules. Your default 

presumption should be that if you got the information as part of 

representing a client, it is confidential regardless of source; then you can 

think about whether one of the rule’s exceptions applies.   

Second, information may be confidential because of the potential effect of 

disclosure, rather than because of the source of the information.  If disclosure would be 

“embarrassing” or likely “detrimental” to the client, it is protected.  Thus, though 

perhaps initially counterintuitive, the mere fact that information may be in the public 

domain in some fashion does not automatically mean it can be disclosed without client 

consent, if a lawyer has learned it in the course of representing the client. 

 
2.  Publicizing Successful Results 

 

Whether on a lawyer’s web site, a social media post, a blog, a discussion group, a 

comments thread or any of the myriad opportunities for on-line promotion, letting peers 

and potential clients know about a lawyer’s successes has obvious value for  building 

reputations,  attracting new clients and increasing revenues.   It is easy to think, why 

would a client object to publicizing a great outcome?  It means they “won” or at least 

attained their goal, and if it was litigation, it is highly likely to be a matter of public 

record already.  So what’s the problem? 

21 

The answer becomes clear when one remembers that (1) confidentiality includes 

an “effects test,” and (2) the audiences of public records of court proceedings are highly 

likely to be not only different than, but often infinitesimal in number compared to the 

potential recipients of the same information posted on the Internet.  What if the success 

was acquittal of a client charged with aggravated sexual battery of a child?  The truth of 

that result, and its existence in the “public record,” perhaps even in the news media, 

does not diminish the fact that for most such clients it would be both embarrassing and 

highly likely to be detrimental in any number of ways.  Such disclosure without client 

informed consent would almost certainly violate the ethical obligation imposed by Rule 

1.6. 

Many situations will be far less black and white than that example.  The simple, 

foolproof (if there is such a thing) solution is explicit in Rule 1.6(a) itself:  disclosure is 

prohibited “unless the client gives informed consent.”   Informed consent is a defined 

term which “denotes the agreement by a person to a proposed course of conduct after 

the lawyer has communicated adequate information and explanation about the material 

risks of and reasonably available alternatives to the proposed course of conduct.”  GRPC 

Rule 1.0(h).  Always obtain informed consent before posting any information 

about a client’s case or matter anywhere.  

What the client needs to know in order to make an informed decision will vary 

according to what is to be posted and where.  It is impossible to list all possible 

considerations, but here are a few examples:   Will the post be in the form of a client 

testimonial, or just be about the client’s case?  Will the client be named or remain 

anonymous (beware the possibility of revealing identity from the facts)?  Will it appear 
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on the lawyer’s web site, intended to be seen only by those who choose to explore the 

site?  (If so, will it appear prominently on the home page?  Under a testimonials tab?  As 

part of a slide show?)  Or will the post be actively disseminated via Facebook, blog, 

tweet, discussion group or other “push” platform?  In the latter case, who is the potential 

audience?   

In addition, think about possible unintended consequences.  For example, it may 

not be possible to limit posted information to a lawyer’s web site, and it is likely 

impossible to assure that only someone browsing that web site will see it.  Google and 

others use automated web crawlers to constantly amass, archive, package and 

redistribute information in various ways for various purposes.  So one simple question 

that perhaps the client should always be asked is this:  Are you comfortable with the 

possibility that the posted information may pop up in a Google or Yahoo! search, say by 

a relative or a potential employer? 

All such questions interact closely with what information, exactly, a client is 

willing after informed consent to disclose.  You will have greater protection if the client 

consents to the verbatim content and exact location of the posting, and to the details and 

context of the posting within that location to the extent that is reasonably practicable.   

And while Rule 1.6 does not require it, written consent signed by the client is good 

prophylactic practice. 

The Pennsylvania Bar Association recently issues formal advisory opinion 

discussing at length several aspects of the ethics issues implicated in lawyers use of 

social media.  It is appended as Attachment 4.  The opinion “addresses social media 

profiles and websites used by lawyers for business purposes, but does not address the 
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issues relating to attorney advertising and marketing on social networking websites.”  It 

is not binding even in Pennsylvania, but does provide a primer on how to think about 

the application of the ethics rules in this realm.     

3.  Defending Yourself Against On-line Criticism By Clients:  Can You? 
Should You? 

 
Web sites like AVVO and Facebook present positive opportunities for lawyers, 

but the reverse is also true.  What can you ethically do if an unreasonable, irate client or 

former client attacks you on-line with false statements and accusations, apart from a 

defamation action?  Can you respond on-line using truthful information that otherwise 

would be protected from disclosure by GRPC Rule 1.6,  without obtaining client 

consent? 

Rule 1.6(b)(1)(iii) states: 

A lawyer may reveal information covered by paragraph (a) which the lawyer 
reasonably believes necessary . . . to establish a claim or defense on behalf of the 
lawyer in a controversy between the lawyer and the client, to establish a 
defense to a criminal charge or civil claim against the lawyer based upon conduct 
in which the client was involved, or to respond to allegations in any proceeding 
concerning the lawyer's representation of the client;  

An on-line attack obviously is not a criminal charge or civil claim, nor is it in a 

proceeding.  Is it a “controversy”?    

The best answer in Georgia at this time is that in these circumstances 

disclosure not explicitly authorized by the client is very risky.  In 2014, the 

Georgia Supreme Court for the first time imposed discipline on a lawyer for disclosing 

confidential client information online, in response to negative comments about the 
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lawyer posted by a former client on three consumer web sites.  In the Matter of Skinner, 

295 Ga. 217 (2014)(appended at Attachment 5).  That case involved an uncontested 

divorce with long delays, increasing client dissatisfaction, and eventually a fee dispute 

and change of counsel.  After the former client posted “negative reviews” with 

unspecified content, the lawyer responded by posting the client’s name and employer, 

the amount paid to the lawyer, the county in which the divorce was filed, and a 

statement that the former client had a boyfriend.  The Court had no difficulty concluding 

that those disclosures violated Rule 1.6, without need for any analysis or explanation.   

The Skinner case should give lawyers great pause before disclosing any client 

information in response to client criticism, though it may not definitively resolve the 

issue in all circumstances.  The unauthorized disclosures in Skinner were apparently so 

out of bounds in relation to the client reviews that the “controversy” exception of Rule 

1.6 never came up.   However, there is good reason to doubt that the exception will be 

recognized in this context if the Court does address it, not least because the legal 

definition of “controversy” simply does not fit online disputes like this: 

A litigated question; adversary proceeding in a court of law; a civil action or suit, 
either at law or in equity. . . . It differs from “case,” which includes all suits, 
criminal as well as civil; whereas “controversy” is a civil and not a criminal 
proceeding.  

Black’s Law Dictionary Free On-line 2d Ed. (accessed March 16, 2017)(internal 

citations omitted).   The few ethics decisions on point in other jurisdictions are mixed, 

and the summary in the ABA Annotated Model Rules at pp. 109-110 (2011)(quoted at 

appended Attachment 6) includes the statement that “[m]ere criticism of the lawyer, 
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however, may be insufficient to warrant disclosures in self defense, even when the 

criticisms appear in the press.” 

 For anyone willing to risk violating Rule 1.6 in these circumstances, the question 

still remains:  Should you defend with disclosure of information about the client or case, 

or even defend at all?  One school of thought is that, as professionals, lawyers should 

just accept this sort of thing as an occupational hazard and ignore it.  (If it is a recurrent 

problem, that may well suggest that the lawyer has an actual underlying problem.)  Most 

on-line denizens recognize by now that over-the-top criticisms are ubiquitous on the 

Internet, and would not expect lawyers to be immune from them.  One libelous rant, this 

thinking goes, is therefore unlikely to drive away droves of potential clients, and if it 

cannot be taken down it will eventually drop off,  become submerged and/or be an 

obvious outlier. 

 Others suggest that if a response is deemed essential, it should be extremely 

limited and disclose no client information at all.  Something like, “I respectfully 

disagree” and/or “Confidentiality rules prevent me from responding,” but nothing more.   

 A non-disclosing response like the just stated examples would avoid a Rule 1.6 

violation, but it is this author’s view that pragmatic considerations nevertheless counsel 

against responding even to false and malicious attacks, at least as a long term strategy.  

Even such a short, fact-free response is virtually certain to generate additional vitriol, 

and then what do you do?  Each increment of additional content is likely to add fuel to 

the fire and bulk to an exchange that could easily tilt you towards the unseemly.  In 

addition, put yourself in the position of a potential client who sees this back and forth.  

Might not he or she naturally wonder if this publicly played out dispute portends 
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undesirable conflict if the lawyer and potential client come to be at odds about the 

conduct or outcome of a case? 

 Nevertheless, the potential harm of a critical post should be weighed against the 

potential impact of responding or not responding on a case by case basis.  You might 

decide, for example, that silence in the face of a critique that appears superficially 

credible and serious, not an over-the-top rant, would be more damaging to you than 

whatever fall-out a response would cause.  Remember, however, that any disclosure of 

information covered by GRPC Rule 1.6 carries a very high risk of violating the rule no 

matter what.   

All of the above notwithstanding, GRPC Rule 1.6 does not preclude lawyers from 

pursuing civil remedies for wrongful criticism or accusations posted by clients.  A 

lawsuit is without doubt a controversy excepted from the Rule 1.6 prohibitions,5F

6 and in 

2014 a Georgia lawyer prevailed rather dramatically against a former client’s false 

representations while a client, and baseless criticisms later posted online.  She obtained 

a substantial verdict based on fraud, libel per se, and false light invasion of privacy.  

Pampattiwar v. Hinson, 326 Ga.App. 163 (2014) (appended at Attachment 7).   

Finally, a word about Better Business Bureaus.  Through the ethics advice hot-

line, the Office of the General Counsel has seen some instances where standard BBB 

practices, which apparently vary from place to place, directly conflict with lawyers’ 

ethical obligations to their clients.  For example, the BBB may forward a client 

complaint to the lawyer and ask for a substantive response before the BBB decides how 

6   Of course, the lawyer’s claims must be meritorious within the meaning of GRPC Rule 
3.1. 
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to take the complaint into account in its “scoring” of the lawyer or firm as a business.  To 

respond as requested would certainly violate GRPC Rule 1.6, but in one instance that 

caused a firm to get an “F” rating on the local BBB site.  If you receive such a request, 

this author advises a strong response pointing out the ethical obligation of 

confidentiality about clients and their cases, the lawyer’s refusal to breach that ethical 

duty, the disciplinary consequences of breach even if the lawyer was so inclined, and 

taking the bureau to task for even considering imposing a ratings penalty for doing what 

is ethically both required and right.  There is at present no data regarding the 

effectiveness of that approach.  

D.  Ethics Implications Of “Cloud” Computing 
 

 Use of the “cloud” in legal practice is rapidly expanding and already 

commonplace.  It brings significant benefits ranging from back-up unaffected by local 

conditions, to document and data access not confined to a particular physical computer 

or mobile device, to enabling easy collaboration with colleagues and clients, to use in 

courtroom presentations, and more.   Volumes have been written on this subject, but 

there is no Georgia case or Formal Advisory Opinion.  A Pennsylvania ethics opinion 

(appended as Attachment 8) thoroughly details most considerations as well as practical 

questions to ask and protective measures to take, though this is only one bar 

association’s view and of course is not binding in Georgia.  Only a couple of general 

considerations are presented in this paper, and they presume the reader knows what the 

“cloud” is (hint: it’s the Internet). 

 The principle ethics implications of cloud computing are obvious and mirror 

those discussed above in other contexts, namely the risks of inadvertent disclosure of 
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and unauthorized access to information protected by GRPC Rule 1.6.   To that we should 

add the pragmatic concern for the preservation and integrity of the information stored 

in the cloud.   

Thus, before utilizing a cloud service a lawyer should make sufficient inquires to 

be satisfied that there will be reasonable measures in place to guard against improper 

disclosure, such as password and related access security, encryption, policies regarding 

access of employees of the service itself, policies controlling requests for access by law 

enforcement, and the like.    Admittedly, that generic and truncated sampling begs many 

potential questions.  As a practical matter, negligence concepts may often suggest 

clearer answers than the ethics rules do.    

In addition to Rule 1.6 concerns, use of the cloud presents a risk of loss or 

corruption of files, data and information entrusted to the cloud provider.  Potential 

causes include technological failure, business failure (provider or lawyer), response to 

non-payment of service fees, malware, miscreant hackers, etc., etc.  Hardware, software, 

systems and business policies and practices all have a role in planning for such 

contingencies.  In this context, the inherent ease of duplicating digital information can 

be a positive benefit if appropriately controlled.  And here, too, negligence concepts may 

be at least as useful as ethics rules in fashioning preventive solutions, although GRPC 

Rules 1.16(d)(obligation to return original client file upon termination of representation) 

and 1.15(I)(obligation to segregate and preserve client property) cannot be ignored.  The 

latter could apply, for example, to original documents that have intrinsic potential value 

to the case that is not equally true of copies.  
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ATTACHMENT  1 

MOVING/REMOVING “REPLY ALL” IN MS OUTLOOK 

 
CAVEAT:  The following was received by the author of this CLE paper in response to 
comments posted after an on-line ABA Journal article.  Since my reflexive default is 
Reply, I have not tried the following fixes and cannot vouch for their success or possible 
side-effects. 
 
 

Try this. There are also several downloadable programs that will perform this 
function. 

 Click File tab, choose Options, and select Customize Ribbon. 

 Choose Respond in the right pane and click Remove. 

 Click New Group twice. Rename the first New Group (Custom) as "Respond 
(Custom)" and the second as "Reply all (Custom)." 

 At the top of the left pane, click Main Tabs from "Choose commands from." 

 In the left pane, expand Home (Mail) and Respond. 

 In the right pane, select Respond (Custom). 

 Add the commands "Post reply," "Reply," "Forward," "Meeting," 

"IM," and "More" from left frame to Respond (Custom) in the right pane one by 
one. 

 In the right pane, choose "Reply all (Custom)." 

 Add the command Reply All to "Reply all (Custom)." 

 Select "Reply all (Custom)" and use the Down button to move it under 
"Send/Receive (IMAP/POP)." 

 Click OK. 

 

You can alter the steps above to eliminate the Reply All button altogether by 
creating only one New Group named Respond (Custom) that lacks the Reply All 
option. In all three versions of Outlook, you can still reply to all by pressing Ctrl-
Shift-R, or by clicking Actions > Reply to All in Outlook 2003 and 2007. 

 

Last December, CNET's Rob Lightner described Microsoft's free NoReplyAll add-on 
for Outlook 2010 that lets the sender of a message disable the Reply to All and 
Forward functions for the message. As Rob explains, the program includes a feature 
that lets you disable reply all for all the messages you receive. 
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5/18/2018 I Downloaded the Information That Facebook Has on Me. Yikes. - The New York Times

https://www.nytimes.com/2018/04/11/technology/personaltech/i-downloaded-the-information-that-facebook-has-on-me-yikes.html 1/5

TECH FIX

I Downloaded the Information That Facebook
Has on Me. Yikes.
By Brian X. Chen

April 11, 2018

When I downloaded a copy of my Facebook data last week, I didn’t expect to see much. My profile
is sparse, I rarely post anything on the site, and I seldom click on ads. (I’m what some call a
Facebook “lurker.”)

But when I opened my file, it was like opening Pandora’s box.

With a few clicks, I learned that about 500 advertisers — many that I had never heard of, like Bad
Dad, a motorcycle parts store, and Space Jesus, an electronica band — had my contact
information, which could include my email address, phone number and full name. Facebook also
had my entire phone book, including the number to ring my apartment buzzer. The social network
had even kept a permanent record of the roughly 100 people I had deleted from my friends list
over the last 14 years, including my exes.

There was so much that Facebook knew about me — more than I wanted to know. But after
looking at the totality of what the Silicon Valley company had obtained about yours truly, I
decided to try to better understand how and why my data was collected and stored. I also sought
to find out how much of my data could be removed.

How Facebook collects and treats personal information was central this week when Mark
Zuckerberg, the company’s chief executive, answered questions in Congress about data privacy
and his responsibilities to users. During his testimony, Mr. Zuckerberg repeatedly said Facebook
has a tool for downloading your data that “allows people to see and take out all the information
they’ve put into Facebook.” (Those who want to download their own Facebook data can use this
link.)

But that’s an overstatement. Most basic information, like my birthday, could not be deleted. More
important, the pieces of data that I found objectionable, like the record of people I had unfriended,
could not be removed from Facebook, either.

“They don’t delete anything, and that’s a general policy,” said Gabriel Weinberg, the founder of
DuckDuckGo, which offers internet privacy tools. He added that data was kept around to
eventually help brands serve targeted ads.
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Beth Gautier, a Facebook spokeswoman, put it this way: “When you delete something, we remove
it so it’s not visible or accessible on Facebook.” She added: “You can also delete your account
whenever you want. It may take up to 90 days to delete all backups of data on our servers.”

Digging through your Facebook files is an exercise I highly recommend if you care about how
your personal information is stored and used. Here’s what I learned.

Facebook Retains More Data Than We Think

When you download a copy of your Facebook data, you will see a folder containing multiple
subfolders and files. The most important one is the “index” file, which is essentially a raw data set
of your Facebook account, where you can click through your profile, friends list, timeline and
messages, among other features.

One surprising part of my index file was a section called Contact Info. This contained the 764
names and phone numbers of everyone in my iPhone’s address book. Upon closer inspection, it
turned out that Facebook had stored my entire phone book because I had uploaded it when
setting up Facebook’s messaging app, Messenger.

This was unsettling. I had hoped Messenger would use my contacts list to find others who were
also using the app so that I could connect with them easily — and hold on to the relevant contact
information only for the people who were on Messenger. Yet Facebook kept the entire list,
including the phone numbers for my car mechanic, my apartment door buzzer and a pizzeria.

This felt unnecessary, though Facebook holds on to your phone book partly to keep it
synchronized with your contacts list on Messenger and to help find people who newly sign up for
the messaging service. I opted to turn off synchronizing and deleted all my phone book entries.

My Facebook data also revealed how little the social network forgets. For instance, in addition to
recording the exact date I signed up for Facebook in 2004, there was a record of when I
deactivated Facebook in October 2010, only to reactivate it four days later — something I barely
remember doing.

Facebook also kept a history of each time I opened Facebook over the last two years, including
which device and web browser I used. On some days, it even logged my locations, like when I was
at a hospital two years ago or when I visited Tokyo last year.

Facebook keeps a log of this data as a security measure to flag suspicious logins from unknown
devices or locations, similar to how banks send a fraud alert when your credit card number is
used in a suspicious location. This practice seemed reasonable, so I didn’t try to purge this
information.

5/18/2018 I Downloaded the Information That Facebook Has on Me. Yikes. - The New York Times
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But what bothered me was the data that I had explicitly deleted but that lingered in plain sight.
On my friends list, Facebook had a record of “Removed Friends,” a dossier of the 112 people I had
removed along with the date I clicked the “Unfriend” button. Why should Facebook remember
the people I’ve cut off from my life?

Facebook’s explanation was dissatisfying. The company said it might use my list of deleted
friends so that those people did not appear in my feed with the feature “On This Day,” which
resurfaces memories from years past to help people reminisce. I’d rather have the option to
delete the list of deleted friends for good.

Your Facebook account keeps a record not only of ads you have clicked on, but also of advertisers
that have your contact information, which can also be viewed in your archive.

The Ad Industry Has Eyes Everywhere

What Facebook retained about me isn’t remotely as creepy as the sheer number of advertisers
that have my information in their databases. I found this out when I clicked on the Ads section in
my Facebook file, which loaded a history of the dozen ads I had clicked on while browsing the
social network.
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Lower down, there was a section titled “Advertisers with your contact info,” followed by a list of
roughly 500 brands, the overwhelming majority of which I had never interacted with. Some
brands sounded obscure and sketchy — one was called “Microphone Check,” which turned out to
be a radio show. Other brands were more familiar, like Victoria’s Secret Pink, Good Eggs or AARP.

Facebook said unfamiliar advertisers might appear on the list because they might have obtained
my contact information from elsewhere, compiled it into a list of people they wanted to target and
uploaded that list into Facebook. Brands can upload their customer lists into a tool called Custom
Audiences, which helps them find those same people’s Facebook profiles to serve them ads.

Brands can obtain your information in many different ways. Those include:

■ Buying information from a data provider like  Acxiom, which has amassed one of the world’s
largest commercial databases on consumers. Brands can buy different types of customer data
sets from a provider, like contact information for people who belong to a certain demographic, and
take that information to Facebook to serve targeted ads, said Michael Priem, chief executive of
Modern Impact, an advertising firm in Minneapolis.

Last month, Facebook announced that it was limiting its practice of allowing advertisers to target
ads using information from third-party data brokers like Acxiom.

■ Using tracking technologies like web cookies and invisible pixels that load in your web browser
to collect information about your browsing activities. There are many different trackers on the
web, and Facebook offers 10 different trackers to help brands harvest your information, according
to Ghostery, which offers privacy tools that block ads and trackers. The advertisers can take
some pieces of data that they have collected with trackers and upload them into the Custom
Audiences tool to serve ads to you on Facebook.

■ Getting your information in simpler ways, too. Someone you shared information with could
share it with another entity. Your credit card loyalty program, for example, could share your
information with a hotel chain, and that hotel chain could serve you ads on Facebook.

The upshot? Even a Facebook lurker, like myself, who has barely clicked on any digital ads can
have personal information exposed to an enormous number of advertisers. This was not entirely
surprising, but seeing the list of unfamiliar brands with my contact information in my Facebook
file was a dose of reality.

I tried to contact some of these advertisers, like Very Important Puppets, a toymaker, to ask them
about what they did with my data. They did not respond.

What About Google?
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Let’s be clear: Facebook is just the tip of the iceberg when it comes to what information tech
companies have collected on me.

Knowing this, I also downloaded copies of my Google data with a tool called Google Takeout. The
data sets were exponentially larger than my Facebook data. For my personal email account
alone, Google’s archive of my data measured eight gigabytes, enough to hold about 2,000 hours of
music. By comparison, my Facebook data was about 650 megabytes, the equivalent of about 160
hours of music.

Here was the biggest surprise in what Google collected on me: In a folder labeled Ads, Google
kept a history of many news articles I had read, like a Newsweek story about Apple employees
walking into glass walls and a New York Times story about the editor of our Modern Love
column. I didn’t click on ads for either of these stories, but the search giant logged them because
the sites had loaded ads served by Google.

In another folder, labeled Android, Google had a record of apps I had opened on an Android phone
since 2015, along with the date and time. This felt like an extraordinary level of detail.

Google did not immediately respond to a request for comment.

On a brighter note, I downloaded an archive of my LinkedIn data. The data set was less than half
a megabyte and contained exactly what I had expected: spreadsheets of my LinkedIn contacts
and information I had added to my profile.

Yet that offered little solace. Be warned: Once you see the vast amount of data that has been
collected about you, you won’t be able to unsee it.

Brian X. Chen, our lead consumer technology reporter, writes Tech Fix, a column about solving tech problems like
sluggish Wi-Fi, poor smartphone battery life and the complexity of taking your smartphone abroad. What frustrates you
about your tech? Send your suggestions for future Tech Fix columns to brian.chen@nytimes.com.

A version of this article appears in print on April 12, 2018, on Page A1 of the New York edition with the headline: Remember Those Friends You Deleted Long
Ago? Facebook Does
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FORMAL OPINION 2014-300 
 

ETHICAL OBLIGATIONS FOR ATTORNEYS USING SOCIAL MEDIA 
 

I. Introduction and Summary 
 

“Social media” or “social networking” websites permit users to join online communities where they 
can share information, ideas, messages, and other content using words, photographs, videos and 
other methods of communication. There are thousands of these websites, which vary in form and 
content. Most of these sites, such as Facebook, LinkedIn, and Twitter, are designed to permit users 
to share information about their personal and professional activities and interests. As of January 
2014, an estimated 74 percent of adults age 18 and over use these sites.1  
 
Attorneys and clients use these websites for both business and personal reasons, and their use raises 
ethical concerns, both in how attorneys use the sites and in the advice attorneys provide to clients 
who use them. The Rules of Professional Conduct apply to all of these uses. 
 
The issues raised by the use of social networking websites are highly fact-specific, although certain 
general principles apply. This Opinion reiterates the guidance provided in several previous ethics 
opinions in this developing area and provides a broad overview of the ethical concerns raised by 
social media, including the following: 

 
1. Whether attorneys may advise clients about the content of the clients’ social networking 

websites, including removing or adding information.  
2. Whether attorneys may connect with a client or former client on a social networking 

website.  
3. Whether attorneys may contact a represented person through a social networking 

website.  
4. Whether attorneys may contact an unrepresented person through a social networking 

website, or use a pretextual basis for viewing information on a social networking site that 
would otherwise be private/unavailable to the public. 

5. Whether attorneys may use information on a social networking website in client-related 
matters. 

6. Whether a client who asks to write a review of an attorney, or who writes a review of an 
attorney, has caused the attorney to violate any Rule of Professional Conduct. 

7. Whether attorneys may comment on or respond to reviews or endorsements.  
8. Whether attorneys may endorse other attorneys on a social networking website.  
9. Whether attorneys may review a juror’s Internet presence.  

                                                           
1 http://www.pewinternet.org/fact-sheets/social-networking-fact-sheet/ 
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5. Whether attorneys may use information on a social networking website in client-related 
matters. 

6. Whether a client who asks to write a review of an attorney, or who writes a review of an 
attorney, has caused the attorney to violate any Rule of Professional Conduct. 

7. Whether attorneys may comment on or respond to reviews or endorsements.  
8. Whether attorneys may endorse other attorneys on a social networking website.  
9. Whether attorneys may review a juror’s Internet presence.  

                                                           
1 http://www.pewinternet.org/fact-sheets/social-networking-fact-sheet/ 
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10. Whether attorneys may connect with judges on social networking websites. 
 

This Committee concludes that: 
 

1. Attorneys may advise clients about the content of their social networking websites, 
including the removal or addition of information. 

2. Attorneys may connect with clients and former clients. 
3. Attorneys may not contact a represented person through social networking websites. 
4. Although attorneys may contact an unrepresented person through social networking 

websites, they may not use a pretextual basis for viewing otherwise private information 
on social networking websites.  

5. Attorneys may use information on social networking websites in a dispute.  
6. Attorneys may accept client reviews but must monitor those reviews for accuracy.  
7. Attorneys may generally comment or respond to reviews or endorsements, and may 

solicit such endorsements.  
8. Attorneys may generally endorse other attorneys on social networking websites.  
9. Attorneys may review a juror’s Internet presence.  
10. Attorneys may connect with judges on social networking websites provided the purpose 

is not to influence the judge in carrying out his or her official duties. 
 
This Opinion addresses social media profiles and websites used by lawyers for business purposes, 
but does not address the issues relating to attorney advertising and marketing on social networking 
websites. While a social media profile that is used exclusively for personal purposes (i.e., to maintain 
relationships with friends and family) may not be subject to the Rules of Professional Conduct 
relating to advertising and soliciting, the Committee emphasizes that attorneys should be conscious 
that clients and others may discover those websites, and that information contained on those 
websites is likely to be subject to the Rules of Professional Conduct. Any social media activities or 
websites that promote, mention or otherwise bring attention to any law firm or to an attorney in his 
or her role as an attorney are subject to and must comply with the Rules. 
 
II. Background 

 
A social networking website provides a virtual community for people to share their daily activities 
with family, friends and the public, to share their interest in a particular topic, or to increase their 
circle of acquaintances. There are dating sites, friendship sites, sites with business purposes, and 
hybrids that offer numerous combinations of these characteristics. Facebook is currently the leading 
personal site, and LinkedIn is currently the leading business site. Other social networking sites 
include, but are not limited to, Twitter, Myspace, Google+, Instagram, AVVO, Vine, YouTube, 
Pinterest, BlogSpot, and Foursquare. On these sites, members create their own online “profiles,” 
which may include biographical data, pictures and any other information they choose to post.  
 
Members of social networking websites often communicate with each other by making their latest 
thoughts public in a blog-like format or via e-mail, instant messaging, photographs, videos, voice or 
videoconferencing to selected members or to the public at large. These services permit members to 
locate and invite other members into their personal networks (to “friend” them) as well as to invite 
friends of friends or others.  
 

 

3 
 

Social networking websites have varying levels of privacy settings. Some sites allow users to restrict 
who may see what types of content, or to limit different information to certain defined groups, such 
as the “public,” “friends,” and “others.” For example, on Facebook, a user may make all posts 
available only to friends who have requested access. A less restrictive privacy setting allows “friends 
of friends” to see content posted by a specific user. A still more publicly-accessible setting allows 
anyone with an account to view all of a person’s posts and other items.  
 
These are just a few of the main features of social networking websites. This Opinion does not 
address every feature of every social networking website, which change frequently. Instead, this 
Opinion gives a broad overview of the main ethical issues that lawyers may face when using social 
media and when advising clients who use social media.  
 
III. Discussion 

 
A. Pennsylvania Rules of Professional Conduct: Mandatory and Prohibited 

Conduct 
 

Each of the issues raised in this Opinion implicates various Rules of Professional Conduct that 
affect an attorney’s responsibilities towards clients, potential clients, and other parties. Although no 
Pennsylvania Rule of Professional Conduct specifically addresses social networking websites, this 
Committee’s conclusions are based upon  the existing rules. The Rules implicated by these issues 
include: 

 
 Rule 1.1  (“Competence”) 
 Rule 1.6  (“Confidentiality of Information”) 
 Rule 3.3  (“Candor Toward the Tribunal”) 
 Rule 3.4  (“Fairness to Opposing Party and Counsel”) 
 Rule 3.5  (“Impartiality and Decorum of the Tribunal”) 
 Rule 3.6  (“Trial Publicity”) 
 Rule 4.1  (“Truthfulness in Statements to Others”) 
 Rule 4.2  (“Communication with Person Represented by Counsel”) 
 Rule 4.3  (“Dealing with Unrepresented Person”) 
 Rule 8.2  (“Statements Concerning Judges and Other Adjudicatory Officers”) 
 Rule 8.4  (“Misconduct”) 

 
The Rules define the requirements and limitations on an attorney’s conduct that may subject the 
attorney to disciplinary sanctions. While the Comments may assist an attorney in understanding or 
arguing the intention of the Rules, they are not enforceable in disciplinary proceedings. 

 
B. General Rules for Attorneys Using Social Media and Advising Clients About 

Social Media 
 

Lawyers must be aware of how these websites operate and the issues they raise in order to represent 
clients whose matters may be impacted by content posted on social media websites. Lawyers should 
also understand the manner in which postings are either public or private. A few Rules of 
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Professional Conduct are particularly important in this context and can be generally applied 
throughout this Opinion.  
 
Rule 1.1 provides: 
 

A lawyer shall provide competent representation to a client. Competent 
representation requires the legal knowledge, skill, thoroughness and preparation 
reasonably necessary for the representation. 
 

As a general rule, in order to provide competent representation under Rule 1.1, a lawyer should 
advise clients about the content of their social media accounts, including privacy issues, as well as 
their clients’ obligation to preserve information that may be relevant to their legal disputes.  
 
Comment [8] to Rule 1.1 further explains that, “To maintain the requisite knowledge and skill, a 
lawyer should keep abreast of changes in the law and its practice, including the benefits and risks 
associated with relevant technology….” Thus, in order to provide competent representation in 
accordance with Rule 1.1, a lawyer should (1) have a basic knowledge of how social media websites 
work, and (2) advise clients about the issues that may arise as a result of their use of these websites.  
 
Another Rule applicable in almost every context, and particularly relevant when social media is 
involved, is Rule 8.4 (“Misconduct”), which states in relevant part: 
 

It is professional misconduct for a lawyer to:  
… 
(c) engage in conduct involving dishonesty, fraud, deceit or misrepresentation;  
 

This Rule prohibits “dishonesty, fraud, deceit or misrepresentation.” Social networking easily lends 
itself to dishonesty and misrepresentation because of how simple it is to create a false profile or to 
post information that is either inaccurate or exaggerated. This Opinion frequently refers to Rule 8.4, 
because its basic premise permeates much of the discussion surrounding a lawyer’s ethical use of 
social media.  
 

C. Advising Clients on the Content of their Social Media Accounts 
 

As the use of social media expands, so does its place in legal disputes. This is based on the fact that 
many clients seeking legal advice have at least one account on a social networking site. While an 
attorney is not responsible for the information posted by a client on the client’s social media profile, 
an attorney may and often should advise a client about the content on the client’s profile.  
 
Against this background, this Opinion now addresses the series of questions raised above. 
 

1. Attorneys May, Subject to Certain Limitations, Advise Clients About 
The Content Of Their Social Networking Websites 

 
Tracking a client’s activity on social media may be appropriate for an attorney to remain informed 
about developments bearing on the client’s legal dispute. An attorney can reasonably expect that 
opposing counsel will monitor a client’s social media account.  
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For example, in a Miami, Florida case, a man received an $80,000.00 confidential settlement 
payment for his age discrimination claim against his former employer.2 However, he forfeited that 
settlement after his daughter posted on her Facebook page “Mama and Papa Snay won the case 
against Gulliver. Gulliver is now officially paying for my vacation to Europe this summer. SUCK 
IT.” The Facebook post violated the confidentiality agreement in the settlement and, therefore, cost 
the Plaintiff $80,000.00.  
 
The Virginia State Bar Disciplinary Board3 suspended an attorney for five years for (1) instructing 
his client to delete certain damaging photographs from his Facebook account, (2) withholding the 
photographs from opposing counsel, and (3) withholding from the trial court the emails discussing 
the plan to delete the information from the client’s Facebook page. The Virginia State Bar 
Disciplinary Board based the suspension upon the attorney’s violations of Virginia’s rules on candor 
toward the tribunal, fairness to opposing counsel, and misconduct. In addition, the trial court 
imposed $722,000 in sanctions ($542,000 upon the lawyer and $180,000 upon his client) to 
compensate opposing counsel for their legal fees.4  
 
While these may appear to be extreme cases, they are indicative of the activity that occur involving 
social media. As a result, lawyers should be certain that their clients are aware of the ramifications of 
their social media actions. Lawyers should also be aware of the consequences of their own actions 
and instructions when dealing with a client’s social media account.  
 
Three Rules of Professional Conduct are particularly important when addressing a lawyer’s duties 
relating to a client’s use of social media.  
 
Rule 3.3 states: 
 

(a) A lawyer shall not knowingly:  
(1) make a false statement of material fact or law to a tribunal or fail to 

correct a false statement of material fact or law previously made to 
the tribunal by the lawyer; … 

(3) offer evidence that the lawyer knows to be false. If a lawyer, the 
lawyer’s client, or a witness called by the lawyer, has offered material 
evidence before a tribunal or in an ancillary proceeding conducted 
pursuant to a tribunal’s adjudicative authority, such as a deposition, 
and the lawyer comes to know of its falsity, the lawyer shall take 
reasonable remedial measures, including, if necessary, disclosure to 
the tribunal. A lawyer may refuse to offer evidence, other than the 
testimony of a defendant in a criminal matter, that the lawyer 
reasonably believes is false.  

(b) A lawyer who represents a client in an adjudicative proceeding and who 
knows that a person intends to engage, is engaging or has engaged in criminal 

                                                           
2 “Girl costs father $80,000 with ‘SUCK IT’ Facebook Post, March 4, 2014: 
http://www.cnn.com/2014/03/02/us/facebook-post-costs-father/ 
3 In the Matter of Matthew B. Murray, VSB Nos. 11-070-088405 and 11-070-088422 (June 9, 2013) 
4 Lester v. Allied Concrete Co., Nos. CL08-150 and CL09-223 (Charlotte, VA Circuit Court, October 21, 
2011) 
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2 “Girl costs father $80,000 with ‘SUCK IT’ Facebook Post, March 4, 2014: 
http://www.cnn.com/2014/03/02/us/facebook-post-costs-father/ 
3 In the Matter of Matthew B. Murray, VSB Nos. 11-070-088405 and 11-070-088422 (June 9, 2013) 
4 Lester v. Allied Concrete Co., Nos. CL08-150 and CL09-223 (Charlotte, VA Circuit Court, October 21, 
2011) 
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or fraudulent conduct related to the proceeding shall take reasonable 
remedial measures, including, if necessary, disclosure to the tribunal.  

(c) The duties stated in paragraphs (a) and (b) continue to the conclusion of the 
proceeding, and apply even if compliance requires disclosure of information 
otherwise protected by Rule 1.6.  

 
Rule 3.4 states: 
 

A lawyer shall not:  
 
(a) unlawfully obstruct another party’s access to evidence or unlawfully alter, 

destroy or conceal a document or other material having potential evidentiary 
value or assist another person to do any such act;  

 
Rule 4.1 states: 
 

In the course of representing a client a lawyer shall not knowingly:  
 (a) make a false statement of material fact or law to a third person; or  
 (b) fail to disclose a material fact to a third person when disclosure is 

necessary to avoid aiding and abetting a criminal or fraudulent act by a client, 
unless disclosure is prohibited by Rule 1.6. 

 
The Rules do not prohibit an attorney from advising clients about their social networking websites. 
In fact, and to the contrary, a competent lawyer should advise clients about the content that they 
post publicly online and how it can affect a case or other legal dispute.  
 
The Philadelphia Bar Association Professional Guidance Committee issued Opinion 2014-5, 
concluding that a lawyer may advise a client to change the privacy settings on the client’s social 
media page but may not instruct a client to destroy any relevant content on the page. Additionally, a 
lawyer must respond to a discovery request with any relevant social media content posted by the 
client. The Committee found that changing a client’s profile to “private” simply restricts access to 
the content of the page but does not completely prevent the opposing party from accessing the 
information. This Committee agrees with and adopts the guidance provided in the Philadelphia Bar 
Association Opinion.  
 
The Philadelphia Committee also cited the Commercial and Federal Litigation Section of the New 
York State Bar Association and its “Social Media Guidelines,” which concluded that a lawyer may 
advise a client about the content of the client’s social media page, to wit:  
 

 A lawyer may advise a client as to what content may be maintained or made private on 
her social media account, as well as to what content may be “taken down” or removed, 
whether posted by the client or someone else, as long as there is no violation of common 
law or any statute, rule, or regulation relating to the preservation of information.  

 Unless an appropriate record of the social media information or data is preserved, a 
party or nonparty may not delete information from a social media profile that is subject 
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to a duty to preserve. This duty arises when the potential for litigation or other conflicts 
arises 5 

 
In 2014 Formal Ethics Opinion 5, the North Carolina State Bar concluded that a lawyer may advise 
a client to remove information on social media if not spoliation or otherwise illegal.6 
 
This Committee agrees with and adopts these recommendations, which are consistent with Rule 
3.4(a)’s prohibition against “unlawfully alter[ing], destroy[ing] or conceal[ing] a document or other 
material having potential evidentiary value.” Thus, a lawyer may not instruct a client to alter, destroy, 
or conceal any relevant information, regardless whether that information is in paper or digital form. 
A lawyer may, however, instruct a client to delete information that may be damaging from the 
client’s page, provided the conduct does not constitute spoliation or is otherwise illegal, but must 
take appropriate action to preserve the information in the event it is discoverable or becomes 
relevant to the client’s matter. 
 
Similarly, an attorney may not advise a client to post false or misleading information on a social 
networking website; nor may an attorney offer evidence from a social networking website that the 
attorney knows is false. Rule 4.1(a) prohibits an attorney from making “a false statement of material 
fact or law.” If an attorney knows that information on a social networking site is false, the attorney 
may not present that as truthful information. It has become common practice for lawyers to advise 
clients to refrain from posting any information relevant to a case on any website, and to refrain from 
using these websites until the case concludes.  
 

2. Attorneys May Ethically Connect with Clients or Former Clients on 
Social Media 
 

Social media provides many opportunities for attorneys to contact and connect with clients and 
other relevant persons. While the mode of communication has changed, the Rules that generally 
address an attorney’s communications with others still apply. 
 
There is no per se prohibition on an attorney connecting with a client or former client on social 
media. However, an attorney must continue to adhere to the Rules and maintain a professional 
relationship with clients. If an attorney connects with clients or former clients on social networking 
sites, the attorney should be aware that his posts may be viewed by clients and former clients.  
 
Although this Committee does not recommend doing so, if an attorney uses social media to 
communicate with a client relating to representation of the client, the attorney should retain records 
of those communications containing legal advice. As outlined below, an attorney must not reveal 
confidential client information on social media. While the Rules do not prohibit connecting with 
clients on social media, social media may not be the best platform to connect with clients, 
particularly in light of the difficulties that often occur when individuals attempt to adjust their 
privacy settings.  
 

                                                           
5 Social Media Ethics Guidelines, The Commercial and Federal Litigation Section of the New York State 
Bar Association, March 18, 2014 at 11 (footnote omitted). 
6 http://www.ncbar.com/ethics/printopinion.asp?id=894 
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using these websites until the case concludes.  
 

2. Attorneys May Ethically Connect with Clients or Former Clients on 
Social Media 
 

Social media provides many opportunities for attorneys to contact and connect with clients and 
other relevant persons. While the mode of communication has changed, the Rules that generally 
address an attorney’s communications with others still apply. 
 
There is no per se prohibition on an attorney connecting with a client or former client on social 
media. However, an attorney must continue to adhere to the Rules and maintain a professional 
relationship with clients. If an attorney connects with clients or former clients on social networking 
sites, the attorney should be aware that his posts may be viewed by clients and former clients.  
 
Although this Committee does not recommend doing so, if an attorney uses social media to 
communicate with a client relating to representation of the client, the attorney should retain records 
of those communications containing legal advice. As outlined below, an attorney must not reveal 
confidential client information on social media. While the Rules do not prohibit connecting with 
clients on social media, social media may not be the best platform to connect with clients, 
particularly in light of the difficulties that often occur when individuals attempt to adjust their 
privacy settings.  
 

                                                           
5 Social Media Ethics Guidelines, The Commercial and Federal Litigation Section of the New York State 
Bar Association, March 18, 2014 at 11 (footnote omitted). 
6 http://www.ncbar.com/ethics/printopinion.asp?id=894 
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3. Attorneys May Not Ethically Contact a Represented Person Through a 
Social Networking Website 

 
Attorneys may also use social media to contact relevant persons in a conflict, but within limitations. 
As a general rule, if contacting a party using other forms of communication would be prohibited,7 it 
would also be prohibited while using social networking websites. 
 
Rule 4.2 states:  
  

In representing a client, a lawyer shall not communicate about the subject of the 
representation with a person the lawyer knows to be represented by another lawyer 
in the matter, unless the lawyer has the consent of the other lawyer or is authorized 
to do so by law or a court order. 

 
Regardless of the method of communication, Rule 4.2 clearly states that an attorney may not 
communicate with a represented party without the permission of that party’s lawyer. Social 
networking websites increase the number of ways to connect with another person but the essence of 
that connection is still a communication. Contacting a represented party on social media, even 
without any pretext, is limited by the Rules.  
 
The Philadelphia Bar Association Professional Guidance Committee concluded in Opinion 2009-
02,8 that an attorney may not use an intermediary to access a witness’ social media profiles. The 
inquirer sought access to a witness’ social media account for impeachment purposes. The inquirer 
wanted to ask a third person, i.e., “someone whose name the witness will not recognize,” to go to 
Facebook and Myspace and attempt to “friend” the witness to gain access to the information on the 
pages. The Committee found that this type of pretextual “friending” violates Rule 8.4(c), which 
prohibits the use of deception. The action also would violate Rule 4.1 (discussed below) because 
such conduct amounts to a false statement of material fact to the witness.  
 
The San Diego County Bar Legal Ethics Committee issued similar guidance in Ethics Opinion 2011-
2,9 concluding that an attorney is prohibited from making an ex parte “friend” request of a 
represented party to view the non-public portions of a social networking website. Even if the 
attorney clearly states his name and purpose for the request, the conduct violates the Rule against 
communication with a represented party. Consistent with this Opinion, this Committee also finds 
that “friending” a represented party violates Rule 4.2.  
 
While it would be forbidden for a lawyer to “friend” a represented party, it would be permissible for 
the lawyer to access the public portions of the represented person’s social networking site, just as it 
would be permissible to review any other public statements the person makes. The New York State 

                                                           
7 See, e.g., Formal Opinion 90-142 (updated by 2005-200), in which this Committee concluded that, 
unless a lawyer has the consent of opposing counsel or is authorized by law to do so, in representing 
a client, a lawyer shall not conduct ex parte communications about the matter of the representation 
with present managerial employees of an opposing party, and with any other employee whose acts 
or omissions may be imputed to the corporation for purposes of civil or criminal liability. 
8 Philadelphia Bar Assn., Prof’l Guidance Comm., Op. 2009-02 (2009). 
9 San Diego County Bar Assn., Legal Ethics Comm., Op. 2011-2 (2011). 
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Bar Association Committee on Professional Ethics issued Opinion 843,10 concluded that lawyers 
may access the public portions of other parties’ social media accounts for use in litigation, 
particularly impeachment. The Committee found that there is no deception in accessing a public 
website; it also cautioned, however, that a lawyer should not request additional access to the social 
networking website nor have someone else do so.  
 
This Committee agrees that accessing the public portion of a represented party’s social media site 
does not involve an improper contact with the represented party because the page is publicly 
accessible under Rule 4.2. However, a request to access the represented party’s private page is a 
prohibited communication under Rule 4.2  
 

4. Attorneys May Generally Contact an Unrepresented Person Through a 
Social Networking Website But May Not Use a Pretextual Basis For 
Viewing Otherwise Private Information11  

 
Communication with an unrepresented party through a social networking website is governed by the 
same general rule that, if the contact is prohibited using other forms of communication, then it is 
also prohibited using social media.  
 
Rule 4.3 states in relevant part:  
 

(a) In dealing on behalf of a client with a person who is not represented by 
counsel, a lawyer shall not state or imply that the lawyer is disinterested. …  

(c) When the lawyer knows or reasonably should know that the unrepresented 
person misunderstands the lawyer’s role in the matter, the lawyer should 
make reasonable efforts to correct the misunderstanding. 

 
Connecting with an unrepresented person through a social networking website may be ethical if the 
attorney clearly identifies his or her identity and purpose. Particularly when using social networking 
websites, an attorney may not use a pretextual basis when attempting to contact the unrepresented 
person. Rule 4.3(a) instructs that “a lawyer shall not state or imply that the lawyer is disinterested.” 
Additionally, Rule 8.4(c) (discussed above) prohibits a lawyer from using deception. For example, an 
attorney may not use another person’s name or online identity to contact an unrepresented person; 
rather, the attorney must use his or her own name and state the purpose for contacting the 
individual.  
 
In Ohio, a former prosecutor was fired after he posed as a woman on a fake Facebook account in 
order to influence an accused killer’s alibi witnesses to change their testimony12. He was fired for 
“unethical behavior,” which is also consistent with the Pennsylvania Rules. Contacting witnesses 
under false pretenses constitutes deception.  
 
                                                           
10 New York State Bar Assn., Comm. on Prof’l Ethics, Op. 843 (2010). 
11 Attorneys may be prohibited from contacting certain persons, despite their lack of representation. 
This portion of this Opinion only addresses communication and contact with persons with whom 
such contact is not otherwise prohibited by the Rules, statute or some other basis.  
12 “Aaron Brockler, Former Prosecutor, Fired for Posing as Accused Killer’s Ex-Girlfriend on 
Facebook,” June 7, 2013. http://www.cnn.com/2014/03/02/us/facebook-post-costs-father/ 
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would also be prohibited while using social networking websites. 
 
Rule 4.2 states:  
  

In representing a client, a lawyer shall not communicate about the subject of the 
representation with a person the lawyer knows to be represented by another lawyer 
in the matter, unless the lawyer has the consent of the other lawyer or is authorized 
to do so by law or a court order. 
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networking websites increase the number of ways to connect with another person but the essence of 
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While it would be forbidden for a lawyer to “friend” a represented party, it would be permissible for 
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7 See, e.g., Formal Opinion 90-142 (updated by 2005-200), in which this Committee concluded that, 
unless a lawyer has the consent of opposing counsel or is authorized by law to do so, in representing 
a client, a lawyer shall not conduct ex parte communications about the matter of the representation 
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8 Philadelphia Bar Assn., Prof’l Guidance Comm., Op. 2009-02 (2009). 
9 San Diego County Bar Assn., Legal Ethics Comm., Op. 2011-2 (2011). 
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Bar Association Committee on Professional Ethics issued Opinion 843,10 concluded that lawyers 
may access the public portions of other parties’ social media accounts for use in litigation, 
particularly impeachment. The Committee found that there is no deception in accessing a public 
website; it also cautioned, however, that a lawyer should not request additional access to the social 
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websites, an attorney may not use a pretextual basis when attempting to contact the unrepresented 
person. Rule 4.3(a) instructs that “a lawyer shall not state or imply that the lawyer is disinterested.” 
Additionally, Rule 8.4(c) (discussed above) prohibits a lawyer from using deception. For example, an 
attorney may not use another person’s name or online identity to contact an unrepresented person; 
rather, the attorney must use his or her own name and state the purpose for contacting the 
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In Ohio, a former prosecutor was fired after he posed as a woman on a fake Facebook account in 
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10 New York State Bar Assn., Comm. on Prof’l Ethics, Op. 843 (2010). 
11 Attorneys may be prohibited from contacting certain persons, despite their lack of representation. 
This portion of this Opinion only addresses communication and contact with persons with whom 
such contact is not otherwise prohibited by the Rules, statute or some other basis.  
12 “Aaron Brockler, Former Prosecutor, Fired for Posing as Accused Killer’s Ex-Girlfriend on 
Facebook,” June 7, 2013. http://www.cnn.com/2014/03/02/us/facebook-post-costs-father/ 
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Many Ethics Committees have addressed whether an attorney may contact an unrepresented person 
on social media. The Kentucky Bar Association Ethics Committee13 concluded that a lawyer may 
access the social networking site of a third person to benefit a client within the limits of the Rules. 
The Committee noted that even though social networking sites are a new medium of 
communication, “[t]he underlying principles of fairness and honesty are the same, regardless of 
context.”14 The Committee found that the Rules would not permit a lawyer to communicate through 
social media with a represented party. But, the Rules do not prohibit social media communication 
with an unrepresented party provided the lawyer is not deceitful or dishonest in the communication.  
 
As noted above, in Opinion 2009-02,15 the Philadelphia Bar Association Professional Guidance 
Committee concluded that an attorney may not access a witness’ social media profiles by deceptively 
using a third party intermediary. Use of an alias or other deceptive conduct violates the Rules as well, 
regardless whether it is permissible to contact a particular person. 
 
The New Hampshire Bar Association Ethics Committee agreed with the Philadelphia Opinion in 
Advisory Opinion 2012-13/05,16 concluding that a lawyer may not use deception to access the 
private portions of an unrepresented person’s social networking account. The Committee noted, “A 
lawyer has a duty to investigate but also a duty to do so openly and honestly, rather than through 
subterfuge.” 
 
The Oregon State Bar Legal Ethics Committee concurred with these opinions as well in Opinion 
2013-189,17 concluding that a lawyer may request access to an unrepresented party’s social 
networking website if the lawyer is truthful and does not employ deception.  
 
These Committees consistently conclude that a lawyer may not use deception to gain access to an 
unrepresented party’s page, but a lawyer may request access using his or her real name. There is, 
however, a split of authority among these Committees. The Philadelphia and New Hampshire 
Committees would further require the lawyer to state the purpose for the request, a conclusion with 
which this Committee agrees. These Committees found that omitting the purpose of the contact 
implies that the lawyer is disinterested, in violation of Rule 4.3(a).  
 
This Committee agrees with the Philadelphia Opinion (2009-02) and concludes that a lawyer may 
not use deception to gain access to an unrepresented person’s social networking site. A lawyer may 
ethically request access to the site, however, by using the lawyer’s real name and by stating the 
lawyer’s purpose for the request. Omitting the purpose would imply that the lawyer is disinterested, 
contrary to Rule 4.3(a).  
 

5. Attorneys May Use Information Discovered on a Social Networking 
Website in a Dispute 

 
If a lawyer obtains information from a social networking website, that information may be used in a 
legal dispute provided the information was obtained ethically and consistent with other portions of 
                                                           
13 Kentucky Bar Assn., Ethics Comm., Formal Op. KBA E-434 (2012). 
14 Id. at 2. 
15 Philadelphia Bar Assn., Prof’l Guidance Comm., Op. 2009-02 (2009). 
16 New Hampshire Bar Assn., Ethics Comm., Op. 2012-13/05 (2012). 
17 Oregon State Bar, Legal Ethics Comm., Op. 2013-189 (2013). 
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this Opinion. As mentioned previously, a competent lawyer has the duty to understand how social 
media works and how it may be used in a dispute. Because social networking websites allow users to 
instantaneously post information about anything the user desires in many different formats, a client’s 
postings on social media may potentially be used against the client’s interests. Moreover, because of 
the ease with which individuals can post information on social media websites, there may be an 
abundance of information about the user that may be discoverable if the user is ever involved in a 
legal dispute.  
 
For example, in 2011, a New York18 court ruled against a wife’s claim for support in a matrimonial 
matter based upon evidence from her blog that contradicted her testimony that she was totally 
disabled, unable to work in any capacity, and rarely left home because she was in too much pain. 
The posts confirmed that the wife had started belly dancing in 2007, and the Court learned of this 
activity in 2009 when the husband attached the posts to his motion papers. The Court concluded 
that the wife’s postings were relevant and could be deemed as admissions by the wife that 
contradicted her claims. 
 
Courts have, with increasing frequency, permitted information from social media sites to be used in 
litigation, and have granted motions to compel discovery of information on private social 
networking websites when the public profile shows relevant evidence may be found.  
 
For example, in McMillen v. Hummingbird Speedway, Inc.,19 the Court of Common Pleas of Jefferson 
County, Pennsylvania granted a motion to compel discovery of the private portions of a litigant’s 
Facebook profile after the opposing party produced evidence that the litigant may have 
misrepresented the extent of his injuries. In a New York case, Romano v. Steelcase Inc.,20 the Court 
similarly granted a defendant’s request for access to a plaintiff’s social media accounts because the 
Court believed, based on the public portions of plaintiff’s account, that the information may be 
inconsistent with plaintiff’s claims of loss of enjoyment of life and physical injuries, thus making the 
social media accounts relevant.  
 
In Largent v. Reed,21 a Pennsylvania Court of Common Pleas granted a discovery request for access to 
a personal injury plaintiff’s social media accounts. The Court engaged in a lengthy discussion of 
Facebook’s privacy policy and Facebook’s ability to produce subpoenaed information. The Court 
also ordered that plaintiff produce her login information for opposing counsel and required that she 
make no changes to her Facebook for thirty-five days while the defendant had access to the account.  
 
Conversely, in McCann v. Harleysville Insurance Co.,22 a New York court denied a defendant access to a 
plaintiff’s social media account because there was no evidence on the public portion of the profile to 
suggest that there was relevant evidence on the private portion. The court characterized this request 
as a “fishing expedition” that was too broad to be granted. Similarly, in Trail v. Lesko,23 Judge R. 
Stanton Wettick, Jr. of the Court of Common Pleas of Allegheny County denied a party access to a 
                                                           
18 B.M. v D.M., 31 Misc. 3d 1211(A) (N.Y. Sup. Ct. 2011). 
19 McMillen v. Hummingbird Speedway, Inc., 2010 Pa. Dist. & Cnty. Dec. LEXIS 270 (Pa. County Ct. 
2010). 
20 Romano v Steelcase Inc., 30 Misc. 3d 426 (N.Y. Sup. Ct. 2010). 
21 Largent v. Reed, No. 2009-1823 (Pa.Ct.Com.Pl. Franklin Cty. 2011). 
22 McCann v. Harleysville Ins. Co. of N.Y., 78 A.D.3d 1524 (N.Y. App. Div. 4th Dep't 2010). 
23 Trail v. Lesko, 2012 Pa. Dist. & Cnty. Dec. LEXIS 194 (Pa. County Ct. 2012). 
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13 Kentucky Bar Assn., Ethics Comm., Formal Op. KBA E-434 (2012). 
14 Id. at 2. 
15 Philadelphia Bar Assn., Prof’l Guidance Comm., Op. 2009-02 (2009). 
16 New Hampshire Bar Assn., Ethics Comm., Op. 2012-13/05 (2012). 
17 Oregon State Bar, Legal Ethics Comm., Op. 2013-189 (2013). 
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18 B.M. v D.M., 31 Misc. 3d 1211(A) (N.Y. Sup. Ct. 2011). 
19 McMillen v. Hummingbird Speedway, Inc., 2010 Pa. Dist. & Cnty. Dec. LEXIS 270 (Pa. County Ct. 
2010). 
20 Romano v Steelcase Inc., 30 Misc. 3d 426 (N.Y. Sup. Ct. 2010). 
21 Largent v. Reed, No. 2009-1823 (Pa.Ct.Com.Pl. Franklin Cty. 2011). 
22 McCann v. Harleysville Ins. Co. of N.Y., 78 A.D.3d 1524 (N.Y. App. Div. 4th Dep't 2010). 
23 Trail v. Lesko, 2012 Pa. Dist. & Cnty. Dec. LEXIS 194 (Pa. County Ct. 2012). 
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plaintiff’s social media accounts, concluding that, under Pa. R.Civ.P. 4011(b), the defendant did not 
produce any relevant evidence to support its request; therefore, granting access to the plaintiff’s 
Facebook account would have been needlessly intrusive.  
 

6. Attorneys May Generally Comment or Respond to Reviews or 
Endorsements, and May Solicit Such Endorsements Provided the 
Reviews Are Monitored for Accuracy  

 
Some social networking websites permit a member or other person, including clients and former 
clients, to recommend or endorse a fellow member’s skills or accomplishments. For example, 
LinkedIn allows a user to “endorse” the skills another user has listed (or for skills created by the 
user). A user may also request that others endorse him or her for specified skills. LinkedIn also 
allows a user to remove or limit endorsements. Other sites allow clients to submit reviews of an 
attorney’s performance during representation. Some legal-specific social networking sites focus 
exclusively on endorsements or recommendations, while other sites with broader purposes can 
incorporate recommendations and endorsements into their more relaxed format. Thus, the range of 
sites and the manner in which information is posted varies greatly. 
 
Although an attorney is not responsible for the content that other persons, who are not agents of 
the attorney, post on the attorney’s social networking websites, an attorney (1) should monitor his or 
her social networking websites, (2) has a duty to verify the accuracy of any information posted, and 
(3) has a duty to remove or correct any inaccurate endorsements.  For example, if a lawyer limits his 
or her practice to criminal law, and is “endorsed” for his or her expertise on appellate litigation on 
the attorney’s LinkedIn page, the attorney has a duty to remove or correct the inaccurate 
endorsement on the LinkedIn page.  This obligation exists regardless of whether the information 
was posted by the attorney, by a client, or by a third party.  In addition, an attorney may be obligated 
to remove endorsements or other postings posted on sites that the attorney controls that refer to 
skills or expertise that the attorney does not possess. 

Similarly, the Rules do not prohibit an attorney from soliciting reviews from clients about the 
attorney’s services on an attorney’s social networking site, nor do they prohibit an attorney from 
posting comments by others.24 Although requests such as these are permissible, the attorney should 
monitor the information so as to verify its accuracy.  
 
Rule 7.2 states, in relevant part: 
 

(d) No advertisement or public communication shall contain an endorsement by 
a celebrity or public figure.  

(e) An advertisement or public communication that contains a paid endorsement 
shall disclose that the endorser is being paid or otherwise compensated for 
his or her appearance or endorsement.  

 
Rule 7.2(d) prohibits any endorsement by a celebrity or public figure. A lawyer may not solicit an 
endorsement nor accept an unsolicited endorsement from a celebrity or public figure on social 
                                                           
24 In Dwyer v. Cappell, 2014 U.S. App. LEXIS 15361 (3d Cir. N.J. Aug. 11, 2014), the Third Circuit 
ruled that an attorney may include accurate quotes from judicial opinions on his website, and was 
not required to reprint the opinion in full. 
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media. Additionally, Rule 7.2(e) mandates disclosure if an endorsement is made by a paid endorser. 
Therefore, if a lawyer provides any type of compensation for an endorsement made on social media, 
the endorsement must contain a disclosure of that compensation. 
 
Even if the endorsement is not made by a celebrity or a paid endorser, the post must still be 
accurate. Rule 8.4(c) is again relevant in this context. This Rule prohibits lawyers from dishonest 
conduct and making misrepresentations. If a client or former client writes a review of a lawyer that 
the lawyer knows is false or misleading, then the lawyer has an obligation to correct or remove the 
dishonest information within a reasonable amount of time. If the lawyer is unable to correct or 
remove the listing, he or she should contact the person posting the information and request that the 
person remove or correct the item.  
 
The North Carolina State Bar Ethics Committee issued Formal Ethics Opinion 8,25 concluding that 
a lawyer may accept recommendations from current or former clients if the lawyer monitors the 
recommendations to ensure that there are no ethical rule violations. The Committee discussed 
recommendations in the context of LinkedIn where an attorney must accept the recommendation 
before it is posted.26 Because the lawyer must review the recommendation before it can be posted, 
there is a smaller risk of false or misleading communication about the lawyer’s services. The 
Committee also concluded that a lawyer may request a recommendation from a current or former 
client but limited that recommendation to the client’s level of satisfaction with the lawyer-client 
relationship.  
 
This Committee agrees with the North Carolina Committee’s findings. Attorneys may request or 
permit clients to post positive reviews, subject to the limitations of Rule 7.2, but must monitor those 
reviews to ensure they are truthful and accurate.  
 

7. Attorneys May Comment or Respond to Online Reviews or 
Endorsements But May Not Reveal Confidential Client Information  

 
Attorneys may not disclose confidential client information without the client’s consent. This 
obligation of confidentiality applies regardless of the context. While the issue of disclosure of 
confidential client information extends beyond this Opinion, the Committee emphasizes that 
attorneys may not reveal such information absent client approval under Rule 1.6. Thus, an attorney 
may not reveal confidential information while posting celebratory statements about a successful 
matter, nor may the attorney respond to client or other comments by revealing information subject 
to the attorney-client privilege. Consequently, a lawyer’s comments on social media must maintain 
attorney/client confidentiality, regardless of the context, absent the client’s informed consent.  
 
This Committee has opined, in Formal Opinion 2014-200,27 that lawyers may not reveal client 
confidential information in response to a negative online review. Confidential client information is 
defined as “information relating to representation,” which is generally very broad. While there are 
                                                           
25 North Carolina State Bar Ethics Comm., Formal Op. 8 (2012). 
26 Persons with profiles on LinkedIn no longer are required to approve recommendations, but are 
generally notified of them by the site. This change in procedure highlights the fact that sites and 
their policies and procedures change rapidly, and that attorneys must be aware of their listings on 
such sites. 
27 Pennsylvania Bar Assn, Ethics Comm., Formal Op. 2014-200 (2014). 
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plaintiff’s social media accounts, concluding that, under Pa. R.Civ.P. 4011(b), the defendant did not 
produce any relevant evidence to support its request; therefore, granting access to the plaintiff’s 
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24 In Dwyer v. Cappell, 2014 U.S. App. LEXIS 15361 (3d Cir. N.J. Aug. 11, 2014), the Third Circuit 
ruled that an attorney may include accurate quotes from judicial opinions on his website, and was 
not required to reprint the opinion in full. 
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media. Additionally, Rule 7.2(e) mandates disclosure if an endorsement is made by a paid endorser. 
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attorneys may not reveal such information absent client approval under Rule 1.6. Thus, an attorney 
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This Committee has opined, in Formal Opinion 2014-200,27 that lawyers may not reveal client 
confidential information in response to a negative online review. Confidential client information is 
defined as “information relating to representation,” which is generally very broad. While there are 
                                                           
25 North Carolina State Bar Ethics Comm., Formal Op. 8 (2012). 
26 Persons with profiles on LinkedIn no longer are required to approve recommendations, but are 
generally notified of them by the site. This change in procedure highlights the fact that sites and 
their policies and procedures change rapidly, and that attorneys must be aware of their listings on 
such sites. 
27 Pennsylvania Bar Assn, Ethics Comm., Formal Op. 2014-200 (2014). 
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certain circumstances that would allow a lawyer to reveal confidential client information, a negative 
online client review is not a circumstance that invokes the self-defense exception.  
 
As Rule 1.6 states: 
 

(a) A lawyer shall not reveal information relating to representation of a client 
unless the client gives informed consent, except for disclosures that are 
impliedly authorized in order to carry out the representation, and except as 
stated in paragraphs (b) and (c).  

(b) A lawyer shall reveal such information if necessary to comply with the duties 
stated in Rule 3.3.  

(c) A lawyer may reveal such information to the extent that the lawyer 
reasonably believes necessary: 
(4) to establish a claim or defense on behalf of the lawyer in a 

controversy between the lawyer and the client, to establish a defense 
to a criminal charge or civil claim or disciplinary proceeding against 
the lawyer based upon conduct in which the client was involved, or 
to respond to allegations in any proceeding concerning the lawyer’s 
representation of the client 

(d) A lawyer shall make reasonable efforts to prevent the inadvertent or 
unauthorized disclosure of, or unauthorized access to, information relating to 
the representation of a client.  

(e) The duty not to reveal information relating to representation of a client 
continues after the client-lawyer relationship has terminated. 

 
Thus, any information that an attorney posts on social media may not violate attorney/client 
confidentiality.  
 
An attorney’s communications to a client are also confidential. In Gillard v. AIG Insurance Company,28 
the Pennsylvania Supreme Court ruled that the attorney-client privilege extends to communications 
from attorney to client. The Court held that “the attorney-client privilege operates in a two-way 
fashion to protect confidential client-to-attorney or attorney-to-client communications made for the 
purpose of obtaining or providing professional legal advice.”29 The court noted that 
communications from attorney to client come with a certain expectation of privacy. These 
communications only originate because of a confidential communication from the client. Therefore, 
even revealing information that the attorney has said to a client may be considered a confidential 
communication, and may not be revealed on social media or elsewhere. 
 
Responding to a negative review can be tempting but lawyers must be careful about what they write. 
The Hearing Board of the Illinois Attorney Registration and Disciplinary Commission reprimanded 
an attorney for responding to a negative client review on the lawyer referral website AVVO30. In her 
response, the attorney mentioned confidential client information, revealing that the client had been 
in a physical altercation with a co-worker. While the Commission did not prohibit an attorney from 

                                                           
28 Gillard v. AIG Insurance Co., 15 A.3d 44 (Pa. 2011).  
29 Id. at 59. 
30 In Re Tsamis, Comm. File No. 2013PR00095 (Ill. 2013). 
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responding, in general, to a negative review on a site such as AVVO, it did prohibit revealing 
confidential client information in that type of reply. 
 
The Illinois disciplinary action is consistent with this Committee’s recent Opinion and with the 
Pennsylvania Rules. A lawyer is not permitted to reveal confidential information about a client even 
if the client posts a negative review about the lawyer. Rule 1.6(d) instructs a lawyer to make 
“reasonable efforts to prevent the inadvertent or unauthorized disclosure of . . . information relating 
to the representation of a client.” This means that a lawyer must be mindful of any information that 
the lawyer posts pertaining to a client. While a response may not contain confidential client 
information, an attorney is permitted to respond to reviews or endorsements on social media. These 
responses must be accurate and truthful representations of the lawyer’s services.  
 
Also relevant is Rule 3.6, which states: 
 

(a) A lawyer who is participating or has participated in the investigation or 
litigation of a matter shall not make an extrajudicial statement that the lawyer 
knows or reasonably should know will be disseminated by means of public 
communication and will have a substantial likelihood of materially 
prejudicing an adjudicative proceeding in the matter.  

 
This Rule prohibits lawyers from making extrajudicial statements through public communication 
during an ongoing adjudication. This encompasses a lawyer updating a social media page with 
information relevant to the proceeding. If a lawyer’s social media account is generally accessible 
publicly then any posts about an ongoing proceeding would be a public communication. Therefore, 
lawyers should not be posting about ongoing matters on social media when such matters would 
reveal confidential client information.  
 
For example, the Supreme Court of Illinois suspended an attorney for 60 days31 for writing about 
confidential client information and client proceedings on her personal blog. The attorney revealed 
information that made her clients easily identifiable, sometimes even using their names. The Illinois 
Attorney Registration and Disciplinary Commission had argued in the matter that the attorney knew 
or should have known that her blog was accessible to others using the internet and that she had not 
made any attempts to make her blog private.  
 
Social media creates a wider platform of communication but that wider platform does not make it 
appropriate for an attorney to reveal confidential client information or to make otherwise prohibited 
extrajudicial statements on social media.  
 

8. Attorneys May Generally Endorse Other Attorneys on Social 
Networking Websites 

 
Some social networking sites allow members to endorse other members’ skills. An attorney may 
endorse another attorney on a social networking website provided the endorsement is accurate and 
not misleading. However, celebrity endorsements are not permitted nor are endorsements by judges. 
As previously noted, Rule 8.4(c) prohibits an attorney from being dishonest or making 

                                                           
31 In Re Peshek, No. M.R. 23794 (Il. 2010); Compl.., In Re Peshek, Comm. No. 09 CH 89 (Il. 2009). 
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even revealing information that the attorney has said to a client may be considered a confidential 
communication, and may not be revealed on social media or elsewhere. 
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The Hearing Board of the Illinois Attorney Registration and Disciplinary Commission reprimanded 
an attorney for responding to a negative client review on the lawyer referral website AVVO30. In her 
response, the attorney mentioned confidential client information, revealing that the client had been 
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28 Gillard v. AIG Insurance Co., 15 A.3d 44 (Pa. 2011).  
29 Id. at 59. 
30 In Re Tsamis, Comm. File No. 2013PR00095 (Ill. 2013). 
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responding, in general, to a negative review on a site such as AVVO, it did prohibit revealing 
confidential client information in that type of reply. 
 
The Illinois disciplinary action is consistent with this Committee’s recent Opinion and with the 
Pennsylvania Rules. A lawyer is not permitted to reveal confidential information about a client even 
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litigation of a matter shall not make an extrajudicial statement that the lawyer 
knows or reasonably should know will be disseminated by means of public 
communication and will have a substantial likelihood of materially 
prejudicing an adjudicative proceeding in the matter.  

 
This Rule prohibits lawyers from making extrajudicial statements through public communication 
during an ongoing adjudication. This encompasses a lawyer updating a social media page with 
information relevant to the proceeding. If a lawyer’s social media account is generally accessible 
publicly then any posts about an ongoing proceeding would be a public communication. Therefore, 
lawyers should not be posting about ongoing matters on social media when such matters would 
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Networking Websites 

 
Some social networking sites allow members to endorse other members’ skills. An attorney may 
endorse another attorney on a social networking website provided the endorsement is accurate and 
not misleading. However, celebrity endorsements are not permitted nor are endorsements by judges. 
As previously noted, Rule 8.4(c) prohibits an attorney from being dishonest or making 

                                                           
31 In Re Peshek, No. M.R. 23794 (Il. 2010); Compl.., In Re Peshek, Comm. No. 09 CH 89 (Il. 2009). 
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misrepresentations. Therefore, when a lawyer endorses another lawyer on social media, the 
endorsing lawyer must only make endorsements about skills that he knows to be true.  
 

9. Attorneys May Review a Juror’s Internet Presence 
 
The use of social networking websites can also come into play when dealing with judges and juries. 
A lawyer may review a juror’s social media presence but may not attempt to access the private 
portions of a juror’s page. 
 
Rule 3.5 states: 
 

A lawyer shall not:  
(a) seek to influence a judge, juror, prospective juror or other official by means 

prohibited by law;  
(b) communicate ex parte with such a person during the proceeding unless 

authorized to do so by law or court order;  
(c) communicate with a juror or prospective juror after discharge of the jury if:  

(1) the communication is prohibited by law or court order;  
(2) the juror has made known to the lawyer a desire not to communicate; 

or  
(3) the communication involves misrepresentation, coercion, duress of 

harassment; or  
(d) engage in conduct intended to disrupt a tribunal. 

 
During jury selection and trial, an attorney may access the public portion of a juror’s social 
networking website but may not attempt or request to access the private portions of the website. 
Requesting access to the private portions of a juror’s social networking website would constitute an 
ex parte communication, which is expressly prohibited by Rule 3.5(b). 
 
Rule 3.5(a) prohibits a lawyer from attempting to influence a juror or potential juror. Additionally, 
Rule 3.5(b) prohibits ex parte communications with those persons. Accessing the public portions of a 
juror’s social media profile is ethical under the Rules as discussed in other portions of this Opinion. 
However, any attempts to gain additional access to private portions of a juror’s social networking 
site would constitute an ex parte communication. Therefore, a lawyer, or a lawyer’s agent, may not 
request access to the private portions of a juror’s social networking site.  
 
American Bar Association Standing Committee on Ethics and Professional Responsibility Formal 
Opinion 466 concluded that a lawyer may view the public portion of the social networking profile of 
a juror or potential juror but may not communicate directly with the juror or jury panel member. 
The Committee determined that a lawyer, or his agent, is not permitted to request access to the 
private portion of a juror’s or potential juror’s social networking website because that type of ex parte 
communication would violate Model Rule 3.5(b). There is no ex parte communication if the social 
networking website independently notifies users when the page has been viewed. Additionally, a 
lawyer may be required to notify the court of any evidence of juror misconduct discovered on a 
social networking website.  
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This Committee agrees with the guidance provided in ABA Formal Opinion 466, which is consistent 
with Rule 3.5’s prohibition regarding attempts to influence jurors, and ex parte communications with 
jurors.  
 

10. Attorneys May Ethically Connect with Judges on Social Networking 
Websites Provided the Purpose is not to Influence the Judge 

 
A lawyer may not ethically connect with a judge on social media if the lawyer intends to influence 
the judge in the performance of his or her official duties. In addition, although the Rules do not 
prohibit such conduct, the Committee cautions attorneys that connecting with judges may create an 
appearance of bias or partiality.32  
 
Various Rules address this concern. For example, Rule 8.2 states:  
 

(a) A lawyer shall not make a statement that the lawyer knows to be false or with 
reckless disregard as to its truth or falsity concerning the qualifications or integrity of 
a judge, adjudicatory officer or public legal officer, or of a candidate for election or 
appointment to judicial or legal office.  

 
In addition, Comment [4] to Canon 2.9 of the Code of Judicial Conduct, effective July 1, 2014, states 
that “A judge shall avoid comments and interactions that may be interpreted as ex parte 
communications concerning pending matters or matters that may appear before the court, including 
a judge who participates in electronic social media.” Thus, the Supreme Court has implicitly agreed 
that judges may participate in social media, but must do so with care. 
 
Based upon this statement, this Committee believes that attorneys may connect with judges on 
social media websites provided the purpose is not to influence the judge, and reasonable efforts are 
taken to assure that there is no ex parte or other prohibited communication. This conclusion is 
consistent with Rule 3.5(a), which forbids a lawyer to “seek to influence a judge” in an unlawful way. 
 
IV. Conclusion 

 
Social media is a constantly changing area of technology that lawyers keep abreast of in order to 
remain competent. As a general rule, any conduct that would not be permissible using other forms 
of communication would also not be permissible using social media. Any use of a social networking 
website to further a lawyer’s business purpose will be subject to the Rules of Professional Conduct.  
 
Accordingly, this Committee concludes that any information an attorney or law firm places on a 
social networking website must not reveal confidential client information absent the client’s consent. 
Competent attorneys should also be aware that their clients use social media and that what clients 
reveal on social media can be used in the course of a dispute. Finally, attorneys are permitted to use 
social media to research jurors and may connect with judges so long as they do not attempt to 
                                                           
32 American Bar Association Standing Committee on Ethics and Professional Responsibility Formal 
Opinion 462 concluded that a judge may participate in electronic social networking, but as with all 
social relationships and contacts, a judge must comply with the relevant provisions of the Code of 
Judicial Conduct and avoid any conduct that would undermine the judge’s independence, integrity, 
or impartiality, or create an appearance of impropriety. 
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misrepresentations. Therefore, when a lawyer endorses another lawyer on social media, the 
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networking website independently notifies users when the page has been viewed. Additionally, a 
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This Committee agrees with the guidance provided in ABA Formal Opinion 466, which is consistent 
with Rule 3.5’s prohibition regarding attempts to influence jurors, and ex parte communications with 
jurors.  
 

10. Attorneys May Ethically Connect with Judges on Social Networking 
Websites Provided the Purpose is not to Influence the Judge 

 
A lawyer may not ethically connect with a judge on social media if the lawyer intends to influence 
the judge in the performance of his or her official duties. In addition, although the Rules do not 
prohibit such conduct, the Committee cautions attorneys that connecting with judges may create an 
appearance of bias or partiality.32  
 
Various Rules address this concern. For example, Rule 8.2 states:  
 

(a) A lawyer shall not make a statement that the lawyer knows to be false or with 
reckless disregard as to its truth or falsity concerning the qualifications or integrity of 
a judge, adjudicatory officer or public legal officer, or of a candidate for election or 
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In addition, Comment [4] to Canon 2.9 of the Code of Judicial Conduct, effective July 1, 2014, states 
that “A judge shall avoid comments and interactions that may be interpreted as ex parte 
communications concerning pending matters or matters that may appear before the court, including 
a judge who participates in electronic social media.” Thus, the Supreme Court has implicitly agreed 
that judges may participate in social media, but must do so with care. 
 
Based upon this statement, this Committee believes that attorneys may connect with judges on 
social media websites provided the purpose is not to influence the judge, and reasonable efforts are 
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social media to research jurors and may connect with judges so long as they do not attempt to 
                                                           
32 American Bar Association Standing Committee on Ethics and Professional Responsibility Formal 
Opinion 462 concluded that a judge may participate in electronic social networking, but as with all 
social relationships and contacts, a judge must comply with the relevant provisions of the Code of 
Judicial Conduct and avoid any conduct that would undermine the judge’s independence, integrity, 
or impartiality, or create an appearance of impropriety. 
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influence the outcome of a case or otherwise cause the judge to violate the governing Code of 
Judicial Conduct.  
 
Social media presents a myriad of ethical issues for attorneys, and attorneys should continually 
update their knowledge of how social media impacts their practice in order to demonstrate 
competence and to be able to represent their clients effectively.  
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295 Ga. 217

FINAL COPY

S14Y0661. IN THE MATTER OF MARGRETT A. SKINNER.

PER CURIAM.

The State Bar of Georgia made a formal complaint against respondent

Margrett A. Skinner (State Bar No. 650748), alleging violations of Rules 1.3,

1.4, 1.6, and 1.16 of the Georgia Rules of Professional Conduct. Prior to an

evidentiary hearing on the formal complaint, Skinner filed a petition for

voluntary discipline, admitting that she violated Rule 1.6 by improperly

disclosing confidential information about a former client, and in which she

agreed to accept a Review Panel reprimand for the violation. The special master

and the State Bar recommended that we accept the petition for voluntary

discipline. We rejected the petition, however, noting that a Review Panel

reprimand is “the mildest form of public discipline authorized . . . for the

violation of Rule 1.6,” In the Matter of Skinner, 292 Ga. 640, 642 (740 SE2d

171) (2013), and noting as well that the petition and accompanying record did

not “reflect the nature of the disclosures (except that they concern [unspecified]

personal and confidential information) or the actual or potential harm to the

1

 Joseph A. Boone was appointed as special master in this matter. 

2

client as a result of the disclosures.” Id. at 642, n. 6. Following our rejection of

the petition, the special master conducted an evidentiary hearing, and he made

his report and recommendation on December 18, 2013, in which he found that

Skinner violated Rules 1.4 and 1.6 but not Rules 1.3 and 1.16.

1

 Neither party

sought review of the report by the Review Panel, and the matter is again before

this Court for decision.  

In his report, the special master found that a client retained Skinner in July

2009 to represent her in an uncontested divorce, and she paid Skinner $900,

including $150 for the filing fee. For six weeks, the client did not hear anything

from Skinner, and after multiple attempts to contact Skinner, the client finally

was able to reach Skinner again in October 2009. At that point, Skinner

informed the client that Skinner had lost the paperwork that the client had given

to Skinner in July. Skinner and the client then met again, and Skinner finally

began to draft pleadings for the divorce. The initial drafts of the pleadings had

multiple errors, and Skinner and the client exchanged several drafts and

communicated by e-mail about the status of the case in October and early
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November 2009. Those communications concluded by mid-November, and

Skinner and the client had no more communications until March 18, 2010, when

the client reported to Skinner that her husband would not sign the divorce papers

without changes. In April 2010, both the client and her husband signed the

papers.

A disagreement developed about the fees and expenses of the divorce.

Skinner asked the client for an additional $185 for certain travel expenses and

the filing fee. In April and early May 2010, Skinner and the client exchanged

several e-mails about the request for additional money. Then, on May 18, the

client informed Skinner that she had hired another lawyer to complete her

divorce, and she asked Skinner to deliver her file to new counsel and to refund

$750. Skinner replied that she would not release the file unless she were paid.

Although Skinner eventually refunded $650 to the client, Skinner never

delivered the file to new counsel, contending that it only contained her “work

product.” New counsel completed the divorce within three months of her

engagement.  

Around this time, the client posted negative reviews of Skinner on three

consumer Internet pages. When Skinner learned of the negative reviews, she

2

 About Rule 1.16, the special master reported his belief that Skinner technically

violated the rule by failing to deliver the file of her client to successor counsel based on a

mistaken belief that signed pleadings in the file belonged to her as “work product.” See

Formal Advisory Opinion 87-5; Swift, Currie, McGhee & Hiers v. Henry, 276 Ga. 571 (581

SE2d 37) (2003). But the special master did not actually find a violation nor recommend any

discipline under Rule 1.16. The special master reported that he made no such finding or

recommendation because there was no clear and convincing evidence of prejudice, insofar

4

posted a response on the Internet, a response that contained personal and

confidential information about her former client that Skinner had obtained in the

course of her representation of the client. In particular, Skinner identified the

client by name, identified the employer of the client, stated how much the client

had paid Skinner, identified the county in which the divorce had been filed, and

stated that the client had a boyfriend. The client filed a grievance against

Skinner, and in response to the grievance, Skinner said in August 2011 that she

would remove her posting from the Internet. It was not removed, however, until

February 2012. 

The special master found that Skinner violated Rule 1.4 when she failed

between July and October 2010 to keep her client reasonably informed of the

status of the divorce, and the special master found that Skinner violated Rule 1.6

when she disclosed confidential information about her client on the Internet. The

special master found no violation of Rules 1.3 and 1.16.

2

 Turning to the
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as the client already had the documents contained in the file. As to the retention of unearned

fees, the special master found the issue moot in light of the refund of $650 to the client.  

5

appropriate discipline for these violations, the special master noted that Skinner

had substantial experience as a practicing lawyer — she was admitted to the Bar

in 1987 — which is an aggravating circumstance. The special master also found,

however, a number of mitigating circumstances, including that Skinner had no

prior discipline, the absence of a dishonest or selfish motive for her improper

conduct, that she refunded a substantial portion of her fee to the client even after

doing work for the client, that she accepted responsibility for her misconduct by

filing a petition for voluntary discipline, that she otherwise was cooperative in

the disciplinary proceedings, and that she had expressed remorse for her

misconduct. In addition, the special master found as mitigation that Skinner

experienced a number of personal problems during her representation of the

client and the subsequent time that she posted the confidential information about

her client on the Internet, including colon surgery in April 2010, the diagnosis

of both her mother and father with cancer (she was their primary caregiver), and

the death of her father. For both violations, the special master recommended a

public reprimand, with the additional condition that Skinner “be instructed to

6

take advantage of the State Bar’s Law Practice Management services and

recommendations with respect to internal office procedures, client files, and case

tracking procedures.” 

We have reviewed carefully the record and the very detailed report of the

special master, and we agree with his recommendation of a public reprimand,

as well as the additional condition that Skinner be instructed to take advantage

of the State Bar’s Law Practice Management services and recommendations

with respect to internal office procedures, client files and case tracking

procedures. See In the Matter of Adams, 291 Ga. 173 (729 SE2d 313) (2012).

Although other jurisdictions occasionally have disciplined lawyers more

severely for improper disclosures of client confidences, we note that those cases

involved numerous clients and violations of other rules, see Office of Lawyer

Regulation v. Peshek, 334 Wis.2d 373 (798 NW2d 879 (2011) (60-day

suspension), or the disclosure of especially sensitive information that posed

serious harm or potential harm to the client, see In re Quillinan, 20 DB Rptr. 288

(Ore. Disp. Bd. 2006) (90-day suspension), available at

www.osbar.org/_docs/dbreport/dbr20.pdf. In this case, the improper disclosure

of confidential information was isolated and limited to a single client, it does not
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appear that the information worked or threatened substantial harm to the

interests of the client, and there are significant mitigating circumstances.

Accordingly, we hereby order that Skinner receive a public reprimand in

accordance with Bar Rules 4-102 (b) (3) and 4-220 (c), and we order that she

consult with the Law Practice Management Program of the State Bar as set forth

above and implement its suggestions in her law practice.

Public reprimand.  All the Justices concur.

Decided May 19, 2014.

Public reprimand. 

Paula J. Frederick, General Counsel State Bar, Jenny K. Mittelman,

Assistant General Counsel State Bar, for State Bar of Georgia.

William H. Noland, for Skinner.

ATTACHMENT  6 
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ABA Annotations Concerning Lawyer Responsive Disclosures Under Model 
Rule 1.6  

“A lawyer accused of wrongful conduct in connection with the representation of a client, 
or with complicity in a client’s wrongful conduct, need not wait until formal charges are 
filed. “The lawyer’s right to respond arises when an assertion of such complicity has 
been made. . . . [T]he defense may be established by responding directly to a third party 
who has made such an assertion.” Model Rule 1.6, cmt. [10]; see, e.g., In re Bryan, 61 
P.3d 641 (Kan. 2003) (formal proceedings not required before disclosure in self-defense 
could be made under Rule 1.6(b)); Pa. Ethics Op. 96-48 (1996) (lawyer whose former 
clients defended against SEC fraud complaint by alleging lawyer’s lack of due diligence 
may discuss matter with SEC even though lawyer not named in complaint); S.C. Ethics 
Op. 94-23 (1994) (lawyer under investigation by Social Security Administration 
regarding handling of client’s disability claim may disclose client information to defend 
himself even though no formal grievance proceeding pending).  Mere criticism of the 
lawyer, however, may be insufficient to warrant disclosures in self defense, 
even when the criticisms appear in the press. See, e.g., Louima v. City of N.Y., 
No. 98 CV 5083(SJ), 2004 WL 2359943 (E.D.N.Y. Oct. 5, 2004) (“mere press reports” 
about lawyer’s conduct do not justify disclosure of client information even if report is 
false and accusations unfounded); N.Y. County Ethics Op. 711 (1997) (client’s criticism 
of lawyer to neighbor was mere gossip and did not trigger exception to confidentiality 
rule); Utah Ethics Op. 05-01 (2005) (criminal defense lawyer may not voluntarily 
disclose client confidences to prosecutor or to court in response to claim that lawyer’s 
prior advice was confusing; no “controversy” between lawyer and client). But see Ariz. 
Ethics Op. 93-02 (1993) (interpreting “controversy” to include disagreement in public 
media).” 

ABA Annotated Model Rules at pp. 109-110 (2011). 

The New York State Bar Association has now joined those prohibiting rejoinder, though 
its rule has some different language than Georgia’s.  NYSBA Ethics Opinion 1032 
(October 30, 2014). 
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SECOND DIVISION
BARNES, P. J.,

MILLER, and RAY, JJ.

NOTICE: Motions for reconsideration must be
physically received in our clerk’s office within ten
days of the date of decision to be deemed timely filed.

http://www.gaappeals.us/rules/

March 12, 2014

In the Court of Appeals of Georgia

A13A2432. PAMPATTIWAR v. HINSON et al.

BARNES, Presiding Judge.

Vivek A. Pampattiwar hired Jan V. Hinson, Esq., and her law firm, Jan V.

Hinson, P.C. (collectively, “Hinson”) to file a divorce action on his behalf. Hinson

ultimately terminated the representation and brought this action against Pampattiwar,

alleging, among other things, that Pampattiwar had committed fraud by intentionally

misleading Hinson during his initial consultation with her, and had published

statements about her and her firm on the Internet that were libelous and placed her in

a false light. Pampattiwar filed a motion to dismiss for failure to state a claim for

fraud, which the trial court denied. The case proceeded to trial, and the jury returned

a verdict in favor of Hinson on her claims for fraud, libel per se, and false light

invasion of privacy. Pampattiwar filed motions for judgment notwithstanding the

verdict and for new trial, which the trial court denied. Pampattiwar now appeals,

2

challenging the trial court’s denial of his motions. For the reasons discussed below,

we affirm.

“When we review the denial of a motion for new trial or judgment

notwithstanding the verdict, we must affirm the denial if there is any evidence to

support the verdict.” Wellons, Inc. v. Langboard, Inc., 315 Ga. App. 183, 187 (2) (726

SE2d 673) (2012). In making this determination, we construe the evidence and every

inference arising therefrom in the light most favorable to the prevailing party.

Fletcher v. C.W. Matthews Contracting Co., 322 Ga. App. 751 (746 SE2d 230)

(2013). “The determinative question is not whether the verdict and the judgment of

the trial were merely authorized, but . . . whether a contrary judgment was

demanded.” (Citation and punctuation omitted.) Wright v. Apartment Inv. & Mgmt.

Co., 315 Ga. App. 587, 588 (726 SE2d 779) (2012). 

Viewed in this manner, the evidence adduced at trial showed that on July 2,

2010, Pampattiwar met for an initial consultation with Hinson about filing for a

divorce. Pampattiwar told Hinson that he was currently represented by other counsel

and that he had filed a separate maintenance action against his wife in Fulton County
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1

 “Although an action for separate maintenance and an action for divorce both

grow out of the marriage relationship and relate to the same subject matter, they have

different purposes and raise different questions.” Southworth v. Southworth, 265 Ga.

671, 673 (3) (461 SE2d 215) (1995). An action for separate maintenance is authorized

“[w]hen spouses are living separately or in a bona fide state of separation and there

is no action for divorce pending.” OCGA § 19-6-10. 

3

because both of them had lived there at the time the action was filed.

1

 Although the

separate maintenance action remained pending, Pampattiwar told Hinson that he now

desired a divorce and that both he and his wife currently resided in Gwinnett County.

Pampattiwar wanted Hinson to take over the representation of his case and file a

petition for divorce on his behalf. He did not inform Hinson that she would be the

sixth attorney to represent him in the litigation with his wife. 

During the initial consultation, Hinson repeatedly asked Pampattiwar if his

wife had filed a counterclaim for divorce in the separate maintenance action.

Pampattiwar insisted that a divorce counterclaim had not been filed and invited

Hinson to check the online Fulton County docket. Hinson then checked the docket

while Pampattiwar watched, and the docket reflected that no divorce counterclaim

had been filed. Pampattiwar had documents with him relating to the Fulton County

case, but Hinson did not review them as part of the initial consultation. 

4

Hinson advised Pampattiwar that venue for the divorce would be in Gwinnett

County given that both parties now lived there and that the filing of a divorce petition

would abate the separate maintenance action. Hinson told Pampattiwar

that she was willing to represent him in the divorce in Gwinnett County, but not in

the separate maintenance action pending in Fulton County in which he already had

retained counsel. Pampattiwar agreed to this arrangement, and Hinson subsequently

filed a petition for divorce on his behalf in Gwinnett County. 

Almost immediately after filing the divorce petition in Gwinnett County,

Hinson received what she characterized as a “scathing” response from opposing

counsel informing her that Pampattiwar’s wife had in fact filed a counterclaim for

divorce in the separate maintenance action almost a year earlier. Hinson confronted

Pampattiwar, who assured her that he had not known about the divorce counterclaim

or the error on the Fulton County docket. Pampattiwar also told Hinson that the

attorney who had been representing him in the Fulton County case had now

withdrawn and he was currently unrepresented. Believing that Pampattiwar had

simply been confused about the filing of the counterclaim, Hinson agreed to represent

him in the divorce proceedings in Fulton County. 
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Hinson advised Pampattiwar that venue for the divorce would be in Gwinnett
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that she was willing to represent him in the divorce in Gwinnett County, but not in

the separate maintenance action pending in Fulton County in which he already had

retained counsel. Pampattiwar agreed to this arrangement, and Hinson subsequently

filed a petition for divorce on his behalf in Gwinnett County. 

Almost immediately after filing the divorce petition in Gwinnett County,

Hinson received what she characterized as a “scathing” response from opposing

counsel informing her that Pampattiwar’s wife had in fact filed a counterclaim for

divorce in the separate maintenance action almost a year earlier. Hinson confronted

Pampattiwar, who assured her that he had not known about the divorce counterclaim
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After entering an appearance in the Fulton County action, Hinson obtained a

copy of Pampattiwar’s deposition that had been taken earlier in that case. It was clear

from the deposition transcript that Pampattiwar knew that his wife had

counterclaimed for divorce. Hinson confronted Pampattiwar with the deposition

transcript and accused him of knowing about the counterclaim in their initial

consultation. She accused him of “playing fast and loose with [her] bar license” and

of “making a fool out of [her] in the courts in which [she] practice[d]” by having her

file a divorce petition in Gwinnett County when one was already pending in Fulton

County. Pampattiwar responded, “You can’t get out now. We’re on a trial calendar.”

In light of the divorce counterclaim pending in Fulton County, Hinson advised

Pampattiwar that the divorce petition filed in Gwinnett County was improper and

would need to be voluntarily dismissed. Pampattiwar responded that he did not want

to dismiss the Gwinnett County action and instead wanted to “take [his] chances” in

Gwinnett and was “willing to pay extra for that.” However, Hinson insisted that

Pampattiwar agree to the dismissal or she would seek to withdraw from representing

him. Pampattiwar then signed a dismissal drafted by Hinson, but he returned to her

office after she left for lunch and took the document with him so that she could not

file it. After another confrontation, Pampattiwar signed a new dismissal drafted by

6

Hinson, which she was able to file successfully. The divorce petition filed in

Gwinnett County ultimately was dismissed while the divorce case proceeded in

Fulton County. 

Over the ensuing months, Hinson and Pampattiwar had multiple heated

confrontations over billing issues and other matters relating to the Fulton County

divorce case. Hinson moved to withdraw from representing Pampattiwar, but the trial

court denied her motion. Hinson later filed a motion for reconsideration, which the

trial court granted on the eve of arbitration that had been scheduled between

Pampattiwar and his wife. However, Pampattiwar pleaded with Hinson to represent

him in the arbitration that was set to commence in three days, and she acquiesced to

his request. 

Hinson ended her representation of Pampattiwar on September 15, 2010 after

the arbitration. In October 2010, Pampattiwar contacted Hinson’s law firm because

he was upset over his legal bills. Pampattiwar spoke with a paralegal at the firm and

accused Hinson and her staff of being “crooks” and claimed that they had “duped”

him. 

In November 2010, Hinson became concerned because “the phones just

stopped ringing” in her office. One of Hinson’s assistants “Googled” Hinson’s name
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on the Internet and discovered a review of her law firm that had recently been posted

on the website Kudzu.com under the screen name “STAREA.” The reviewer

described Hinson as “a CROOK Lawyer” and an “Extremely Fraudulent Lady.” The

reviewer claimed that Hinson “inflates her bills by 10 times” and had “duped 12

people i[n] the last couple of years.” Further investigation revealed that the Internet

protocol (“IP”) address used for the STAREA review matched the IP address used by

Pampattiwar in several emails that he had sent to Hinson. 

Hinson subsequently filed the instant action against Pampattiwar, alleging,

among other things, that he had published statements about her and her firm on

Kudzu.com that constituted libel per se. Hinson also alleged that Pampattiwar had

committed fraud during his initial consultation with her by falsely representing that

no divorce counterclaim had been filed in the Fulton County case and by encouraging

her to confirm this fact on the online docket, even though Pampattiwar knew that his

wife had filed a counterclaim and that the docket was inaccurate. Hinson further

alleged that she detrimentally relied on Pampattiwar’s misrepresentation about the

counterclaim by improperly filing a petition for divorce on his behalf in Gwinnett

County, leading her to suffer professional embarrassment and humiliation. 

8

After Hinson filed her lawsuit, an additional review was posted on Kudzu.com

under the screen name “REALPOLICE.” The reviewer warned viewers not to “trust”

positive reviews appearing for Hinson on Kudzu.com because she “asks her office

staff to post bogus reviews every where on the [I]nternet.” Further investigation

revealed that the Kudzu.com user accounts for STAREA and REALPOLICE had the

same password, “pampa012.” As with the STAREA review, the IP address used for

the REALPOLICE review matched the IP address used by Pampattiwar in his emails

with Hinson. After the posting of the REALPOLICE review, Hinson amended her

complaint to include a claim for false light invasion of privacy. 

Pampattiwar filed a motion to dismiss Hinson’s fraud claim for failure to state

a claim upon which relief could be granted, and the trial court denied the motion. The

case proceeded to trial, where Hinson testified to the events as set out above. Hinson

called several additional witnesses, including an information technology (“IT”)

communications expert who traced the source of the two Kudzu.com reviews to the

IP address associated with Pampattiwar. On her claims for fraud, libel per se, and

false light invasion of privacy, Hinson did not assert that she suffered any pecuniary
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 OCGA § 51-12-6, entitled “Damages for injury to peace, happiness, or

feelings,” provides in relevant part: “In a tort action in which the entire injury is to

the peace, happiness, or feelings of the plaintiff, no measure of damages can be

prescribed except the enlightened consciences of impartial jurors.”

9

loss from the misrepresentations and instead sought damages for “wounded feelings”

under OCGA § 51-12-6.

2

 

Pampattiwar moved for a directed verdict on several of Hinson’s claims, which

the trial court denied. During the defense’s case-in-chief, Pampattiwar testified that

he had been aware that his wife had filed a counterclaim for divorce in the separate

maintenance action in Fulton County when he met for his initial consultation with

Hinson. But Pampattiwar claimed that he told Hinson about the counterclaim and

showed her pleadings from the Fulton County case during the initial consultation.

Pampattiwar also denied posting the two reviews on Kudzu.com. 

After hearing all of the evidence, the jury found in favor of Hinson and, among

other things, awarded her damages for fraud, libel per se, and false light invasion of

privacy using a special verdict form. Pampattiwar filed motions for judgment

notwithstanding the verdict and for new trial, which the trial court denied. This appeal

followed. 

10

1. Pampattiwar contends that the trial court erred in denying his motion for

judgment notwithstanding the verdict on Hinson’s claim for fraud predicated on his

alleged misrepresentation about the divorce counterclaim because Hinson failed to

prove justifiable reliance. Hinson testified that she checked the online docket in the

Fulton County action to confirm Pampattiwar’s statement that no divorce

counterclaim had been filed in that action, but Pampattiwar contends that checking

the docket was insufficient due diligence on her part. According to Pampattiwar,

Hinson should have investigated further into what claims were being asserted in the

Fulton County action before she filed the divorce petition in Gwinnett County, such

as by reviewing the documents from the Fulton County action that Pampattiwar

brought with him to the initial consultation. We are unpersuaded that the evidence

demanded a finding in favor of Pampattiwar on the issue of reasonable reliance.

 “One of the essential elements of an action for fraud is justifiable reliance by

the plaintiff.” (Citation and punctuation omitted.) Bithoney v. Fulton-DeKalb Hosp.

Auth., 313 Ga. App. 335, 344 (2), n. 23 (721 SE2d 577) (2011). “Blind reliance

precludes a fraud claim as a matter of law.” Baxter v. Fairfield Fin. Svcs., 307 Ga.

App. 286, 294-295 (4) (704 SE2d 423) (2010). But 
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[w]hile a party must exercise reasonable diligence to protect himself

against the fraud of another, he is not bound to exhaust all means at his

command to ascertain the truth before relying upon the representations.

Ordinarily the question whether the complaining party could have

ascertained the falsity of the representations by proper diligence is for

determination by the jury.

Elliott v. Marshall, 179 Ga. 639, 640 (176 SE 70) (1934). See Morgan v. Morgan,

193 Ga. App. 302, 304-305 (5) (388 SE2d 2) (1989); Adkins v. Lee, 127 Ga. App.

261, 264 (4) (193 SE2d 252) (1972).

In the present case, Hinson testified that she had practiced domestic law for 16

years and had performed civil case searches on the online Fulton County docket for

“hundreds” of cases. Hinson testified that based on her experience, the online docket

normally would reflect that a divorce counterclaim had been filed in a domestic case

in the pleadings index and in the description of the case type. According to Hinson,

she relied on the online docket as confirmation of what Pampattiwar had told her

about the Fulton County case because the docket “always” listed “answer and

counterclaim” in the pleadings index and listed “divorce” as the case type if a divorce

counterclaim had been filed, but here the docket listed the responsive pleading simply

as “answer” and the case type as “separate maintenance action.” Hinson further

12

testified that she declined to review the documents from the Fulton County case that

Pampattiwar brought with him to the initial consultation because Pampattiwar already

had counsel representing him in that case and she did not want to become involved

in the separate maintenance action, which she had believed would be dismissed upon

the filing of the divorce petition in Gwinnett County. Hinson also noted that while

clients in domestic cases are stressed and sometimes are forgetful, they do not usually

forget that they are “going through a divorce,” and she does not “typically assume

that a client is lying” to her about such a basic fact. 

In light of this testimony, it was for the jury to determine whether Hinson

exercised sufficient due diligence by checking the online docket to confirm

Pampattiwar’s statement that his wife had not filed a counterclaim for divorce in the

Fulton County case. “Justifiable reliance generally is a question for the jury, and jury

resolution [was] necessary here.” Catrett v. Landmark Dodge, Inc., 253 Ga. App. 639,

641 (1) (560 SE2d 101) (2002). The trial court therefore did not err in denying

Pampattiwar’s motion for judgment notwithstanding the verdict on Hinson’s fraud

claim. See Johnson v. GAPVT Motors, Inc., 292 Ga. App. 79, 83 (1) (663 SE2d 779)

(2008) (although the evidence would have “authorized” the jury to find that plaintiff

should have discovered the alleged misrepresentation, “this conclusion was not
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demanded by the evidence”) (emphasis in original). See also Catrett, 253 Ga. App.

at 641 (1) (whether plaintiff reasonably relied upon defendant’s misrepresentation

that the car was “new” should be submitted to the jury, where plaintiff relied upon

documents reflecting that the car was “new,” but there were other documents

available that referred to the car as “used”); Parks v. Howard, 197 Ga. App. 405, 407-

408 (4) (398 SE2d 308) (1990) (whether plaintiff exercised due diligence by relying

upon the inspection report presented by defendant, or whether plaintiff should have

obtained an independent inspection report, was for the jury to resolve). 

Pampattiwar’s reliance upon Isbell v. Credit Nation Lending Svc., LLC, 319

Ga. App. 19, 25-26 (2) (b) (735 SE2d 46) (2012), is unpersuasive. In Isbell, the

buyers of a used truck asserted fraud claims against the seller and the seller’s

financier, contending that the condition of the truck had been misrepresented to them.

Id. at 19-21. The uncontroverted evidence showed that the buyers failed to obtain a

vehicle history report or have their own mechanic inspect the truck even though they

“were specifically warned that the vehicle may have a bent frame” and were offered

an opportunity to have the truck inspected. Id. at 26 (2) (b). Consequently, we

concluded that, as a matter of law, the buyers had failed to exercise due diligence to

discover that the used truck had suffered frame damage in a prior automobile

14

accident. Id. We reasoned that the buyers’ “blind reliance on the salesman’s

representations when the means of knowledge were at hand show[ed] an unjustified

lack of due diligence.” (Citation and punctuation omitted.) Id. 

Relying on Isbell, Pampattiwar argues that Hinson ignored the documents from

the Fulton County case that he brought with him to the initial consultation and thus

blindly relied on his representation that there was no divorce counterclaim “when the

means of knowledge were at hand.” Notably, however, the plaintiff buyers in Isbell

were put on notice that there might be a defect in the used truck that they were

purchasing, but nevertheless failed to take additional steps to determine if a defect

existed that were readily available to them. See Isbell, 319 Ga. App. at 26 (2) (b). But

Hinson was never put on notice that a divorce counterclaim might have been filed in

the Fulton Case; to the contrary, the online docket reviewed by Hinson reflected that

no such counterclaim had been filed and thus appeared to confirm Pampattiwar’s

representation to her. Hence, unlike in Isbell, this is not a case of “blind reliance.”

Under these circumstances, it was for the jury to resolve whether Hinson should have
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 Pampattiwar separately contends that the trial court erred in denying his

motion to dismiss Hinson’s fraud claim for failure to state a claim upon which relief

could be granted. In moving to dismiss the fraud claim, Pampattiwar argued that the

element of reasonable reliance had not been pled with sufficient particularity in

Hinson’s complaint. See OCGA § 9-11-9 (b). “However, the proper remedy for

seeking more particularity is by motion for a more definite statement at the pleading

stage or by the rules of discovery thereafter.” (Citation and punctuation omitted.)

Odom v. Hughes, 293 Ga. 447, 455 (3), n. 6 (748 SE2d 839) (2013). Accordingly, the

trial court committed no error in denying Pampattiwar’s motion to dismiss. See id.;

Miller v. Lomax, 266 Ga. App. 93, 98 (2) (b) (596 SE2d 232) (2004).

15

reviewed the documents that Pampattiwar brought to the initial consultation before

filing the divorce petition in Gwinnett County.

3

 

2. Pampattiwar also contends that the trial court erred in denying his motion for

new trial on Hinson’s fraud claim because she failed to show “actual damages”

resulting from the alleged misrepresentation about the divorce counterclaim. Hinson

did not allege that she suffered any pecuniary losses from improperly filing the

divorce petition in Gwinnett County in reliance on Pampattiwar’s misrepresentation

about the counterclaim. Rather, Hinson alleged that the entire injury she suffered

from the misfiling of the divorce petition was to her peace, happiness, and feelings

and sought damages pursuant to OCGA § 51-12-6. According to Pampattiwar,

damages for “wounded feelings” under OCGA § 51-12-6 are not “actual damages”

and thus could not be recovered by Hinson for her fraud claim. We disagree.

16

As we have recently reiterated,

In order to recover for fraud, a plaintiff must prove that actual damages,

not simply nominal damages, flowed from the fraud alleged. The

expression “actual damages” is not necessarily limited to pecuniary loss,

or loss of ability to earn money. General damages are those which the

law presumes to flow from any tortious act, and they may be awarded on

a fraud claim. Wounding a man’s feelings is as much actual damage as

breaking his limbs. Injury to reputation is a personal injury, and personal

injury damages can be recovered in a fraud action.

(Emphasis in original.) Kelley v. Cooper, __ Ga. App. __ (4) (c) (Case No.

A13A0982, decided Nov. 22, 2013), quoting Zieve v. Hairston, 266 Ga. App. 753,

759 (2) (c) (598 SE2d 25) (2004). See also Johnson, 292 Ga. App. at 83 (1). Thus, we

have held that recovery for “wounded feelings” under OCGA § 51-12-6 is permitted

for fraudulent misrepresentation where, as here, the plaintiff claims that the entire

injury she suffered from the misrepresentation was to her peace, happiness, or

feelings. See Mallard v. Jenkins, 186 Ga. App. 167, 168 (1) (366 SE2d 775) (1988).

Compare Kent v. White, 238 Ga. App. 792, 794 (1) (c) (520 SE2d 481) (1999)

(plaintiff could not recover damages under OCGA § 51-12-6 for fraud because “at no

point did [the plaintiff] claim that the entire injury to him was to his peace, happiness,

or feelings”). It follows that the trial court did not err in determining that Hinson
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could recover damages under OCGA § 51-12-6 on her fraud claim and in denying

Pampattiwar’s motion for new trial. 

3. As with Hinson’s fraud claim, Pampattiwar contends that the trial court erred

in denying his motion for new trial on Hinson’s claim for libel per se because

Hinson could not recover “wounded feelings” damages under OCGA § 51-12-6 for

the alleged defamatory statements. In this regard, Pampattiwar notes that the trial

court ruled before trial that Hinson could not recover punitive damages on her libel

claim because she never made a written request for correction or retraction of the

defamatory statements before filing her complaint. See OCGA § 51-5-11; Mathis v.

Cannon, 276 Ga. 16, 28 (4) (573 SE2d 376) (2002). In light of the failure to request

retraction, Pampattiwar argues that OCGA § 51-12-6 damages could not be recovered

on Hinson’s libel claim because the damages awarded under that statute are in part

punitive. We again disagree.

It is true that before the passage of the Tort Reform Act of 1987 (the “Act”),

Ga. L. 1987, p. 915, § 6, “wounded feelings” damages awarded under OCGA § 51-

12-6 were in part punitive because the statute authorized the jury to consider

“circumstances relevant to deterrence of the wrongdoer.” Westview Cemetary v.

18

Blanchard, 234 Ga. 540, 546 (2) (B) (216 SE2d 776) (1975). Specifically, the pre-

1987 version of OCGA § 51-12-6 stated: 

In a tort action in which the entire injury is to the peace, happiness, or

feelings of the plaintiff, no measure of damages can be prescribed except

the enlightened consciences of impartial jurors. In such a case, the

worldly circumstances of the parties, the amount of bad faith in the

transaction, and all the attendant facts should be weighed; and the

verdict of the jury should not be disturbed unless the court suspects bias

or prejudice from its excess or its inadequacy. 

(Emphasis supplied.) Because the statute allowed for consideration of all the

attendant circumstances, including the “worldly circumstances of the parties” and any

“bad faith in the transaction,” “the jury [was] not restricted to consideration of

circumstances relevant to compensation (i.e., the extent of the injury) but [was]

entitled to consider as well circumstances relevant to deterrence (i.e., any aggravated

aspects of the defendant’s misconduct plus the defendant’s ‘worldly circumstances’).”

Westview Cemetary, 234 Ga. at 545 (2) (B). As such, damages under the pre-1987

version of OCGA § 51-12-6 were, “at least in part, punitive damages.” Id.

However, the 1987 Act significantly revised OCGA § 51-12-6, as our Supreme

Court recently explained:
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In the Act, the General Assembly . . . enacted the current version of

OCGA § 51-12-6, and deleted from the pre-1987 statute the language:

“the worldly circumstances of the parties, the amount of bad faith in the

transaction, and all the attendant facts should be weighed.” In its place,

the legislature inserted the text: “In such an action, punitive damages

under Code Section 51-12-5 or Code Section 51-12-5.1 shall not be

awarded.” And, the General Assembly specifically encompassed within

the term “punitive damages” those damages that might be “awarded . .

. in order to . . . deter a defendant.” OCGA § 51-12-5.1 (a). Thus, the

General Assembly eliminated from OCGA § 51-12-6 the language that

was intended to deter misconduct . . . .

Holland v. Caviness, 292 Ga. 332, 334-335 (737 SE2d 669) (2013). Given the

elimination of the statutory language aimed at deterrence, the current version of

OCGA § 51-12-6, applicable in the present case, does not contain “a punitive award

provision.” Id. at 335, n.8. Consequently, Pampattiwar’s argument that OCGA § 51-

12-6 damages could not be recovered for Hinson’s libel claim because of the failure

to request retraction is misplaced because it is predicated on an obsolete version of

the statute.

We are cognizant that the trial court charged the jury on OCGA § 51-12-6

damages using language from the Georgia pattern jury instructions, which still

includes reference to the “worldly circumstances of the parties” and “the amount of

20

bad faith in the transaction” even though that language was deleted from the statute

in 1987. See Suggested Pattern Jury Instructions, Vol. I: Civil Cases, § 66.600. Our

Supreme Court has noted that “the jury should no longer be instructed using that

language.” See Holland, 292 Ga. at 333, n. 3. Notably, however, in his reply brief,

Pampattiwar concedes that he did not properly object to the charge at trial and

expressly states that he is not claiming that the giving of the charge constituted “a

substantial error . . . which was harmful as a matter of law” even absent objection.

OCGA § 5-5-24 (c). Pampattiwar emphasizes that “he does not challenge any charge”

on appeal and instead argues more broadly that “section 51-12-6 damages inherently

incorporate punitive damages” and thus could not be awarded in this case as a matter

of law in light of Hinson’s failure to seek retraction. Under these circumstances,

Pampattiwar has abandoned any possible challenge to the jury charge on OCGA § 51-

12-6 damages, and his broader argument regarding OCGA § 51-12-6 and retraction

fails for the reasons previously discussed. The trial court therefore committed no error

in denying Pampattiwar’s motion for new trial on the libel claim.

4. Lastly, Pampattiwar contends that the trial court erred in denying his motion

for new trial on Hinson’s claim for “false light” invasion of privacy. Pampattiwar

argues that Hinson’s false light claim was predicated on the second review on
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Kudzu.com submitted under the screen name “REALPOLICE,” and he contends that

it was undisputed by the parties at trial that the review was flagged and rejected by

Kudzu.com for violating its internal policy guidelines before the review was ever

posted for the general public to see on the Internet. Given that the second review

allegedly was never posted on the Internet, Pampattiwar asserts that Hinson failed to

prove that the review was distributed to the public at large and thus could not

establish the essential element of publicity as a matter of law. See Williams v. Cobb

County Farm Bureau, 312 Ga. App. 350, 354 (2) (b) (718 SE2d 540) (2011); Assn.

Svcs., Inc. v. Smith, 249 Ga. App. 629, 633-634 (4) (549 SE2d 454) (2001). We

disagree.

Although Pampattiwar asserts that it was undisputed at trial that the second

Kudzu.com review was never posted on the Internet, he cites to nothing in the record

to support his assertion. And the record reflects that during closing argument, counsel

for Hinson in fact argued that Pampattiwar twice posted reviews to the Internet: 

And this claim [of] putting this on the Internet not once, understand, not

once but twice. Once wasn’t good enough. He had to do it again. Each

time she saw this, each time she was subjected to seeing this on Kudzu

and then having to go to Kudzu and have them take it down . . . and then

to see it pop back up again, you know, that caused injury to her peace,

happiness, and feelings.

22

 Thus, from the jury’s perspective, the issue of whether the second Kudzu.com review

was posted on the Internet was in dispute.

Furthermore, there was at least some evidence from which the jury could find

that the second review was posted on the Internet. Business records from Kudzu.com

were admitted at trial that included a screen shot of the second review and a notation

that the review was “Posted: 4/19/2011.” When asked what the date beside the word

“Posted” field signified on these business records, the employee who handled site

operations for Kudzu.com testified that it reflects “[t]he date the review was posted.

Posted meaning you can view it on Kudzu.com” When all inferences are interpreted

in the light most favorable to the verdict, the jury could have inferred from the

Kudzu.com business records and the employee’s testimony that the second review

submitted under the user name “REALPOLICE” was posted to the Internet for the

general public to see. Because there was evidence from which the jury could find that

the element of publicity had been met, the trial court committed no error in denying

Pampattiwar’s motion for new trial on Hinson’s claim for false light invasion of

privacy.

Judgment affirmed. Miller, J. concurs.  Ray, J., concurs in Divisions 1, 2,
and 4, and concurs in the judgment only as to Division 3.
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THE CHIEF JUSTICE’S COMMISSION ON PROFESSIONALISM

(Founded 1989)

A Brief History of the Chief Justice’s Commission on Professionalism 

Karlise Y. Grier, Executive Director

The mission of the Commission is to support and encourage lawyers to exercise the highest

levels of professional integrity in their relationships with their clients, other lawyers, the courts and

the public, and to fulfill their obligations to improve the law and legal system and to ensure access

to that system. 

After a series of meetings of key figures in Georgia’s legal community in 1988, in February

of 1989, the Supreme Court of Georgia created the Chief Justice’s Commission on Professionalism,

the first entity of this kind in the world created by a high court to address legal professionalism.  In

March of 1989, the Rules of the State Bar of Georgia were amended to lay out the purpose,

members, powers and duties of the Commission.  The brainchild of Justice Thomas Marshall and

past Emory University President James Laney, they were joined by Justices Charles Weltner and

Harold Clarke and then State Bar President A. James Elliot in forming the Commission.  The

impetus for this entity then and now is to address uncivil approaches to the practice of law, as many

believe legal practice is departing from its traditional stance as a high calling – like medicine and

the clergy – to a business.

The Commission carefully crafted a statement of professionalism, A Lawyers Creed and

Aspirational Statement on Professionalism, guidelines and standards addressing attorneys’

relationships with colleagues, clients, judges, law schools and the public, and retained its first

executive director, Hulett “Bucky” Askew.  Professionalism continuing legal education was

mandated and programming requirements were developed by then assistant and second executive

director Sally Evans Lockwood.  During the 1990s, after the Commission conducted a series of

convocations with the bench and bar to discern professionalism issues from practitioners’ views, the

State Bar instituted new initiatives, such as the Committee on Inclusion in the Profession (fka

Women and Minorities in the Profession Committee).  Then the Commission sought the concerns

of the public in a series of town hall meetings held around Georgia.  Two concerns raised in these

meetings were: lack of civility and the economic pressures of law practice.  As a result, the State Bar

of Georgia established the Law Practice Management Program.

Over the years, the Commission has worked with the State Bar to establish other programs

that support professionalism ideals, including the Consumer Assistance Program and the Diversity

Program.  In 1993, under President Paul Kilpatrick, the State Bar’s Committee on Professionalism

partnered with the Commission in establishing the first Law School Orientation on Professionalism

Program for incoming law students held at every Georgia law school.  This program was replicated

at more than forty U.S. law schools.  It engages volunteer practicing attorneys, judges and law

professors with law students in small group discussions of hypothetical contemporary

professionalism and ethics situations. 

In 1997, the Justice Robert Benham Community Service Awards Program was initiated to

recognize members of the bench and bar who have combined a professional career with outstanding

service to their communities around Georgia.  The honorees are recognized for voluntary

participation in community organizations, government-sponsored activities, youth programs,
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CHIEF JUSTICE’S COMMISSION ON PROFESSIONALISM

PROFESSIONALISM AND GEORGIA’S LEGAL PROFESSION

THE MEANING OF PROFESSIONALISM

The three ancient learned professions were the law, medicine, and ministry.  The word

profession comes from the Latin professus, meaning to have affirmed publicly.  As one legal scholar

has explained, “The term evolved to describe occupations that required new entrants to take an oath

professing their dedication to the ideals and practices associated with a learned calling.”   Many

1

attempts have been made to define a profession in general and lawyer professionalism in particular. 

The most commonly cited is the definition developed by the late Dean Roscoe Pound of Harvard

Law School:

The term refers to a group . . . pursuing a learned art as a common calling in the spirit

of public service - no less a public service because it may incidentally be a means of

livelihood.  Pursuit of the learned art in the spirit of a public service is the primary

purpose.

2

Thinking about professionalism and discussing the values it encompasses can provide

guidance in the day-to-day practice of law.  Professionalism is a wide umbrella of values

encompassing competence, character, civility, commitment to the rule of law, to justice and to the

public good.  Professionalism calls us to be mindful of the lawyer’s roles as officer of the court,

advocate, counselor, negotiator, and problem solver.  Professionalism asks us to commit to

improvement of the law, the legal system, and access to that system.  These are the values that make

us a profession enlisted in the service not only of the client but of the public good as well.  While

none of us achieves perfection in serving these values, it is the consistent aspiration toward them that

defines a professional.  The Commission encourages thought not only about the lawyer-client

relationship central to the practice of law but also about how the legal profession can shape us as

people and a society.

BACKGROUND ON THE LEGAL PROFESSIONALISM MOVEMENT IN GEORGIA

In 1986, the American Bar Association ruefully reported that despite the fact that

lawyers’ observance of the rules of ethics governing their conduct is sharply on the rise, lawyers’

professionalism, by contrast, may well be in steep decline:

DEBORAH L. RHODE, PROFESSIONAL RESPONSIBILITY: ETHICS BY THE PERVASIVE METHOD 39 (1994)

1

  ROSCOE POUND, THE LAWYER FROM ANTIQUITY TO MODERN TIMES 5 (1953)

2

religious activities or humanitarian work outside of their professional practice or judicial duties. 

This annual program is now usually held at the State Bar Headquarters in Atlanta and is co-

sponsored by the Commission and the State Bar.  The program generally attracts several hundred

attendees who celebrate Georgia lawyers who are active in the community.

In 2006, veteran attorney and former law professor, Avarita L. Hanson became the third

executive director.  In addition to providing multiple CLE programs for local bars, government and

law offices, she served as Chair of the ABA Consortium on Professionalism Initiatives, a group that

informs and vets ideas of persons interested in development of professionalism programs. She

authored the chapter on Reputation, in Paul Haskins, Ed., ESSENTIAL QUALITIES OF THE

PROFESSIONAL LAWYER, ABA Standing Committee on Professionalism, ABA Center for

Professional Responsibility (July 2013) and recently added to the newly-released accompanying

Instructor’s Manual (April 2017).  Ms. Hanson retired in August 2017 after a distinguished career

serving the Commission.

Today, the Commission, which meets three times per year, is under the direction and

management of its fourth executive director, attorney Karlise Yvette Grier.  The Commission

continues to support and advise persons locally, nationally and globally who are interested in

professionalism programming and maintains a resource library to support its mission.  The Chief

Justice of the Supreme Court of Georgia serves as the Commission’s chair, and Chief Justice P.

Harris Hines currently serves in this capacity.  The Commission has twenty-two members

representing practicing lawyers, the state appellate and trial courts, the federal district court, all

Georgia law schools and the public. (See Appendix A).  In addition to the executive director, the

Commission staff includes Terie Latala (Assistant Director) and Nneka Harris Daniel

(Administrative Assistant).  With its chair, members and staff, the Commission is well equipped to

fulfill its mission and to inspire and develop programs to address today’s needs of the legal

profession and those concerns on the horizon.  (See Appendix B).  

The Commission works through committees (Access to Justice, Finance and Personnel,

Educational Video Projects, Professionalism Curriculum, Benham Awards Selection) in carrying

out some of its duties.  It also works with other state and national entities, such as the American Bar

Association’s Center for Professional Responsibility and its other groups.  To keep Georgia Bar

members abreast of professionalism activities and issues, there is a regular column on the

Professionalism Page of every issue of the Georgia Bar Journal.  Current Commission projects

include: globalization of the law, the delivery of legal services, addressing issues of lawyers aging

in the practice of law, intergenerational communications, innovations in professionalism law school

curriculum and supporting access to justice initiatives. 

After 29 years, the measure of effectiveness of the Chief Justice’s Commission on

Professionalism may ultimately rest in the actions, character and demeanor of every Georgia lawyer. 

There remains work to do.  The Commission’s leadership and dedication to this cause, along with

Georgia’s capable, committed and innovative bench and bar, will continue to lead the charge,

movement and dialogue on legal professionalism.

Chief Justice’s Commission on Professionalism

104 Marietta Street, N.W.

Suite 104

Atlanta, Georgia 30303

(404) 225-5040

professionalism@cjcpga.org 
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CHIEF JUSTICE’S COMMISSION ON PROFESSIONALISM

PROFESSIONALISM AND GEORGIA’S LEGAL PROFESSION

THE MEANING OF PROFESSIONALISM
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1
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2
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DEBORAH L. RHODE, PROFESSIONAL RESPONSIBILITY: ETHICS BY THE PERVASIVE METHOD 39 (1994)

1

  ROSCOE POUND, THE LAWYER FROM ANTIQUITY TO MODERN TIMES 5 (1953)
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There remains work to do.  The Commission’s leadership and dedication to this cause, along with

Georgia’s capable, committed and innovative bench and bar, will continue to lead the charge,

movement and dialogue on legal professionalism.

Chief Justice’s Commission on Professionalism

104 Marietta Street, N.W.

Suite 104

Atlanta, Georgia 30303

(404) 225-5040

professionalism@cjcpga.org 



ICLE/ICJE Social Media and Technology Seminar
136 of 246

contemporary legal practice and reflect upon the fundamental premises of lawyer professionalism

– competence, character, civility, commitment to the rule of law, to justice, and to the public good. 

Building a community among the lawyers of this state is a specific goal of this requirement.

DISTINCTION BETWEEN ETHICS AND PROFESSIONALISM

The Supreme Court has distinguished between ethics and professionalism, to the extent of

creating separate one-hour CLE requirements for each.  The best explanation of the distinction

between ethics and professionalism that is offered by former Chief Justice Harold Clarke of the

Georgia Supreme Court:

“. . . the idea [is] that ethics is a minimum standard which is required of all

lawyers, while professionalism is a higher standard expected of all lawyers.”

Laws and the Rules of Professional Conduct establish minimal standards of consensus

impropriety; they do not define the criteria for ethical behavior.  In the traditional sense, persons are

not “ethical” simply because they act lawfully or even within the bounds of an official code of

ethics.  People can be dishonest, unprincipled, untrustworthy, unfair, and uncaring without breaking

the law or the code.  Truly ethical people measure their conduct not by rules but by basic moral

principles such as honesty, integrity and fairness.

The term “Ethics” is commonly understood in the CLE context to mean “the law of

lawyering” and the rules by which lawyers must abide in order to remain in good standing before

the bar.  Legal Ethics CLE also includes malpractice avoidance.  “Professionalism” harkens back

to the traditional meaning of ethics discussed above.  The Commission believes that lawyers should

remember in counseling clients and determining their own behavior that the letter of the law is only

a minimal threshold describing what is legally possible, while professionalism is meant to address

the aspirations of the profession and how we as lawyers should behave.  Ethics discussions tend to

focus on misconduct -- the negative dimensions of lawyering.  Professionalism discussions have

an affirmative dimension -- a focus on conduct that preserves and strengthens the dignity,

honor, and integrity of the legal system.

As former Chief Justice Benham of the Georgia Supreme Court says, “We should expect

more of lawyers than mere compliance with legal and ethical requirements.” 

ISSUES AND TOPICS

In March of 1990, the Chief Justice’s Commission adopted A Lawyer’s Creed (See Appendix

D) and an Aspirational Statement on Professionalism (See Appendix E).  These two documents

should serve as the beginning points for professionalism discussions, not because they are to be

imposed upon Georgia lawyers or bar associations, but because they serve as words of

encouragement, assistance and guidance.  These comprehensive statements should be utilized to

frame discussions and remind lawyers about the basic tenets of our profession.

[Although] lawyers have tended to take the rules more seriously because of an

increased fear of disciplinary prosecutions and malpractice suits, . . . [they] have

also tended to look at nothing but the rules; if conduct meets the minimum

standard, lawyers tend to ignore exhortations to set their standards at a higher

level.

3

The ABA’s observation reflects a crucial distinction: while a canon of ethics may cover what

is minimally required of lawyers, “professionalism” encompasses what is more broadly expected

of them – both by the public and by the best traditions of the legal profession itself.

In response to these challenges, the State Bar of Georgia and the Supreme Court of Georgia

embarked upon a long-range project – to raise the professional aspirations of lawyers in the state. 

Upon taking office in June 1988, then State Bar President A. James Elliott gave Georgia’s

professionalism movement momentum when he placed the professionalism project at the top of his

agenda.  In conjunction with Chief Justice Marshall, President Elliott gathered 120 prominent judges

and lawyers from around the state to attend the first Annual Georgia Convocation on

Professionalism.   

For its part, the Georgia Supreme Court took three important steps to further the

professionalism movement in Georgia.  First, at the first Convocation, the Supreme Court of Georgia

announced and administered to those present a new Georgia attorney’s oath emphasizing the virtue

of truthfulness, reviving language dating back to 1729.  (See also Appendix C).  Second, as a result

of the first Convocation, in 1989, the Supreme Court of Georgia took two additional significant steps

to confront the concerns and further the aspirations of the profession.  First, it created the Chief

Justice’s Commission on Professionalism (the “Commission”) and gave it a primary charge of

ensuring that the practice of law in this state remains a high calling, enlisted in the service not only

of the client, but of the public good as well.  This challenging mandate was supplemented by the

Court’s second step, that of amending the mandatory continuing legal education (CLE) rule to

require all active Georgia lawyers to complete one hour of Professionalism CLE each year [Rule 8-

104 (B)(3) of the Rules and Regulations for the Organization and Government of the State Bar of

Georgia and Regulation (4) thereunder].  

GENERAL PURPOSE OF CLE PROFESSIONALISM CREDIT

Beginning in 1990, the Georgia Supreme Court required all active Georgia lawyers to

complete one hour of Professionalism CLE each year [Rule 8-104 (B)(3) of the Rules and

Regulations for the Organization and Government of the State Bar of Georgia and Regulation (4)

thereunder].  The one hour of Professionalism CLE is distinct from and in addition to the required

ethics CLE.  The general goal of the Professionalism CLE requirement is to create a forum in which

lawyers, judges and legal educators can explore the meaning and aspirations of professionalism in

  AMERICAN BAR ASSOCIATION COMMISSION ON PROFESSIONALISM, “ . . . IN THE SPIRIT OF PUBLIC SERVICE:” A

3

BLUEPRINT FOR THE REKINDLING OF LAWYER PROFESSIONALISM, (1986) P.7.
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� Roles of Lawyers

The Lawyer as Advocate

The Lawyer as Architect of Future Conduct

The Lawyer as Consensus Builder

The Lawyer as Counselor

The Lawyer as Hearing Officer

The Lawyer as In-House Counsel

The Lawyer as Judge (or prospective judge)

The Lawyer as Negotiator

The Lawyer as Officer of the Court

The Lawyer as Problem Solver

The Lawyer as Prosecutor

The Lawyer as Public Servant

� Satisfaction in the Legal Profession

� Sexual Harassment

� Small Firms/Solo Practitioners

Karl N. Llewellyn, jurisprudential scholar who taught at Yale, Columbia, and the University

of Chicago Law Schools, often cautioned his students:

The lawyer is a man of many conflicts.  More than anyone else in our society, he

must contend with competing claims on his time and loyalty.   You must represent

your client to the best of your ability, and yet never lose sight of the fact that you are

an officer of the court with a special responsibility for the integrity of the legal

system.  You will often find, brethren and sistern, that those professional duties do

not sit easily with one another.  You will discover, too, that they get in the way of

your other obligations – to your conscience, your God, your family, your partners,

your country, and all the other perfectly good claims on your energies and hearts. 

You will be pulled and tugged in a dozen directions at once.  You must learn to

handle those conflicts.

4

The real issue facing lawyers as professionals is developing the capacity for critical and

reflective judgment and the ability to “handle those conflicts,” described by Karl Llewellyn.  A

major goal of Professionalism CLE is to encourage introspection and dialogue about these issues. 

  MARY ANN GLENDON, A NATION UNDER LAWYERS 17 (1994)

4

Specific topics which can be the subjects of Professionalism CLE include:

� Access to Justice

� Administration of Justice

� Advocacy - effective persuasive advocacy techniques for trial, appellate, and other

representation contexts

� Alternative Dispute Resolution - negotiation, settlement, mediation, arbitration, early neutral

evaluation, other dispute resolution processes alternative to litigation

� Billable Hours

� Civility

� Client Communication Skills

� Client Concerns and Expectations

� Client Relations Skills

� Commercial Pressures

� Communication Skills (oral and written)

� Discovery - effective techniques to overcome misuse and abuse

� Diversity and Inclusion Issues - age, ethnic, gender, racial, sexual orientation, socioeconomic

status

� Law Practice Management - issues relating to development and management of a law

practice including client relations and technology to promote the efficient, economical and

competent delivery of legal services.  

Practice Management CLE includes, but is not limited to, those

activities which (1) teach lawyers how to organize and manage their

law practices so as to promote the efficient, economical and

competent delivery of legal services; and (2) teach lawyers how to

create and maintain good client relations consistent with existing

ethical and professional guidelines so as to eliminate malpractice

claims and bar grievances while improving service to the client and

the public image of the profession.

� Mentoring

� Proficiency and clarity in oral, written, and electronic communications - with the court,

lawyers, clients, government agencies, and the public 

� Public Interest

� Quality of Life Issues - balancing priorities, career/personal transition, maintaining

emotional and mental health, stress management, substance abuse, suicide prevention,

wellness

� Responsibility for improving the administration of justice

� Responsibility to ensure access to the legal system

� Responsibility for performing community, public and pro bono service

� Restoring and sustaining public confidence in the legal system, including courts, lawyers,

the systems of justice
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APPENDIX A

CHIEF JUSTICE’S COMMISSION ON PROFESSIONALISM

2017 - 2018

Members

The Honorable P. Harris Hines (Chair), Atlanta

Professor Nathan S. Chapman, Athens

Professor Clark D. Cunningham, Atlanta

The Honorable J. Antonio DelCampo, Atlanta

Mr. Gerald M. Edenfield, Statesboro

The Honorable Susan E. Edlein, Atlanta

Ms. Elizabeth L. Fite, Decatur

Ms. Rebecca Grist, Macon

Associate Dean Sheryl Harrison-Mercer, Atlanta

The Honorable Horace J. Johnson, Covington

The Honorable Steve C. Jones, Atlanta

Ms. Nicole C. Leet, Atlanta

Professor Patrick E. Longan, Macon

Ms. Maria Mackay, Watkinsville

The Honorable Carla W. McMillian, Atlanta

Mr. Brian D. “Buck” Rogers, Atlanta

Ms. Claudia S. Saari, Decatur

Ms. Adwoa Ghartey-Tagoe Seymour, Atlanta

Assistant Dean Rita A. Sheffey, Atlanta

Ms. Nicki Noel Vaughan, Gainesville

Mr. R. Kyle Williams, Decatur

Dr. Monica L. Willis-Parker, Stone Mountain

Advisors

The Honorable Robert Benham, Atlanta

The Honorable Brenda S. Hill Cole, Atlanta

Ms. Jennifer M. Davis, Atlanta

The Honorable Britt C. Grant, Atlanta

The Honorable Harold D. Melton, Atlanta

Professor Roy M. Sobelson, Atlanta 

LIAISONS

Mr. Robert Arrington, Atlanta

Mr. Jeffrey R. Davis, Atlanta 

Ms. Paula J. Frederick, Atlanta 

Professor Nicole G. Iannarone, Atlanta 

Ms. Tangela S. King, Atlanta 

Ms. Michelle E. West, Atlanta

Ms. DeeDee Worley, Atlanta

Staff

Ms. Karlise Y. Grier, Atlanta

Ms. Terie Latala, Atlanta

Ms. Nneka Harris-Daniel, Atlanta

Italics denotes public member/non-lawyer

CHIEF JUSTICE’S COMMISSION ON

PROFESSIONALISM

P. Harris Hines, Chief Justice

Supreme Court of Georgia

Karlise Y. Grier

Executive Director

Terie Latala

Assistant Director

Nneka Harris-Daniel

Administrative Assistant
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APPENDIX C

HISTORICAL INFORMATION ABOUT THE COMMISSION’S ROLES IN THE

DEVELOPMENT OF THE CURRENT GEORGIA ATTORNEY OATH

In 1986, Emory University President James T. Laney delivered a lecture on “Moral

Authority in the Professions.”  While expressing concern about the decline in moral authority of all

the professions, he focused on the legal profession because of the respect and confidence in which

it has traditionally been held and because it has been viewed as serving the public in unique and

important ways.  Dr. Laney expressed the fear that the loss of moral authority has as serious a

consequence for society at large as it does for the legal profession.

For its part, the Georgia Supreme Court took an important step to further the professionalism 

moment in Georgia.  At the first convocation on professionalism, the Court announced and

administered to those present a new Georgia attorney’s oath emphasizing the virtue of truthfulness,

reviving language dating back to 1729.  Reflecting the idea that the word “profession” derives from

a root meaning “to avow publicly,” this new oath of admission to the State Bar of Georgia indicates

that whatever other expectations might be made of lawyers, truth-telling is expected, always and

everywhere, of every true professional.  Since the convocation, the new oath has been administered

to thousands of lawyers in circuits all over the state.  

Attorney’s Oath

I,_____________, swear that I will truly and honestly, justly, and uprightly demean myself,

according to the laws, as an attorney, counselor, and solicitor, and that I will support and defend

the Constitution of the United States and the Constitution of the State of Georgia.  So help me God.

In 2002, at the request of then-State Bar President George E. Mundy, the Committee on

Professionalism was asked to revise the Oath of Admission to make the wording more relevant to

the current practice of law, while retaining the original language calling for lawyers to “truly and

honestly, justly and uprightly” conduct themselves.  The revision was approved by the Georgia

Supreme Court in 2002.

APPENDIX B

MISSION STATEMENT

The mission of the Chief Justice’s Commission on

Professionalism is to support and encourage lawyers to exercise

the highest levels of professional integrity in their relationships

with their clients, other lawyers, the courts, and the public and

to fulfill their obligations to improve the law and the legal

system and to ensure access to that system.

CALLING TO TASKS

The Commission seeks to foster among lawyers an active

awareness of its mission by calling lawyers to the following

tasks, in the words of former Chief Justice Harold Clarke:

1. To recognize that the reason for the existence of lawyers

is to act as problem solvers performing their service on

behalf of the client while adhering at all times to the

public interest;

2. To utilize their special training and natural talents in

positions of leadership for societal betterment;

3. To adhere to the proposition that a social conscience and

devotion to the public interest stand as essential elements

of lawyer professionalism.
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DEVELOPMENT OF THE CURRENT GEORGIA ATTORNEY OATH

In 1986, Emory University President James T. Laney delivered a lecture on “Moral

Authority in the Professions.”  While expressing concern about the decline in moral authority of all

the professions, he focused on the legal profession because of the respect and confidence in which

it has traditionally been held and because it has been viewed as serving the public in unique and

important ways.  Dr. Laney expressed the fear that the loss of moral authority has as serious a
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the current practice of law, while retaining the original language calling for lawyers to “truly and

honestly, justly and uprightly” conduct themselves.  The revision was approved by the Georgia

Supreme Court in 2002.

APPENDIX B

MISSION STATEMENT

The mission of the Chief Justice’s Commission on

Professionalism is to support and encourage lawyers to exercise
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system and to ensure access to that system.

CALLING TO TASKS

The Commission seeks to foster among lawyers an active

awareness of its mission by calling lawyers to the following

tasks, in the words of former Chief Justice Harold Clarke:

1. To recognize that the reason for the existence of lawyers

is to act as problem solvers performing their service on
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2. To utilize their special training and natural talents in
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APPENDIX D

A LAWYER’S CREED

To my clients, I offer faithfulness, competence, diligence, and good

judgement.  I will strive to represent you as I would want to be represented and to be

worthy of your trust.

To the opposing parties and their counsel, I offer fairness, integrity, and

civility.  I will seek reconciliation and, if we fail, I will strive to make our dispute a

dignified one.

To the courts, and other tribunals, and to those who assist them, I offer

respect, candor, and courtesy.  I will strive to do honor to the search for justice.

To my colleagues in the practice of law, I offer concern for your welfare.  I

will strive to make our association a professional friendship.

To the profession, I offer assistance.  I will strive to keep our business a

profession and our profession a calling in the spirit of public service.

To the public and our systems of justice, I offer service.  I will strive to

improve the law and our legal system, to make the law and our legal system available

to all, and to seek the common good through the representation of my clients.

Entered by Order of Supreme Court of Georgia, October 9, 1992, nunc pro tunc July 3, 1990; Part IX of the

Rules and Regulations of the State Bar of Georgia, as amended September 10, 2003 and April 26, 2013

APPENDIX C

OATH OF ADMISSION

TO THE STATE BAR OF GEORGIA

“I,___________________, swear that I will truly and honestly,

justly and uprightly conduct myself as a member of this learned

profession and in accordance with the Georgia Rules of

Professional Conduct, as an attorney and counselor and that I will

support and defend the Constitution of the United States and the

Constitution of the State of Georgia.  So help me God.”

As revised by the Supreme Court of Georgia, April 20, 2002
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GENERAL ASPIRATIONAL IDEALS

As a lawyer, I will aspire:

(a) To put fidelity to clients and, through clients, to the common good, before selfish

interests.

(b) To model for others, and particularly for my clients, the respect due to those we call

upon to resolve our disputes and the regard due to all participants in our dispute

resolution processes.

(c) To avoid all forms of wrongful discrimination in all of my activities including

discrimination on the basis of race, religion, sex, age, handicap, veteran status, or

national origin.  The social goals of equality and fairness will be personal goals for

me.

(d) To preserve and improve the law, the legal system, and other dispute resolution

processes as instruments for the common good.

(e) To make the law, the legal system, and other dispute resolution processes available

to all.

(f) To practice with a personal commitment to the rules governing our profession and

to encourage others to do the same.

(g) To preserve the dignity and the integrity of our profession by my conduct.  The

dignity and the integrity of our profession is an inheritance that must be maintained

by each successive generation of lawyers.

(h) To achieve the excellence of our craft, especially those that permit me to be the

moral voice of clients to the public in advocacy while being the moral voice of the

public to clients in counseling.  Good lawyering should be a moral achievement for

both the lawyer and the client.

(i) To practice law not as a business, but as a calling in the spirit of public service.

Entered by Order of Supreme Court of Georgia, October 9, 1992, nunc pro tunc July 3, 1990; Part IX of the

Rules and Regulations of the State Bar of Georgia, as amended September 10, 2003 and April 26, 2013

APPENDIX E

ASPIRATIONAL STATEMENT ON PROFESSIONALISM

The Court believes there are unfortunate trends of commercialization and loss of

professional community in the current practice of law.  These trends are manifested in an undue

emphasis on the financial rewards of practice, a lack of courtesy and civility among members of

our profession, a lack of respect for the judiciary and for our systems of justice, and a lack of

regard for others and for the common good.  As a community of professionals, we should strive

to make the internal rewards of service, craft, and character, and not the external reward of

financial gain, the primary rewards of the practice of law.  In our practices we should remember

that the primary justification for who we are and what we do is the common good we can achieve

through the faithful representation of people who desire to resolve their disputes in a peaceful

manner and to prevent future disputes.  We should remember, and we should help our clients

remember, that the way in which our clients resolve their disputes defines part of the character of

our society and we should act accordingly.

As professionals, we need aspirational ideals to help bind us together in a professional

community.  Accordingly, the Court issues the following Aspirational Statement setting forth

general and specific aspirational ideals of our profession.  This statement is a beginning list of the

ideals of our profession.  It is primarily illustrative.  Our purpose is not to regulate, and certainly

not to provide a basis for discipline, but rather to assist the Bar’s efforts to maintain a

professionalism that can stand against the negative trends of commercialization and loss of

community.  It is the Court’s hope that Georgia’s lawyers, judges, and legal educators will use the

following aspirational ideals to reexamine the justifications of the practice of law in our society and

to consider the implications of those justifications for their conduct.  The Court feels that

enhancement of professionalism can be best brought about by the cooperative efforts of the

organized bar, the courts, and the law schools with each group working independently, but also

jointly in that effort.

Entered by Order of Supreme Court of Georgia, October 9, 1992, nunc pro tunc July 3, 1990; Part IX of the

Rules and Regulations of the State Bar of Georgia, as amended September 10, 2003 and April 26, 2013
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GENERAL ASPIRATIONAL IDEALS
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(2) Grant reasonable requests for extensions or scheduling changes; and,

(3) Consult with opposing counsel in the scheduling of appearances, meetings,

and depositions.

(b) To treat opposing counsel in a manner consistent with his or her professional

obligations and consistent with the dignity of the search for justice.  

As a professional, I should:

(1) Not serve motions or pleadings in such a manner or at such a time as to

preclude opportunity for a competent response;

(2) Be courteous and civil in all communications;

(3) Respond promptly to all requests by opposing counsel;

(4) Avoid rudeness and other acts of disrespect in all meetings including

depositions and negotiations;

(5) Prepare documents that accurately reflect the agreement of all parties; and,

(6) Clearly identify all changes made in documents submitted by opposing

counsel for review.

As to the courts, other tribunals, and to those who assist them, I will aspire:

(a) To represent my clients in a manner consistent with the proper functioning of a fair,

efficient, and humane system of justice.  

As a professional, I should:

(1) Avoid non-essential litigation and non-essential pleading in litigation;

(2) Explore the possibilities of settlement of all litigated matters;

(3) Seek non-coerced agreement between the parties on procedural and

discovery matters;

(4) Avoid all delays not dictated by a competent presentation of a client’s

claims;

(5) Prevent misuses of court time by verifying the availability of key

participants for scheduled appearances before the court and by being

punctual; and,

(6) Advise clients about the obligations of civility, courtesy, fairness,

cooperation, and other proper behavior expected of those who use our

systems of justice.

(b) To model for others the respect due to our courts.  

As a professional I should:

(1) Act with complete honesty;

(2) Know court rules and procedures;

Entered by Order of Supreme Court of Georgia, October 9, 1992, nunc pro tunc July 3, 1990; Part IX of the

Rules and Regulations of the State Bar of Georgia, as amended September 10, 2003 and April 26, 2013

APPENDIX E

SPECIFIC ASPIRATIONAL IDEALS

As to clients, I will aspire:

(a) To expeditious and economical achievement of all client objectives.

(b) To fully informed client decision-making.  

As a professional, I should:

(1) Counsel clients about all forms of dispute resolution;

(2) Counsel clients about the value of cooperation as a means towards the

productive resolution of disputes;

(3) Maintain the sympathetic detachment that permits objective and

independent advice to clients;

(4) Communicate promptly and clearly with clients; and,

(5) Reach clear agreements with clients concerning the nature of the

representation.

(c) To fair and equitable fee agreements.  

As a professional, I should:

(1) Discuss alternative methods of charging fees with all clients;

(2) Offer fee arrangements that reflect the true value of the services rendered;

(3) Reach agreements with clients as early in the relationship as possible;

(4) Determine the amount of fees by consideration of many factors and not just

time spent by the attorney;

(5) Provide written agreements as to all fee arrangements; and,

(6) Resolve all fee disputes through the arbitration methods provided by the

State Bar of Georgia.

(d) To comply with the obligations of confidentiality and the avoidance of conflicting

loyalties in a manner designed to achieve the fidelity to clients that is the purpose

of these obligations.

As to opposing parties and their counsel, I will aspire:

(a) To cooperate with opposing counsel in a manner consistent with the competent

representation of all parties.  

As a professional, I should:

(1) Notify opposing counsel in a timely fashion of any cancelled appearance;

Entered by Order of Supreme Court of Georgia, October 9, 1992, nunc pro tunc July 3, 1990; Part IX of the

Rules and Regulations of the State Bar of Georgia, as amended September 10, 2003 and April 26, 2013
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(2) Grant reasonable requests for extensions or scheduling changes; and,

(3) Consult with opposing counsel in the scheduling of appearances, meetings,

and depositions.

(b) To treat opposing counsel in a manner consistent with his or her professional

obligations and consistent with the dignity of the search for justice.  

As a professional, I should:

(1) Not serve motions or pleadings in such a manner or at such a time as to

preclude opportunity for a competent response;

(2) Be courteous and civil in all communications;

(3) Respond promptly to all requests by opposing counsel;

(4) Avoid rudeness and other acts of disrespect in all meetings including

depositions and negotiations;
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(6) Clearly identify all changes made in documents submitted by opposing
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participants for scheduled appearances before the court and by being

punctual; and,

(6) Advise clients about the obligations of civility, courtesy, fairness,

cooperation, and other proper behavior expected of those who use our

systems of justice.

(b) To model for others the respect due to our courts.  

As a professional I should:

(1) Act with complete honesty;

(2) Know court rules and procedures;
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(2) Offer fee arrangements that reflect the true value of the services rendered;

(3) Reach agreements with clients as early in the relationship as possible;

(4) Determine the amount of fees by consideration of many factors and not just

time spent by the attorney;

(5) Provide written agreements as to all fee arrangements; and,

(6) Resolve all fee disputes through the arbitration methods provided by the

State Bar of Georgia.

(d) To comply with the obligations of confidentiality and the avoidance of conflicting

loyalties in a manner designed to achieve the fidelity to clients that is the purpose

of these obligations.

As to opposing parties and their counsel, I will aspire:

(a) To cooperate with opposing counsel in a manner consistent with the competent

representation of all parties.  

As a professional, I should:

(1) Notify opposing counsel in a timely fashion of any cancelled appearance;
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As a professional, I should ensure that any advertisement of my services:

(1) is consistent with the dignity of the justice system and a learned profession;

(2) provides a beneficial service to the public by providing accurate information

about the availability of legal services;

(3) educates the public about the law and legal system;

(4) provides completely honest and straightforward information about my

qualifications, fees, and costs; and,

(5) does not imply that clients’ legal needs can be met only through aggressive

tactics.

(c) To provide the pro bono representation that is necessary to make our system of

justice available to all.

(d) To support organizations that provide pro bono representation to indigent clients.

(e) To improve our laws and legal system by, for example:

(1) Serving as a public official;

(2) Assisting in the education of the public concerning our laws and legal

system;

(3) Commenting publicly upon our laws; and,

(4) Using other appropriate methods of effecting positive change in our laws

and legal system.

Entered by Order of Supreme Court of Georgia, October 9, 1992, nunc pro tunc July 3, 1990; Part IX of the

Rules and Regulations of the State Bar of Georgia, as amended September 10, 2003 and April 26, 2013
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(3) Give appropriate deference to court rulings;

(4) Avoid undue familiarity with members of the judiciary;

(5) Avoid unfounded, unsubstantiated, or unjustified public criticism of

members of the judiciary;

(6) Show respect by attire and demeanor;

(7) Assist the judiciary in determining the applicable law; and,

(8) Seek to understand the judiciary’s obligations of informed and impartial

decision-making.

As to my colleagues in the practice of law, I will aspire:

(a) To recognize and to develop our interdependence;

(b) To respect the needs of others, especially the need to develop as a whole person;

and,

(c) To assist my colleagues become better people in the practice of law and to accept

their assistance offered to me.

As to our profession, I will aspire:

(a) To improve the practice of law.  

As a professional, I should:

(1) Assist in continuing legal education efforts;

(2) Assist in organized bar activities; and,

(3) Assist law schools in the education of our future lawyers.

(b) To protect the public from incompetent or other wrongful lawyering.  

As a professional, I should:

(1) Assist in bar admissions activities;

(2) Report violations of ethical regulations by fellow lawyers; and,

(3) Assist in the enforcement of the legal and ethical standards imposed upon

all lawyers.

As to the public and our systems of justice, I will aspire:

(a) To counsel clients about the moral and social consequences of their conduct.

(b) To consider the effect of my conduct on the image of our systems of justice

including the social effect of advertising methods. 

Entered by Order of Supreme Court of Georgia, October 9, 1992, nunc pro tunc July 3, 1990; Part IX of the
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As a professional, I should ensure that any advertisement of my services:

(1) is consistent with the dignity of the justice system and a learned profession;

(2) provides a beneficial service to the public by providing accurate information

about the availability of legal services;

(3) educates the public about the law and legal system;

(4) provides completely honest and straightforward information about my

qualifications, fees, and costs; and,

(5) does not imply that clients’ legal needs can be met only through aggressive

tactics.

(c) To provide the pro bono representation that is necessary to make our system of

justice available to all.

(d) To support organizations that provide pro bono representation to indigent clients.

(e) To improve our laws and legal system by, for example:

(1) Serving as a public official;

(2) Assisting in the education of the public concerning our laws and legal

system;

(3) Commenting publicly upon our laws; and,

(4) Using other appropriate methods of effecting positive change in our laws

and legal system.
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As to my colleagues in the practice of law, I will aspire:

(a) To recognize and to develop our interdependence;

(b) To respect the needs of others, especially the need to develop as a whole person;

and,

(c) To assist my colleagues become better people in the practice of law and to accept

their assistance offered to me.

As to our profession, I will aspire:

(a) To improve the practice of law.  

As a professional, I should:

(1) Assist in continuing legal education efforts;

(2) Assist in organized bar activities; and,

(3) Assist law schools in the education of our future lawyers.

(b) To protect the public from incompetent or other wrongful lawyering.  

As a professional, I should:

(1) Assist in bar admissions activities;

(2) Report violations of ethical regulations by fellow lawyers; and,

(3) Assist in the enforcement of the legal and ethical standards imposed upon

all lawyers.

As to the public and our systems of justice, I will aspire:

(a) To counsel clients about the moral and social consequences of their conduct.

(b) To consider the effect of my conduct on the image of our systems of justice

including the social effect of advertising methods. 

Entered by Order of Supreme Court of Georgia, October 9, 1992, nunc pro tunc July 3, 1990; Part IX of the

Rules and Regulations of the State Bar of Georgia, as amended September 10, 2003 and April 26, 2013



ICLE/ICJE Social Media and Technology Seminar
152 of 246

LAYWERS NEED TO KNOW ABOUT TECHNOLOGY IN PRACTICE 
 

Nicole Iannarone* 
 

INTRODUCTION  
 
To say that the legal profession is rooted in tradition would be an 

understatement.  Legal education adopted its primary teaching method, the 
case method, early in the last century.  As one legal ethics scholar describes 
it: “Lawyers historically have been reluctant to embrace new inventions, 
resisting the newfangled invention of the telephone as undignified, looking 
skeptically at mechanical devices like typewriters, and even avoiding taking 
elevators.”1  The legal profession has, however, undoubtedly entered an age 
where lawyers who ignore technology are putting their practices and their 
clients at risk. 

 
The American Bar Association’s Commission on Ethics 20/20 aimed to 

revise lawyer ethics rules in light of technological changes.2 After years of 
study, the group made several changes to its Model Rules of Professional 
Conduct to address technology's impact on law practice.3  The changes, years 
in the making, give very little specific and practical information on the steps 
lawyers must take to ensure technological competence, instead recognizing 
that technology simply changes too quickly to specifically describe how 
lawyers should interact with specific technologies.4   

 
Thus, the most significant change to the ABA Model Rules of 

Professional Conduct as a result of Ethics 20/20 was a change to a comment 
following ABA Model Rule 1.1, Competence, adding language informing 

                                                
* Associate Clinical Professor and Director, Investor Advocacy Clinic, Georgia State 

University College of Law.   
1 Catherine J. Lanctot, Becoming a Competent 21st Century Legal Ethics Professor: 

Everything You Always Wanted to Know About Technology (But Were Afraid to Ask), 2015 
Prof. Law. 75, 76 (2015). 

2 American Bar Association, ABA Commission on Ethics 20/20, available at 
http://www.americanbar.org/groups/professional_responsibility/aba_commission_on_ethic
s_20_20.html. 

3 See American Bar Association, August 2012 Amendments to ABA Model Rules of 
Professional Conduct, available at 
http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20120808_house
_action_compilation_redline_105a-f.authcheckdam.pdf. 

4 Agnieszka McPeak, Social Media Snooping and Its Ethical Bounds, 46 Ariz. St. L.J. 
845, 858 (2014) (“it may be that no precise framework of legal ethics rules can effectively 
address specific scenarios surrounding new technology like social media, as technological 
advances move more quickly than any rule-making process.”). 
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lawyers that they must understand and keep up to date on technology.  The 
revised Comment [8] describes the duty of competence and how lawyers are 
to ensure compliance with it as follows:  

 
To maintain the requisite knowledge and skill, a lawyer should 
keep abreast of changes in the law and its practice, including 
the benefits and risks associated with relevant technology, 
engage in continuing study and education and comply with all 
continuing legal education requirements to which the lawyer 
is subject.5 

 
Similarly, confidentiality is vital to the client-attorney relationship – we 

want clients to be forthright with their lawyers. Without full information, 
lawyers cannot fulfill their duty of competence. Moreover, lawyers cannot be 
competent if they do not protect confidentiality and understand the risks of 
our technological world.  Confidentiality covers all information the lawyer 
gains while working with a client, whether the lawyer receives it directly 
from a client or not.6 Under such a broad definition, a significant amount of 
material is confidential.  Due to the sensitivity of information that we lawyers 
receive to simply do our jobs, we also owe our clients a duty to take steps to 
protect all of their information.  Though our jobs are to practice law, the 
practice of law increasingly means more than just being up to speed on the 
latest court cases and rules. In today's world, lawyers also need to understand 
the technology-related risks to their clients' confidential information. 

 
While lawyers would probably prefer more specific information on what 

they should do to implement their competence and confidentiality 
obligations, perhaps the ethics rules are not the right place to talk about 
specific steps that lawyers should take. Technologies change on a seemingly 
daily basis, making it difficult to describe what we should do tomorrow, let 
alone a year from now. Although it would be too burdensome to require 
lawyers to adhere to a standard requiring them to become technological 
experts working every day to outsmart the criminal element, that does not 
mean that lawyers can't do anything.  This essay will explore common 
questions concerning technology and its impact on law practice. 

 
 

 

                                                
5 ABA Model Rule 1.1, Comment [8]. 
6 See ABA Model Rule 1.6. 
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is subject.5 
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the technology-related risks to their clients' confidential information. 

 
While lawyers would probably prefer more specific information on what 

they should do to implement their competence and confidentiality 
obligations, perhaps the ethics rules are not the right place to talk about 
specific steps that lawyers should take. Technologies change on a seemingly 
daily basis, making it difficult to describe what we should do tomorrow, let 
alone a year from now. Although it would be too burdensome to require 
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experts working every day to outsmart the criminal element, that does not 
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5 ABA Model Rule 1.1, Comment [8]. 
6 See ABA Model Rule 1.6. 
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I.  THE ETHICAL DUTY OF TECHNOLOGICAL COMPETENCE BEYOND THE ABA 

 
The American Bar Association’s Model Rules of Professional Conduct 

are just that: a model set of ethics rules for licensing jurisdictions to consider 
when evaluating the ethical rules that will govern the actions of lawyers 
within their jurisdiction.7  Though they serve as a guide for regulators in 
licensing jurisdictions, each lawyer must look to the ethics rules in the 
jurisdiction(s) where she is licensed to determine the relevant standards. 

 
 Not all states have adopted the ABA’s technological competence 

comment.  In the five years since the ABA added “the benefits and risks 
associated with relevant technology”8 to its comment describing the bounds 
of the duty of competence, more than half of the states have taken their own 
steps to adopt technology as a specifically enumerated component of 
competence.9  Lawyers in Arizona, Arkansas, Colorado, Connecticut, 
Delaware, Florida, Idaho, Illinois,10 Iowa, Kansas,11 Kentucky, 
Massachusetts, Minnesota, Missouri, Nebraska, New Hampshire, New 
Mexico, New York, North Carolina, North Dakota, Ohio, Oklahoma, 
Pennsylvania, Tennessee, Utah, Virginia, Washington, West Virginia, 
Wisconsin, and Wyoming are all required to understand how relevant 

                                                
7  See American Bar Association, Model Rules of Professional Conduct, available at 

http://www.americanbar.org/groups/professional_responsibility/publications/model_rules_
of_professional_conduct.html (“The ABA Model Rules of Professional Conduct were 
adopted by the ABA House of Delegates in 1983.  They serve as models for the ethics rules 
of most states.”).  See also Agnieszka McPeak, Social Media Snooping and Its Ethical 
Bounds, 46 Ariz. St. L.J. 845, 851 (2014) (“Most states base their codes on a version of the 
ABA’s model ethics rules, with state-specific variation in some instances.”). 

8  Model Rules of Professional Conduct Rule 1.1, Cmt [8]. 
9 Robert Ambrogi, 31 States Have Adopted Ethical Duty of Technology Competence, 

Law Sites, available at http://www.lawsitesblog.com/2015/03/11-states-have-adopted-
ethical-duty-of-technology-competence.html (last accessed May 18, 2018) (collecting state 
ethical requirements concerning technological competence). 
10 Daniel A. Cotter, The Use of Technology by Lawyers and the Rules of Professional 
Conduct, CBA Rec., at 30, 31 (Sept. 2016) (“On October 15, 2015, the Illinois Supreme 
Court amended Rule 1.6(e) of the Illinois Rules of Professional Conduct (“RPC”) to 
require that lawyers make reasonable efforts to prevent unauthorized access to client data, 
and imposing an affirmative duty on lawyers to understand the relevant technology.”). 
11 M. H. Hoeflich & Frank Siler, New Technologies and Lawyer Competence, J. Kan. B. 
Ass'n, July/August 2016, at 38, 39 (“To codify the technology aspect of maintaining 
competence, in March of 2014 the Kansas Supreme Court adopted a modification to the 
Competence rule's Comments. Comment [8] now states “To maintain the requisite 
knowledge and skill, a lawyer should keep abreast of changes in the law and its practice, 
including the benefits and risks associated with relevant technology…”) (emphasis in 
original). 
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technology impacts their practices.12  Florida has taken the recent step of 
requiring, starting January 1, 2017, that in every CLE cycle, its members 
receive three hours of technology CLE training.13 

 
Lawyers in states, like Georgia, that have not yet adopted Comment [8] 

concerning technological competence are not exempt from the duty.  The 
drafters of the change noted that the comment merely provides additional 
information explaining the parameters of a duty already part of the 
competence rule.  Thus, all lawyers should assume that technological 
competence is one of the duties they owe their clients as part of the broader 
duty of competence.   

 
II. CLOUD COMPUTING 

 
You may have your head up in the clouds if you have not heard the buzz 

surrounding cloud computing.14   As clients pressure firms to decrease costs 
and increase accessibility of data, more and more lawyers are beginning to 
embrace the technology.  Cloud computing technology is not without its 
risks.  The Federal Trade Commission has received complaints concerning 
inadequate security on the cloud.15  Even more disconcerting is the FBI’s 
warning to law firms that they were “being specifically targeted by hackers 
who have designs of accessing the firms’ databases.”16 These threats 
underscore the main ethical concern in cloud computing: confidentiality. 

   
Recognizing the confidentiality concern, the American Bar Association 

Ethics 20/20 Commission’s working group on the “Implications of New 
Technologies” proposed a series of changes to the Model Rules that were 

                                                
12 Robert Ambrogi, 31 States Have Adopted Ethical Duty of Technology Competence, 

Law Sites, available at http://www.lawsitesblog.com/2015/03/11-states-have-adopted-
ethical-duty-of-technology-competence.html (last accessed May 18, 2018).   

13 See, Victor Li, Florida Supreme Court Approves Mandatory Tech CLE Classes for 
Lawyers, ABA Journal (Sept. 30, 2016), available at 
http://www.abajournal.com/news/article/florida_supreme_court_approves_mandatory_tech
_cles_for_lawyers.   

14  Cloud computing “refers to a category of software that’s delivered over the Internet 
via a Web browser . . . rather than installed directly on the user’s computer. The cloud offers 
certain advantages in terms of minimal upfront costs, flexibility and mobility, and ease of 
use.” Cloud Ethics Opinions Around the U.S., 
https://www.americanbar.org/groups/departments_offices/legal_technology_resources/res
ources/charts_fyis/cloud-ethics-chart.html.   

15  Id. 
16  Id.  See also Jennifer Smith, Client Secrets at Risk as Hackers Target Law Firms, 

WALL ST. J. LAW BLOG, June 24, 2012, http://blogs.wsj.com/law/2012/06/25/dont-click-on-
that-link-client-secrets-at-risk-as-hackers-target-law-firms/. 
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Law Sites, available at http://www.lawsitesblog.com/2015/03/11-states-have-adopted-
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13 See, Victor Li, Florida Supreme Court Approves Mandatory Tech CLE Classes for 
Lawyers, ABA Journal (Sept. 30, 2016), available at 
http://www.abajournal.com/news/article/florida_supreme_court_approves_mandatory_tech
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14  Cloud computing “refers to a category of software that’s delivered over the Internet 
via a Web browser . . . rather than installed directly on the user’s computer. The cloud offers 
certain advantages in terms of minimal upfront costs, flexibility and mobility, and ease of 
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15  Id. 
16  Id.  See also Jennifer Smith, Client Secrets at Risk as Hackers Target Law Firms, 

WALL ST. J. LAW BLOG, June 24, 2012, http://blogs.wsj.com/law/2012/06/25/dont-click-on-
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ultimately adopted.17  The first, discussed in our introduction, added a 
comment to the competence rule, making explicit that lawyers must 
understand “the benefits and risks associated with relevant technologies.” 18   

 
In addition, the Model Rules require lawyers to make “reasonable efforts” 

to ensure that client information is not inadvertently disclosed or that it is not 
improperly accessed.19  While such “reasonable efforts” are not specifically 
described, a new Comment 18 describes certain “[f]actors to be considered 
in determining the reasonableness of the lawyer’s efforts.” 20  Clients may 
require lawyers to go further or, with informed consent, “forgo security 
measures that would otherwise be required.”21  Specifically unaddressed by 
Model Rule 1.1 are two important points that lawyers should consider: (1) 
duties to protect information and maintain privacy that arise from other laws 
and (2) notification requirements arising from other sources of law when an 
unauthorized breach or other data loss occurs.22   

 
Numerous state bar associations have issued ethical opinions on cloud 

computing, each permitting its use when reasonable care is exercised.23 As 
defined by these jurisdictions, reasonable care24 and best practices when 

                                                
17  Catherine S. Reach, Rachel Packer, & Paul Bateman, Ethical Challenges on the 

Horizon: Confidentiality, Competence and Cloud Computing, ABA Section of Litigation 
Section Annual Conference (April 2013).  

18  MODEL RULES OF PROF’L CONDUCT R. 1.1, cmt. 6. 
19  MODEL RULES OF PROF’L CONDUCT R. 1.6(c).  
20  MODEL RULES OF PROF’L CONDUCT R. 1.6, cmt. 18 (these factors “include, but are 

not limited to, the sensitivity of the information, the likelihood of disclosure if additional 
safeguards are not employed, the cost of employing additional safeguards, the difficulty of 
implementing the safeguards, and the extent to which the safeguards adversely affect the 
lawyer’s ability to represent clients (e.g., by making a device or important piece of software 
excessively difficult to use).”).  

21  Id. 
22  See id. 
23  Cloud Ethics Opinions Around the U.S., 

https://www.americanbar.org/groups/departments_offices/legal_technology_resources/res
ources/charts_fyis/cloud-ethics-chart.html.   

24  The Pennsylvania Bar Association has gone so far as to list fifteen practices that 
would meet the “standard of reasonable care.”  See Pa. Bar Ass’n Comm. on Legal Ethics & 
Prof’l Responsibility, Formal Op. 2011-200 (2011) (these practices include backing up data, 
installing firewalls, only providing necessary information to others, avoiding inadvertent 
disclosure of information, verifying the identity of individuals to whom the attorney provides 
information and refusing to disclose information without said verification, encrypting data, 
implementing audit trail procedures to monitor who accesses the data, creating plans to 
address security breaches, providing training on cloud computing, maintaining a physical 
copy of the information onsite, creating alternate ways to access the information, as well as 
a host of suggestions for the agreement between the attorney and provider).  
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using cloud computing may include the following steps:   

 
• Investigate how the data is stored and secured; 25 

 
• Ensure that a confidentiality agreement is followed;26 

 
• Stay up to date with  emerging technology best practices;27  

 
• Consult experts in technology if the attorney is not a technology 

expert;28 
 

• Ensure “[r]easonable security precautions” are in place, such as 
password protection and encryption;29  
 

• Ensure the vendor understands legal confidentiality 
requirements;30 
 

• Consider whether certain types of information are so sensitive 
that client consent should be requested.31  
 

The American Bar Association provides further guidance, recommending 
that lawyers ask and answer a series of questions concerning ethics and 
security when considering cloud computing.32 

                                                
25  Ala. State Bar Office of General Counsel, Formal Op. 201-02 (2010). 
26 Id. 
27  Id. 
28  State Bar of Calif. Comm. on Prof’l Responsibility & Conduct, Formal Op. 2010-

179 (2010).  
29  State Bar of Ariz. Ethics Comm., Formal Op. 09-04 (2009).  
30  State Bar of Nev. Comm. on Ethics & Prof’l Responsibility, Formal Op. 33 (2006).  
31  N.H. Bar Ass’n Ethics Comm., Advisory Op. 2012-13/04 (2013).  
32  These questions include:  (1) How does the vendor safeguard the 

privacy/confidentiality of stored data? (2) How often is the user's data backed up? Does the 
vendor backup data in multiple data centers in different geographic locations to safeguard 
against natural disaster? (3)  What is the history of the vendor? Where do they derive their 
funding? How stable are they financially? (4)  Can I get my data “off” their servers for my 
own offline use/backup? If I decide to cancel my subscription to the software, will I get my 
data? Is data supplied in a non-proprietary format that is compatible with other software? (5)  
Does the vendor's Terms of Service or Service Level Agreement address confidentiality and 
security? If not, would the vendor be willing to sign a confidentiality agreement in keeping 
with your professional responsibilities?  Cloud Computing/Software as a Service for 
Lawyers, ABA LAW PRACTICE DIVISION, 
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resou
rces/charts_fyis/saas.html.    



ICLE/ICJE Social Media and Technology Seminar
157 of 246

18-May-18]  Technology in Practice  5 
 
ultimately adopted.17  The first, discussed in our introduction, added a 
comment to the competence rule, making explicit that lawyers must 
understand “the benefits and risks associated with relevant technologies.” 18   

 
In addition, the Model Rules require lawyers to make “reasonable efforts” 

to ensure that client information is not inadvertently disclosed or that it is not 
improperly accessed.19  While such “reasonable efforts” are not specifically 
described, a new Comment 18 describes certain “[f]actors to be considered 
in determining the reasonableness of the lawyer’s efforts.” 20  Clients may 
require lawyers to go further or, with informed consent, “forgo security 
measures that would otherwise be required.”21  Specifically unaddressed by 
Model Rule 1.1 are two important points that lawyers should consider: (1) 
duties to protect information and maintain privacy that arise from other laws 
and (2) notification requirements arising from other sources of law when an 
unauthorized breach or other data loss occurs.22   

 
Numerous state bar associations have issued ethical opinions on cloud 

computing, each permitting its use when reasonable care is exercised.23 As 
defined by these jurisdictions, reasonable care24 and best practices when 

                                                
17  Catherine S. Reach, Rachel Packer, & Paul Bateman, Ethical Challenges on the 

Horizon: Confidentiality, Competence and Cloud Computing, ABA Section of Litigation 
Section Annual Conference (April 2013).  

18  MODEL RULES OF PROF’L CONDUCT R. 1.1, cmt. 6. 
19  MODEL RULES OF PROF’L CONDUCT R. 1.6(c).  
20  MODEL RULES OF PROF’L CONDUCT R. 1.6, cmt. 18 (these factors “include, but are 

not limited to, the sensitivity of the information, the likelihood of disclosure if additional 
safeguards are not employed, the cost of employing additional safeguards, the difficulty of 
implementing the safeguards, and the extent to which the safeguards adversely affect the 
lawyer’s ability to represent clients (e.g., by making a device or important piece of software 
excessively difficult to use).”).  

21  Id. 
22  See id. 
23  Cloud Ethics Opinions Around the U.S., 

https://www.americanbar.org/groups/departments_offices/legal_technology_resources/res
ources/charts_fyis/cloud-ethics-chart.html.   

24  The Pennsylvania Bar Association has gone so far as to list fifteen practices that 
would meet the “standard of reasonable care.”  See Pa. Bar Ass’n Comm. on Legal Ethics & 
Prof’l Responsibility, Formal Op. 2011-200 (2011) (these practices include backing up data, 
installing firewalls, only providing necessary information to others, avoiding inadvertent 
disclosure of information, verifying the identity of individuals to whom the attorney provides 
information and refusing to disclose information without said verification, encrypting data, 
implementing audit trail procedures to monitor who accesses the data, creating plans to 
address security breaches, providing training on cloud computing, maintaining a physical 
copy of the information onsite, creating alternate ways to access the information, as well as 
a host of suggestions for the agreement between the attorney and provider).  
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using cloud computing may include the following steps:   

 
• Investigate how the data is stored and secured; 25 

 
• Ensure that a confidentiality agreement is followed;26 

 
• Stay up to date with  emerging technology best practices;27  

 
• Consult experts in technology if the attorney is not a technology 

expert;28 
 

• Ensure “[r]easonable security precautions” are in place, such as 
password protection and encryption;29  
 

• Ensure the vendor understands legal confidentiality 
requirements;30 
 

• Consider whether certain types of information are so sensitive 
that client consent should be requested.31  
 

The American Bar Association provides further guidance, recommending 
that lawyers ask and answer a series of questions concerning ethics and 
security when considering cloud computing.32 

                                                
25  Ala. State Bar Office of General Counsel, Formal Op. 201-02 (2010). 
26 Id. 
27  Id. 
28  State Bar of Calif. Comm. on Prof’l Responsibility & Conduct, Formal Op. 2010-

179 (2010).  
29  State Bar of Ariz. Ethics Comm., Formal Op. 09-04 (2009).  
30  State Bar of Nev. Comm. on Ethics & Prof’l Responsibility, Formal Op. 33 (2006).  
31  N.H. Bar Ass’n Ethics Comm., Advisory Op. 2012-13/04 (2013).  
32  These questions include:  (1) How does the vendor safeguard the 

privacy/confidentiality of stored data? (2) How often is the user's data backed up? Does the 
vendor backup data in multiple data centers in different geographic locations to safeguard 
against natural disaster? (3)  What is the history of the vendor? Where do they derive their 
funding? How stable are they financially? (4)  Can I get my data “off” their servers for my 
own offline use/backup? If I decide to cancel my subscription to the software, will I get my 
data? Is data supplied in a non-proprietary format that is compatible with other software? (5)  
Does the vendor's Terms of Service or Service Level Agreement address confidentiality and 
security? If not, would the vendor be willing to sign a confidentiality agreement in keeping 
with your professional responsibilities?  Cloud Computing/Software as a Service for 
Lawyers, ABA LAW PRACTICE DIVISION, 
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resou
rces/charts_fyis/saas.html.    
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III. USING SOCIAL MEDIA IN PRACTICE 

 
Social media sites that allow parties to share information online create 

numerous ethical issues for attorneys.  Stories concerning the misuse of 
online sharing platforms, such as Facebook, YouTube, Twitter, and blogs, 
abound in legal press.  This type of social media makes it easy to 
instantaneously share stories and other information.  This ease of use seems 
to be the root of the ethical violations resulting from the use of these 
technologies.  Before adding any information to social media, lawyers need 
to carefully consider both the ethical rules at issue and how the anticipated 
posting can impact their professional reputations and careers. 

 
Lawyers must be especially careful to avoid disclosure of confidential 

information, whether related to their own clients or arising out of their 
employment.33   For example, bar disciplinary authorities suspended an 
Illinois attorney for five months after he used YouTube and Facebook to post 
a video of an undercover sting where his client had purchased drugs.34  The 
attorney believed the video showed police planting evidence, and he titled the 
posting “Cops and Task Force Planting Drugs.”35  After the prosecutor 
suggested that the attorney carefully review the video, the attorney admitted 
that it showed the client had provided drugs and advised her to accept a plea.36  

                                                
See also Jason M. Rosenthal, Keeping Your Data, Not Your Head, in the Cloud, 

http://apps.americanbar.org/litigation/committees/insurance/articles/112213-data-cloud-
discovery.html. 

33  In addition to confidentiality, solicitation through social media is another 
problematic area.  The rules vary from jurisdiction to jurisdiction, so lawyers should carefully 
consider the applicable rule in their licensing jurisdiction.  For example, the Missouri Bar 
Association does not permit lawyers to solicit clients via Twitter, but the New York Bar 
Association permits attorneys to offer prizes to join a social media site so long as the prize 
offered is not otherwise illegal.  Mo. Bar Ass’n, Informal Op. 2009-0040 (2009); N.Y. State 
Bar Ass’n Comm. on Prof’l Ethics, Op. 873 (2011).   

34  See In re Jesse Raymond Gilsdorf, M.R. 26540 (Mar. 14, 2014), available at 
https://www.iardc.org/co_recentdiscdec_copy95.html. See also Debra Cassens Weiss, 
Lawyer Suspended for Posting Video of Undercover Drug Buy in Mistaken Belief it 
Exonerated Client, ABA JOURNAL, Mar. 19, 2014, 
http://www.abajournal.com/news/article/lawyer_suspended_for_posting_video_of_underco
ver_drug_buy_in_mistaken_belie/?utm_source=maestro&utm_medium=email&utm_camp
aign=weekly_email. 

35  Debra Cassens Weiss, Lawyer Suspended for Posting Video of Undercover Drug 
Buy in Mistaken Belief it Exonerated Client, ABA JOURNAL, Mar. 19, 2014, 
http://www.abajournal.com/news/article/lawyer_suspended_for_posting_video_of_underco
ver_drug_buy_in_mistaken_belie/?utm_source=maestro&utm_medium=email&utm_camp
aign=weekly_email. 

36  Id. 
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The client suffered adverse consequences as a result, including damage to her 
reputation and loss of friends.37  The attorney’s suspension resulted because 
the information, though it could have been used in a criminal proceeding open 
to the public, was nevertheless confidential.38  While the client’s informed 
consent might have made the posting permissible, in this particular case, the 
attorney did not adequately disclose and explain the risks and consequences 
of the posting.39 

 
Similarly, a Florida public defender found herself without a job after 

making an off-the-cuff comment about a client in a Facebook posting.  Unlike 
the Illinois case, the posting did not go to the substance of the legal matter 
but it nevertheless constituted a confidentiality violation, caused a mistrial, 
and resulted in her firing.40  The offending post:  a photo of the leopard-
printed underwear her client’s family brought for him to wear during court, 
with a caption making fun of its appropriateness as courtroom attire.41  

 
Both Wisconsin and Illinois courts have addressed attorney use of blogs, 

disciplining attorneys who posted confidential information, but holding that 
blogs are permissible if ethical rules, specifically including confidentiality, 
are followed.42  

 
Attorneys should also exercise caution when participating in online chat 

rooms and using listservs.  For example, the Oregon Bar Association 
disciplined a lawyer for sending an e-mail on a listserv disclosing confidential 
information related to the representation of a difficult client, including 
personal and medical information.43 However, the Oregon Bar Association 
has held that an attorney may consult with other attorneys via a listserv so 
long as the content remains general rather than disclosing specific 
information about the case or client.44 

 
When a lawyer is tempted to share any information about the 

                                                
37  Id. 
38  Id. 
39  Id. 
40  Martha Neil, Lawyer Puts Photo of Client’s Leopard-Print Undies on Facebook; 

Murder mistrial, Loss of Job Result, ABA JOURNAL, Sept. 13, 2012,  
http://www.abajournal.com/news/article/lawyer_puts_photo_of_clients_leopard-
print_undies_on_facebook_murder_mistri. 

41  Id. 
42  In re Peshek, Ill. Attorney Registration & Discovery Comm’n, 09 P.R. 0089 

(effective June 8, 2010); In re Peshek, 334 Wis.2d 373 (2011). 
43  Ore. State Bar Bulletin No. 80098 (Jan. 2007).  
44  Ore. State Bar, Formal Op. 2011-184 (2011).  
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online sharing platforms, such as Facebook, YouTube, Twitter, and blogs, 
abound in legal press.  This type of social media makes it easy to 
instantaneously share stories and other information.  This ease of use seems 
to be the root of the ethical violations resulting from the use of these 
technologies.  Before adding any information to social media, lawyers need 
to carefully consider both the ethical rules at issue and how the anticipated 
posting can impact their professional reputations and careers. 

 
Lawyers must be especially careful to avoid disclosure of confidential 

information, whether related to their own clients or arising out of their 
employment.33   For example, bar disciplinary authorities suspended an 
Illinois attorney for five months after he used YouTube and Facebook to post 
a video of an undercover sting where his client had purchased drugs.34  The 
attorney believed the video showed police planting evidence, and he titled the 
posting “Cops and Task Force Planting Drugs.”35  After the prosecutor 
suggested that the attorney carefully review the video, the attorney admitted 
that it showed the client had provided drugs and advised her to accept a plea.36  

                                                
See also Jason M. Rosenthal, Keeping Your Data, Not Your Head, in the Cloud, 

http://apps.americanbar.org/litigation/committees/insurance/articles/112213-data-cloud-
discovery.html. 

33  In addition to confidentiality, solicitation through social media is another 
problematic area.  The rules vary from jurisdiction to jurisdiction, so lawyers should carefully 
consider the applicable rule in their licensing jurisdiction.  For example, the Missouri Bar 
Association does not permit lawyers to solicit clients via Twitter, but the New York Bar 
Association permits attorneys to offer prizes to join a social media site so long as the prize 
offered is not otherwise illegal.  Mo. Bar Ass’n, Informal Op. 2009-0040 (2009); N.Y. State 
Bar Ass’n Comm. on Prof’l Ethics, Op. 873 (2011).   

34  See In re Jesse Raymond Gilsdorf, M.R. 26540 (Mar. 14, 2014), available at 
https://www.iardc.org/co_recentdiscdec_copy95.html. See also Debra Cassens Weiss, 
Lawyer Suspended for Posting Video of Undercover Drug Buy in Mistaken Belief it 
Exonerated Client, ABA JOURNAL, Mar. 19, 2014, 
http://www.abajournal.com/news/article/lawyer_suspended_for_posting_video_of_underco
ver_drug_buy_in_mistaken_belie/?utm_source=maestro&utm_medium=email&utm_camp
aign=weekly_email. 

35  Debra Cassens Weiss, Lawyer Suspended for Posting Video of Undercover Drug 
Buy in Mistaken Belief it Exonerated Client, ABA JOURNAL, Mar. 19, 2014, 
http://www.abajournal.com/news/article/lawyer_suspended_for_posting_video_of_underco
ver_drug_buy_in_mistaken_belie/?utm_source=maestro&utm_medium=email&utm_camp
aign=weekly_email. 

36  Id. 
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The client suffered adverse consequences as a result, including damage to her 
reputation and loss of friends.37  The attorney’s suspension resulted because 
the information, though it could have been used in a criminal proceeding open 
to the public, was nevertheless confidential.38  While the client’s informed 
consent might have made the posting permissible, in this particular case, the 
attorney did not adequately disclose and explain the risks and consequences 
of the posting.39 

 
Similarly, a Florida public defender found herself without a job after 

making an off-the-cuff comment about a client in a Facebook posting.  Unlike 
the Illinois case, the posting did not go to the substance of the legal matter 
but it nevertheless constituted a confidentiality violation, caused a mistrial, 
and resulted in her firing.40  The offending post:  a photo of the leopard-
printed underwear her client’s family brought for him to wear during court, 
with a caption making fun of its appropriateness as courtroom attire.41  

 
Both Wisconsin and Illinois courts have addressed attorney use of blogs, 

disciplining attorneys who posted confidential information, but holding that 
blogs are permissible if ethical rules, specifically including confidentiality, 
are followed.42  

 
Attorneys should also exercise caution when participating in online chat 

rooms and using listservs.  For example, the Oregon Bar Association 
disciplined a lawyer for sending an e-mail on a listserv disclosing confidential 
information related to the representation of a difficult client, including 
personal and medical information.43 However, the Oregon Bar Association 
has held that an attorney may consult with other attorneys via a listserv so 
long as the content remains general rather than disclosing specific 
information about the case or client.44 

 
When a lawyer is tempted to share any information about the 

                                                
37  Id. 
38  Id. 
39  Id. 
40  Martha Neil, Lawyer Puts Photo of Client’s Leopard-Print Undies on Facebook; 

Murder mistrial, Loss of Job Result, ABA JOURNAL, Sept. 13, 2012,  
http://www.abajournal.com/news/article/lawyer_puts_photo_of_clients_leopard-
print_undies_on_facebook_murder_mistri. 

41  Id. 
42  In re Peshek, Ill. Attorney Registration & Discovery Comm’n, 09 P.R. 0089 

(effective June 8, 2010); In re Peshek, 334 Wis.2d 373 (2011). 
43  Ore. State Bar Bulletin No. 80098 (Jan. 2007).  
44  Ore. State Bar, Formal Op. 2011-184 (2011).  
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representation of clients or that arises in the course of legal employment, he 
or she should carefully consider the confidentiality rules and obtain the 
proper authorizations.  Sharing of confidential information generally requires 
a client’s informed consent after a consultation that outlines all of the 
potential risks of the disclosure.45   

 
IV. PROTECTING AGAINST CYBERSECURITY THREATS 

 
Cybersecurity threats to lawyers, their firms and their clients have 

become even more commonplace in recent years.  The news is full of 
stories of hackers stealing sensitive information or holding computer 
systems hostage until the victim pays a ransom to get the data back.  In fact, 
“[l]aw firms are in the front line of cyber security threats, with hackers 
increasingly targeting the legal profession for the goldmine of sensitive and 
confidential client data firms hold.”46  Lawyers must learn about these 
threats and take steps to protect their clients and their firms from them. 

 
A.  Cybercriminals Target Law Firms 

 
Panamanian law firm Mossack Fonseca faced every lawyer’s nightmare 

after a huge data breach resulted in 11.5 million electronic files being 
shared with journalists, released by an activist claiming that the law firm 
was helping criminals.47  If there is one group the Panama Papers leak 
shouldn’t surprise, it is lawyers.  For years, experts have described lawyers 
as soft targets for hackers.48  The threat comes from foreign governments 
interested in learning state secrets.49  Criminals also target law firms, 

                                                
45   ABA Comm. on Ethics & Prof'l Responsibility, Formal Op. 457 (2010) (explaining 

that a lawyer may, with informed consent as required under Rules 1.6 and 1.9, identify 
current or former clients, or the scope of the matters involved, on the lawyer’s website). 

46 Jonathan Ames, Cyber Security: Lawyers are the Weakest Link, The Lawyer (October 
28, 2013) (available at https://www.thelawyer.com/issues/28-october-2013/cyber-security-
lawyers-are-the-weakest-link/).   

47 Caroline Mortimer, Panama Papers: Whistleblower Breaks Silence to Explain why 
they Leaked the 11.5m Files, available at 
http://www.independent.co.uk/news/world/politics/panama-papers-whistleblower-breaks-
silence-to-explain-why-he-leaked-the-115m-files-a7017691.html. 
48 Melissa Maleske, A Soft Target for Hacks, Law Firms Must Step up Data Security, 
Law360 (September 23, 2015) available at http://www.law360.com/articles/706312/a-soft-
target-for-hacks-law-firms-must-step-up-data-security; Daniel A. Cotter, The Use of 
Technology by Lawyers and the Rules of Professional Conduct, CBA Rec., at 30, 31 (Sept. 
2016) (“Attorneys and firms are increasingly the targets of hacking and phishing scams, 
and some law firms have been sued, facing allegations that the firms’ data security 
practices were insufficient to protect confidential client information.”). 

49 Ellen Rosen, Most Big Firms Have Had Some Hacking: Business of Law, Bloomberg 
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seeking profit on confidential deals and even hot stock tips.50  And, the 
advent of leak activism makes it more likely that the lawyers, who have 
access to their clients’ deepest secrets, are targeted.51   

 
Shortly after the data breach became public, Mossack Fonseca released a 

statement52 alleging that its actions were entirely legal and that they were not 
engaged in any activity that violated the law.  Assuming that the law firm’s 
statement as to the legality of their actions is correct, the firm's concurrent 
outrage at the breach of privacy should ring true for American lawyers. Data 
breaches and hactivism threaten the core of the client-lawyer relationship: the 
lawyer's duty to maintain client secrets.   

 
While it might be easy to characterize Mossack Fonseca’s security breach 

as an anomaly due to the particularly secretive nature of their work and 
privacy demands of their clientele,53 a lawyer who thinks she is immune from 
such threats acts at the peril of her clients.54 Think about the information 
attorneys obtain in order to competently represent their clients.  From social 
security numbers, bank accounts, tax returns, business secrets and future 
plans, we are privy to the most sensitive of information and our clients can 
be seriously damaged if that information gets into the wrong hands. 

 
 

                                                
(March 11, 2015), available at http://www.bloomberg.com/news/articles/2015-03-11/most-
big-firms-have-had-some-form-of-hacking-business-of-law. 

50 Martha Neil, Cybercriminals target 50 BigLaw Firms for Phishing Attacks Seeking 
Corporate Deal Info, ABA Journal (March 30, 2016), available at 
http://www.abajournal.com/news/article/posts_on_cyber_criminal_forum_outline_plans_fo
r_law_firm_hack_attacks_seeki/. 

51 Arne Hintz, Whistleblowers and Leak Activists Face Powerful Elites in Struggle to 
Control Information, The Conversation (April 6, 2016), available at 
http://theconversation.com/whistleblowers-and-leak-activists-face-powerful-elites-in-
struggle-to-control-information-57368. 

52 Mossack Fonseca’s Response to ICIJ (April 3, 2016), available at 
https://panamapapers.icij.org/blog/20160403-mossack-fonseca-response-icij.html. 

53 See Panama Grants bail to Mossack Fonseca Founders in Brazil Corruption Case, 
Reuters (Apr. 21, 2017) available at http://www.reuters.com/article/us-panama-corruption-
idUSKBN17O018 (“Mossack Fonseca emerged from obscurity in April 2016 with the 
Panama Papers, millions of documents stolen from the firm and leaked to the media that 
illustrated how the wealthy use offshore corporations to avoid taxes.”). 

54 See Karen M. Kroll, Cybersecurity Insurance is a ‘Must Have’ for Law Firms, ABA 
Journal (Nov. 1, 2016) available at 
http://www.abajournal.com/magazine/article/data_breach_insurance_coverage (“Nearly a 
quarter of law firms with 500 or more attorneys have experienced a cybersecurity 
breach…”). 
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representation of clients or that arises in the course of legal employment, he 
or she should carefully consider the confidentiality rules and obtain the 
proper authorizations.  Sharing of confidential information generally requires 
a client’s informed consent after a consultation that outlines all of the 
potential risks of the disclosure.45   
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systems hostage until the victim pays a ransom to get the data back.  In fact, 
“[l]aw firms are in the front line of cyber security threats, with hackers 
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confidential client data firms hold.”46  Lawyers must learn about these 
threats and take steps to protect their clients and their firms from them. 

 
A.  Cybercriminals Target Law Firms 

 
Panamanian law firm Mossack Fonseca faced every lawyer’s nightmare 

after a huge data breach resulted in 11.5 million electronic files being 
shared with journalists, released by an activist claiming that the law firm 
was helping criminals.47  If there is one group the Panama Papers leak 
shouldn’t surprise, it is lawyers.  For years, experts have described lawyers 
as soft targets for hackers.48  The threat comes from foreign governments 
interested in learning state secrets.49  Criminals also target law firms, 

                                                
45   ABA Comm. on Ethics & Prof'l Responsibility, Formal Op. 457 (2010) (explaining 

that a lawyer may, with informed consent as required under Rules 1.6 and 1.9, identify 
current or former clients, or the scope of the matters involved, on the lawyer’s website). 

46 Jonathan Ames, Cyber Security: Lawyers are the Weakest Link, The Lawyer (October 
28, 2013) (available at https://www.thelawyer.com/issues/28-october-2013/cyber-security-
lawyers-are-the-weakest-link/).   

47 Caroline Mortimer, Panama Papers: Whistleblower Breaks Silence to Explain why 
they Leaked the 11.5m Files, available at 
http://www.independent.co.uk/news/world/politics/panama-papers-whistleblower-breaks-
silence-to-explain-why-he-leaked-the-115m-files-a7017691.html. 
48 Melissa Maleske, A Soft Target for Hacks, Law Firms Must Step up Data Security, 
Law360 (September 23, 2015) available at http://www.law360.com/articles/706312/a-soft-
target-for-hacks-law-firms-must-step-up-data-security; Daniel A. Cotter, The Use of 
Technology by Lawyers and the Rules of Professional Conduct, CBA Rec., at 30, 31 (Sept. 
2016) (“Attorneys and firms are increasingly the targets of hacking and phishing scams, 
and some law firms have been sued, facing allegations that the firms’ data security 
practices were insufficient to protect confidential client information.”). 

49 Ellen Rosen, Most Big Firms Have Had Some Hacking: Business of Law, Bloomberg 
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statement52 alleging that its actions were entirely legal and that they were not 
engaged in any activity that violated the law.  Assuming that the law firm’s 
statement as to the legality of their actions is correct, the firm's concurrent 
outrage at the breach of privacy should ring true for American lawyers. Data 
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While it might be easy to characterize Mossack Fonseca’s security breach 

as an anomaly due to the particularly secretive nature of their work and 
privacy demands of their clientele,53 a lawyer who thinks she is immune from 
such threats acts at the peril of her clients.54 Think about the information 
attorneys obtain in order to competently represent their clients.  From social 
security numbers, bank accounts, tax returns, business secrets and future 
plans, we are privy to the most sensitive of information and our clients can 
be seriously damaged if that information gets into the wrong hands. 

 
 

                                                
(March 11, 2015), available at http://www.bloomberg.com/news/articles/2015-03-11/most-
big-firms-have-had-some-form-of-hacking-business-of-law. 

50 Martha Neil, Cybercriminals target 50 BigLaw Firms for Phishing Attacks Seeking 
Corporate Deal Info, ABA Journal (March 30, 2016), available at 
http://www.abajournal.com/news/article/posts_on_cyber_criminal_forum_outline_plans_fo
r_law_firm_hack_attacks_seeki/. 

51 Arne Hintz, Whistleblowers and Leak Activists Face Powerful Elites in Struggle to 
Control Information, The Conversation (April 6, 2016), available at 
http://theconversation.com/whistleblowers-and-leak-activists-face-powerful-elites-in-
struggle-to-control-information-57368. 

52 Mossack Fonseca’s Response to ICIJ (April 3, 2016), available at 
https://panamapapers.icij.org/blog/20160403-mossack-fonseca-response-icij.html. 

53 See Panama Grants bail to Mossack Fonseca Founders in Brazil Corruption Case, 
Reuters (Apr. 21, 2017) available at http://www.reuters.com/article/us-panama-corruption-
idUSKBN17O018 (“Mossack Fonseca emerged from obscurity in April 2016 with the 
Panama Papers, millions of documents stolen from the firm and leaked to the media that 
illustrated how the wealthy use offshore corporations to avoid taxes.”). 

54 See Karen M. Kroll, Cybersecurity Insurance is a ‘Must Have’ for Law Firms, ABA 
Journal (Nov. 1, 2016) available at 
http://www.abajournal.com/magazine/article/data_breach_insurance_coverage (“Nearly a 
quarter of law firms with 500 or more attorneys have experienced a cybersecurity 
breach…”). 
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B.  Lawyers’ Networks are Vulnerable to Virtual Kidnappers 
 
In May 2017, work across the globe ground to a halt after a malicious 

program locked computer networks at hospitals, government agencies, and 
private companies in more than 150 countries.55  The culprit, a ransomware 
program named “WannaCry,” likely started as a link or file attachment in an 
email that then executed a program that locks up the infected user’s 
computer, and, potentially, networked devices, until the impacted user pays 
a set sum, usually in Bitcoin.56  The Federal Trade Commission describes 
ransomware as “one of the most serious online threats facing people and 
business today.”57  Lawyers are not immune from this threat.  One law firm 
paid $25,000 in ransom after suffering a three-month computer lockout due 
to a ransomware attack.58  The 2016 attack cost the law firm more than the 
ransom payment: a lawsuit against the firm’s insurance company claims 
that the attack cost the firm $700,000 in lost billings.59 

 
C.  Protect Yourself and Your Clients by Learning about the Threats 
 
So, how exactly do lawyers meet the obligation to protect client 

information in a world where nefarious figures lurk in the dark and develop 
ever more dangerous cyber tools to profit illicitly?  This is where ABA Model 
Rule 1.1’s refusal to require specific advice becomes so important:  due to 
the ever changing and quickly evolving threats and opportunities, lawyers 
must learn about how the changing technology can impact them.60  
Recognizing that lawyers are experts in law, and not necessarily technology, 
the American Bar Association launched a Cybersecurity Legal Task Force to 
“examine risks posed by criminals, terrorists and nations that hope to steal 
personal and financial information, disrupt critical infrastructure, and wage a 
new kind of warfare on a battlefield of ones and zeroes.”61  The Cybersecurity 

                                                
55 Russell Goldman, What We Know and Don’t Know About the International 

Cyberattack, THE NEW YORK TIMES (May 12, 2017). 
56 Id. 
57 Federal Trade Commission, How to Defend Against Ransomware (November 10, 

2016) available at https://www.consumer.ftc.gov/blog/how-defend-against-ransomware. 
58 Debra Cassens Weiss, Victimized by Ransomware, Law Firm Sues Insurer for $700k 

in Lost Billings, ABA Journal (May 2, 2017), available at 
http://www.abajournal.com/news/article/victimized_by_ransomware_law_firm_sues_insur
er_for_700k_in_lost_billings/. 

59 Id. 
60 See ABA Model Rule 1.1, Comment [8]. 
61 American Bar Association, About the Task Force, available at 

http://www.americanbar.org/groups/leadership/office_of_the_president/cybersecurity/about
cyber.html. 
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Task Force compiles information and resources to help lawyers learn, 
prepare, and respond to cyber threats.62  Among the simplest ways to learn 
about technological threats is to review ABA Cyber Alerts.63  The American 
Bar Association transmits FBI alerts to member lawyers as threats are 
identified by law enforcement.64  The alerts describe the risk and outline how 
lawyers can protect their clients and their practices.65 

 
Another step lawyers can take to protect from these risks is to adopt 

good technological hygiene habits.  Experts recommend the use of anti-
virus software. 66  Ensure that software is up-to-date. 67  Exercise caution 
before opening a link in an email or downloading an email attachment.68 
Indeed, according to one study, “[c]orporate legal departments are more 
likely to open phishing emails than most other corporate departments.”69 
Maintain a secure backup maintained in a location other than your primary 
system.70  Lawyers may also want to consider purchasing cybersecurity 
insurance separate from any endorsement offered on their general policy.71 

 

                                                
62 See American Bar Association, ABA Cybersecurity Legal Task Force, available at 

http://www.americanbar.org/groups/leadership/office_of_the_president/cybersecurity.html.   
63 Id. 
64 Id.   
65 See, e.g., FBI Flash, available at 

http://www.americanbar.org/content/dam/aba/administrative/law_national_security/FLAS
H_WannaCry_FINAL.authcheckdam.pdf (describing WannaCry Ransomware risk and 
outlining prevention and remediation measures). 

66 Federal Trade Commission, How to Defend Against Ransomware (November 10, 
2016) available at https://www.consumer.ftc.gov/blog/how-defend-against-ransomware. 

67 Id. 
68 Id. (“According to one panelist, 91% of ransomware is downloaded through phishing 

emails.  You can also get ransomware from visiting a compromised site or through malicious 
online ads.”). 

69 Debra Cassens Weiss, Corporate Legal Departments are More Likely Than Others to 
Click on Phishing Emails, Study Finds, ABA Journal, available at 
http://www.abajournal.com/news/article/corporate_legal_departments_are_more_likely_th
an_others_to_click_on_phishin/?utm_source=maestro&utm_medium=email&utm_campai
gn=weekly_email (Aug. 27, 2015). 

70Federal Trade Commission, How to Defend Against Ransomware (November 10, 
2016) available at https://www.consumer.ftc.gov/blog/how-defend-against-ransomware. 
(“[M]ake it part of your routine to back up files on your computers and mobile devices often.  
When you’re done, log out of the cloud and unplug external hard drives so hackers can’t 
encrypt and lock up your back-ups, too.”). 

71 See Karen M. Kroll, Cybersecurity Insurance is a ‘Must Have’ for Law Firms, ABA 
Journal (Nov. 1, 2016) available at 
http://www.abajournal.com/magazine/article/data_breach_insurance_coverage (outlining 
characteristics of effective cybersecurity insurance policies). 
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B.  Lawyers’ Networks are Vulnerable to Virtual Kidnappers 
 
In May 2017, work across the globe ground to a halt after a malicious 

program locked computer networks at hospitals, government agencies, and 
private companies in more than 150 countries.55  The culprit, a ransomware 
program named “WannaCry,” likely started as a link or file attachment in an 
email that then executed a program that locks up the infected user’s 
computer, and, potentially, networked devices, until the impacted user pays 
a set sum, usually in Bitcoin.56  The Federal Trade Commission describes 
ransomware as “one of the most serious online threats facing people and 
business today.”57  Lawyers are not immune from this threat.  One law firm 
paid $25,000 in ransom after suffering a three-month computer lockout due 
to a ransomware attack.58  The 2016 attack cost the law firm more than the 
ransom payment: a lawsuit against the firm’s insurance company claims 
that the attack cost the firm $700,000 in lost billings.59 

 
C.  Protect Yourself and Your Clients by Learning about the Threats 
 
So, how exactly do lawyers meet the obligation to protect client 

information in a world where nefarious figures lurk in the dark and develop 
ever more dangerous cyber tools to profit illicitly?  This is where ABA Model 
Rule 1.1’s refusal to require specific advice becomes so important:  due to 
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“examine risks posed by criminals, terrorists and nations that hope to steal 
personal and financial information, disrupt critical infrastructure, and wage a 
new kind of warfare on a battlefield of ones and zeroes.”61  The Cybersecurity 

                                                
55 Russell Goldman, What We Know and Don’t Know About the International 

Cyberattack, THE NEW YORK TIMES (May 12, 2017). 
56 Id. 
57 Federal Trade Commission, How to Defend Against Ransomware (November 10, 

2016) available at https://www.consumer.ftc.gov/blog/how-defend-against-ransomware. 
58 Debra Cassens Weiss, Victimized by Ransomware, Law Firm Sues Insurer for $700k 

in Lost Billings, ABA Journal (May 2, 2017), available at 
http://www.abajournal.com/news/article/victimized_by_ransomware_law_firm_sues_insur
er_for_700k_in_lost_billings/. 

59 Id. 
60 See ABA Model Rule 1.1, Comment [8]. 
61 American Bar Association, About the Task Force, available at 

http://www.americanbar.org/groups/leadership/office_of_the_president/cybersecurity/about
cyber.html. 
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Task Force compiles information and resources to help lawyers learn, 
prepare, and respond to cyber threats.62  Among the simplest ways to learn 
about technological threats is to review ABA Cyber Alerts.63  The American 
Bar Association transmits FBI alerts to member lawyers as threats are 
identified by law enforcement.64  The alerts describe the risk and outline how 
lawyers can protect their clients and their practices.65 

 
Another step lawyers can take to protect from these risks is to adopt 

good technological hygiene habits.  Experts recommend the use of anti-
virus software. 66  Ensure that software is up-to-date. 67  Exercise caution 
before opening a link in an email or downloading an email attachment.68 
Indeed, according to one study, “[c]orporate legal departments are more 
likely to open phishing emails than most other corporate departments.”69 
Maintain a secure backup maintained in a location other than your primary 
system.70  Lawyers may also want to consider purchasing cybersecurity 
insurance separate from any endorsement offered on their general policy.71 
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V. UNDERSTANDING CAPABILITIES OF NEW TECHNOLOGIES 
 
As Amazon’s Alexa is nearly everywhere, her impact on the legal system 

is already being felt.  Her capability to record background conversations has 
led some prosecutors to subpoena her for recordings during their 
investigation of crimes.72   Her capabilities have also led to programs for 
lawyers – it appears that she “can even keep track of an attorney’s billable 
hours.” 73  Other technology, including smart televisions, have the same 
capabilities and capture background conversations even if users do not 
employ the voice-recognition capabilities of the device.74 In 2017, the 
President signed Senate Joint Resolution 34 which nullified a December 2016 
Federal Communications Commission rule that prohibited internet service 
providers (ISPs) from selling the results of their customers’ web searches.75  
After the resolution passed Congress, opponents of the repeal announced that 
they would seek to purchase the web histories of every member of Congress 
who voted in favor of the repeal.76  The thought of seeing a senator’s online 
search history probably makes us curious, and maybe even laugh a bit.  But 
if Siri, voice-recognition equipped TVs, and internet search histories are fair 
game, what does that mean for lawyers and law firms? 

 
Think of it this way:  what would opposing counsel be able to discover if 

they can legally obtain you or your law firm’s web search history?  Law firms 
are already prime targets for state-sponsored hackers due to the confidential 
information they possess, including their work on potential acquisitions, 
securities offerings, treaties, and even representation of celebrities.77  

                                                
72 Victor Li, Amazon’s Alexa Can Now Track Billable Hours, ABA Journal (May 10, 

2017, available at 
http://www.abajournal.com/news/article/amazons_alexa_can_now_track_billable_hours/?u
tm_source=maestro&utm_medium=email&utm_campaign=weekly_email. 

73 Victor Li, Amazon’s Alexa Can Now Track Billable Hours, ABA Journal (May 10, 
2017, available at 
http://www.abajournal.com/news/article/amazons_alexa_can_now_track_billable_hours/?u
tm_source=maestro&utm_medium=email&utm_campaign=weekly_email. 

74 Martha Neil, Be Careful What you Say When Your Smart TV is on, Samsung Warns 
Customers, ABA JOURNAL (February 9, 2015), available at 
http://www.abajournal.com/news/article/be_careful_what_you_say_when_your_smart_tv_i
s_on_samsung_warns_customers/.   

75 See S.J.Res.34, available at https://congress.gov/bill/115th-congress/senate-joint-
resolution/34/.  

76  See, e.g.,  Don Reisinger, ‘Cards Against Humanity’ Creator Threatens to Expose 
Congress Web History, Fortune (Mar. 30, 2017), available at 
http://fortune.com/2017/03/30/cards-of-humanity-congress/.  

77 See, e.g., China-based Hackers Target Law Firms to get Secret Deal Data, Bloomberg 
News (Feb. 2, 2012), available at 
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Allowing the purchase of search histories would make such confidential 
information legally available and permit savvy individuals to obtain advance 
information about financially lucrative events or their competitors’ legal  
strategies.78  This change, coupled with the 2012 technology amendments to 
the ABA Model Rules of Professional Conduct, raises substantial questions 
for lawyers and law firms.   

 
Lawyers should investigate their ethical obligations to protect client 

confidential information revealed in conversations surrounding voice-
recognition technology and internet searches and understand the risks that 
arise should they fail to do so.  While it is unclear whether lawyers will be 
permitted, or even required, under ethics rules to purchase web searches from 
competitor law firms’ ISPs, we nevertheless owe our clients the duty of 
confidentiality and should endeavor to protect sensitive information from 
collection and even potential waiver of the attorney-client privilege.  At the 
very least, before launching any new technology in your office, read the terms 
and conditions to understand if any information is being tracked, how it may 
be used, and whether you can opt out of the information collection. 

 
VI. PREVENTING CLIENT HARM FROM TECHNOLOGY   

 
Lawyers face increasing pressure from clients to ensure that their systems 

are secure.  Banks and financial services companies understand the risk of 
data security and are under intense scrutiny from regulators to ensure that 
they maintain sensitive information in a secure fashion.  Financial services 
companies with these responsibilities are increasingly viewing their outside 
lawyers as one of the greatest data security risks that they face.79  Lawyers 
and firms even face legal liability for information security vulnerabilities.  
For example, December 2016, Chicago law firm Johnson & Bell became the 
first firm in the United States sued in a putative class action for alleged data 
security vulnerabilities.80 

                                                
http://www.dailybusinessreview.com/id=1202541018550/Chinabased-hackers-target-law-
firms-to-get-secret-deal-
data?mcode=0&curindex=0&curpage=ALL&slreturn=20170303164616.  

78 See, e.g., Michael Barbaro and Tom Zeller Jr., A Face is Exposed for AOL Searcher 
No. 4417749, NY Times (Aug. 9, 2006) (detailing how AOL list of 20 million search queries 
in three month period allowed searchers to locate identity of users with ease). 

79 Jonathan Ames, Cyber Security: Lawyers are the Weakest Link, The Lawyer (Oct. 28, 
2013) (available at https://www.thelawyer.com/issues/28-october-2013/cyber-security-
lawyers-are-the-weakest-link/).   

80 Roy Strom, Chicago’s Johnson & Bell First US Firm Publicly Named in Data Security 
Class Action, The American Lawyers (Dec. 9, 2016), available at 
http://www.americanlawyer.com/id=1202774361560/Chicagos-Johnson--Bell-First-US-
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information legally available and permit savvy individuals to obtain advance 
information about financially lucrative events or their competitors’ legal  
strategies.78  This change, coupled with the 2012 technology amendments to 
the ABA Model Rules of Professional Conduct, raises substantial questions 
for lawyers and law firms.   

 
Lawyers should investigate their ethical obligations to protect client 

confidential information revealed in conversations surrounding voice-
recognition technology and internet searches and understand the risks that 
arise should they fail to do so.  While it is unclear whether lawyers will be 
permitted, or even required, under ethics rules to purchase web searches from 
competitor law firms’ ISPs, we nevertheless owe our clients the duty of 
confidentiality and should endeavor to protect sensitive information from 
collection and even potential waiver of the attorney-client privilege.  At the 
very least, before launching any new technology in your office, read the terms 
and conditions to understand if any information is being tracked, how it may 
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they maintain sensitive information in a secure fashion.  Financial services 
companies with these responsibilities are increasingly viewing their outside 
lawyers as one of the greatest data security risks that they face.79  Lawyers 
and firms even face legal liability for information security vulnerabilities.  
For example, December 2016, Chicago law firm Johnson & Bell became the 
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security vulnerabilities.80 
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79 Jonathan Ames, Cyber Security: Lawyers are the Weakest Link, The Lawyer (Oct. 28, 
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Class Action, The American Lawyers (Dec. 9, 2016), available at 
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While not all clients will broach the issue of information security with 

their lawyers, lawyers should broach the topic with their clients.  While not 
all individual clients will raise the information security and efficiency 
standards that the most sophisticated corporate clients will request, 
technology can nevertheless impact their cases, sometimes in an extremely 
detrimental fashion.  The risks can come from oversharing by providing too 
much access to information or not fully understanding the duty to preserve 
evidence. 

 
Lawyers should also be concerned with their clients’ use of social media, 

both pre-existing social media and any use of social media during the course 
of the matter.  Before accepting a case, many lawyers review a potential 
client’s social media accounts and advise them, as permitted in some 
jurisdictions, to change their social media privacy settings to render 
information posted on a social networking site non-public.81  It is important 
to distinguish the deleting of one’s content, which could very likely give rise 
to serious repercussions, such as spoliation sanctions, from changing one’s 
privacy settings.82  Importantly, when a client changes a privacy setting, the 
client does not delete the material but changes the ability of other social media 
users to view it.   

 
Some lawyers advise their clients to take a “social media vacation” during 

the course of a proceeding and not make any postings.  Clients should 
similarly be cautioned about the impact of reaching out to participants in the 
matter, such as the decision maker(s) or other parties, which could constitute 
impermissible contacts.   

 
Prudent lawyers should also advise their clients about how their social 

media use can impact their case even after it concludes.  Failure to do so can 
have a serious impact on a client’s interests.  In one recent example, a Florida 
man lost an $80,000 settlement from his former employer because of his 
daughter’s Facebook post about the confidential settlement.83  According to 

                                                
Firm-Publicly-Named-in-Data-Security-Class-Action?slreturn=20170419115647).  

81  E.g., PA Eth. Op. 2014-5 (Phila. Bar. Assn. Prof. Guid. Comm.), 2014 WL 3548813. 
82  Model Rule of Prof. Resp. 3.4(a) provides that a lawyer shall not “unlawfully obstruct 

another party’s access to evidence or unlawfully alter, destroy or conceal a document or other 
material having potential evidentiary value.”  For a general discussion of spoliation in the 
internet age, see John G. Browning, Burn After Reading: Preservation and Spoliation of 
Evidence in the Age of Facebook, 16 SMU SCI. & TECH. L. REV. 273 (2013). 

83  See David Smiley, Daughter’s Facebook Boast Costs Former Gulliver Prep 
Headmaster $80,000 Discrimination Settlement, MIAMI HERALD, Feb. 26, 2014, 
http://www.miamiherald.com/2014/02/26/3961605/daughters-facebook-boast-costs.html. 
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the Miami Herald, the confidentiality clause of the settlement agreement was 
breached as a result of the following post: “‘Mama and Papa Snay won the 
case against Gulliver’. . . ‘Gulliver is now officially paying for my vacation 
to Europe this summer. SUCK IT.’”84  To prevent our own clients from 
suffering the same fate, lawyers should have a conversation with their clients 
concerning the depth and breadth of the confidentiality clauses in a potential 
settlement agreement before the client signs it and remind the client about the 
provisions when the payment is received. 

 
Lawyers should also discuss their client’s email use prior to 

communication with the client over that media.  Some clients, particularly in 
older generations, share email accounts with their spouses or even children.  
If a lawyer sends a client communications via such an account, the attorney-
client privilege may be waived if others who have access to the account are 
not clients.  Similarly, lawyers should caution clients about the risks of using 
a work email account for communicating concerning the case as the client 
may not have any expectation of privacy when using the employer’s account 
and many work accounts provide access to individuals beyond the client 
(such as assistants or team members) who are not necessary parties to the 
representation.  At the very least, lawyers should have a discussion with their 
clients about their email use, who has access to the accounts, and the risks of 
using a non-private account if the client insists upon doing so. 

 
Finally, lawyers should take steps to understand the technology used 

during the pendency of a proceeding to ensure that it does not harm the client.  
In 2017, lawyers for Wells Fargo learned this lesson the hard way after 1.4 
gigabytes of information related to over 50,000 Wells Fargo customers, 
including identifying information, financial details, and social security 
numbers, was produced without any protective order or confidentiality 
provisions in place.85   The release purportedly occurred because the lawyer 
reviewing the documents did not fully understand the technology and the role 
of the vendor in the subsequent production.86  In particular, the view used to 
review the documents excluded many documents such that the lawyer did not 

                                                
84  Id. 
85 Serge F. Kovaleski and Stacy Cowley, Wells Fargo Accidentally Releases Trove of 

Data on Wealthy Clients, NY TIMES (July 21, 2017), available at 
https://www.nytimes.com/2017/07/21/business/dealbook/wells-fargo-confidential-data-
release.html?smid=pl-share.   

86 Debra Cassens Weiss, Lawyer’s E-discovery Error Led to Release of Confidential Info 
on Thousands of Wells Fargo Clients, ABA JOURNAL (July 27, 2017), available at 
http://www.abajournal.com/news/article/lawyers_e_discovery_error_led_to_release_of_co
nfidential_wells_fargo_client/?utm_source=maestro&utm_medium=email&utm_campaign
=weekly_email.   
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numbers, was produced without any protective order or confidentiality 
provisions in place.85   The release purportedly occurred because the lawyer 
reviewing the documents did not fully understand the technology and the role 
of the vendor in the subsequent production.86  In particular, the view used to 
review the documents excluded many documents such that the lawyer did not 

                                                
84  Id. 
85 Serge F. Kovaleski and Stacy Cowley, Wells Fargo Accidentally Releases Trove of 

Data on Wealthy Clients, NY TIMES (July 21, 2017), available at 
https://www.nytimes.com/2017/07/21/business/dealbook/wells-fargo-confidential-data-
release.html?smid=pl-share.   

86 Debra Cassens Weiss, Lawyer’s E-discovery Error Led to Release of Confidential Info 
on Thousands of Wells Fargo Clients, ABA JOURNAL (July 27, 2017), available at 
http://www.abajournal.com/news/article/lawyers_e_discovery_error_led_to_release_of_co
nfidential_wells_fargo_client/?utm_source=maestro&utm_medium=email&utm_campaign
=weekly_email.   
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review all documents for responsiveness, confidentiality, or privilege.87  In 
addition, documents that the lawyer marked for redaction were not redacted 
prior to production and the lawyer miscoded some documents for production 
that never should have been produced.88  This lawyer’s unfortunate, and well-
publicized, mistakes serve as a warning for us all.  Lawyers must understand 
how those we employ are using technology.   We must understand not only 
our role and that of the expert, but also how to use the technology provided 
by the expert before completing a task.  Finally, in the event of an inadvertent 
disclosure of information, we must immediately alert our client and take 
additional steps, including attempting to retrieve the data and advising the 
client of any state, federal, or even international laws that would require 
alerting any impacted third parties of the information release. 

 
VII. LEVEL OF TECHNOLOGICAL COMPETENCE REQUIRED 

 
Lawyers need not become experts in technology and every new 

technological innovation that might impact law practice.  Instead, lawyers 
must strike a balance between focusing on their own expertise while 
recognizing that technology will change the way they practice and being open 
to learning about and incorporating those changes into their practice.  Not 
every innovation will be the next telephone or email.  Some advances in 
technology will.  While lawyers might not be the first adopters of such new 
technologies, once they become ubiquitous, lawyers will be required to adopt 
them. 

 
Nevertheless, lawyers cannot ignore technology simply because we are 

not an expert.  To deliver competent legal services, we must study to become 
competent or associate with counsel or an expert who has the requisite 
competence.89  More and more CLE providers offer training on technology, 
and specialty companies are developing certification programs to provide 
lawyers with the training they need to gain more experience with 
technologies outside their ken.90  When facing a technological challenge 

                                                
87 Id.   
88 Id. 
89 ABA Model Rule 1.1, Comment [8] (“To maintain the requisite knowledge and skill, 

a lawyer should keep abreast of changes in the law and its practice, including the benefits 
and risks associated with relevant technology, engage in continuing study and education and 
comply with all continuing legal education requirements to which the lawyer is subject.”); 
id. at Comment [2] (“A lawyer can provide adequate representation in a wholly novel field 
through necessary study.  Competent representation can also be provided through the 
association of a lawyer of established competence in the field in question.”).  

90 See, e.g., Jason Karuse, Tech Training Helps Lawyers Meet Client Expectations, ABA 
Journal (Aug. 1, 2016) (describing Legal Technology Core Competencies Certification 
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outside your wheelhouse, consider bringing in another lawyer who has the 
requisite expertise or hire a technology consultant.91  

 
Bar associations and legal groups also provide significant resources to 

assist lawyers incorporating technology into their practices and ensuring that 
they abide by ethical requirements.  For example, the American Bar 
Association maintains a Legal Technology Resource Center that “educates 
and assists [American Bar Association] members with the latest legal 
technology, allowing lawyers to boost efficiency and ultimately provide 
clients with the highest quality service.”92  Similarly, Delaware’s courts 
established a Commission on Law and Technology to provide lawyers with 
information and guides about technology and its impact on practice.93  The 
Commission maintains a webpage with white papers on technological issues 
including, among others, papers on basic skills, cloud technology, courtroom 
technology, data security, eDiscovery, and social media.94 State and local bar 
associations likewise emphasize technology and maintain online resources 
for lawyers and law office staff.95  In many jurisdictions, ethics hotlines 
afford lawyers easy access to guidance on emerging issues and to answer 
questions that have not formally been answered by ethics experts in advisory 
opinions.96 

                                                
program). 

91 See M. H. Hoeflich & Frank Siler, New Technologies and Lawyer Competence, J. 
Kan. B. Ass'n, July/August 2016, at 38, 43 (“when lawyers find themselves involved in a 
case that requires a sophisticated knowledge of e-discovery, they may bring on co-counsel 
with such knowledge”); id. (“hire a technical specialist and audit the office technology, 
make what changes in that technology may be required and establish procedures designed 
to implement the new technology.”). 

92 See American Bar Association, Legal Technology Resource Center, 
http://www.americanbar.org/groups/departments_offices/legal_technology_resources.html. 
93Delaware Commission on Law and Technology, What is the DECLT, available at 
http://courts.delaware.gov/declt/index.aspx (“The Commission was created to develop and 
publish guidelines and best practices regarding the use of technology and the practice of 
law.”). 
94 See Delaware Commission on Law and Technology, Leading Practices, available at 
http://courts.delaware.gov/declt/practices.aspx. 

95 See, e.g., State Bar of Georgia, Law Practice Management, available at 
https://www.gabar.org/committeesprogramssections/programs/lpm/ (“Whether you need 
advice on technology, firm finances, organization or library materials, we have the resources 
and training to assist you.”). 

96 See, e.g., The State Bar of California, Ethics Hotline, available at 
http://ethics.calbar.ca.gov/Ethics/Hotline.aspx (“The Ethics Hotline, a confidential research 
service for attorneys only, helps lawyers identify and analyze their professional 
responsibilities.”) (800-238-4427); State Bar of Georgia, Ethics & Professionalism, available 
at https://www.gabar.org/barrules/ethicsandprofessionalism/ (“Lawyers who would like to 
discuss an ethics dilemma with a member of the Office of General Counsel staff should 
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CONCLUSION 
 
While technology changes on a seemingly daily basis, lawyers’ core 

ethical responsibilities to protect client confidences and competently 
represent our clients remain static.  Understanding the ethical duties of 
confidentiality and confidence provides lawyers the foundation with which 
to evaluate technology in law practice.  Lawyers should keep doing what they 
do best – practicing law.  While doing so, they should continue to learn about 
technology and carefully evaluate whether current and new technologies help 
or hinder their clients. 

                                                
contact the Ethics Helpline at 404-527-8741, 800-682-9806 or log in and submit your 
question by email.”); New York City Bar, Ethics Hotline, available at 
http://www.nycbar.org/member-and-career-services/ethics/hotline (“New York lawyers 
faced with ethical questions regarding their own prospective conduct can reach the Ethics 
hotline through Customer Service at 212.382.6663.”); Virginia State Bar, Ethics Questions 
and Opinions, available at https://www.vsb.org/site/regulation/ethics (“Any member of the 
bar may seek informal ethics or unauthorized practice of law advice by calling the Ethics 
Hotline at (804) 775-0564.”); State Bar of Arizona, Ethics Hotline, available at 
http://www.azbar.org/ethics/ethicshotline/ (“Ethics Hotline Number: 602.340.7284”); 
Pennsylvania Bar Association; Ethics Hotline, available at 
http://www.pabar.org/public/Membership/ethics.asp (“The Ethics Hotline provides free 
advisory opinions to PBA members based upon a review of a member’s prospective conduct 
by members of the PBA Committee on Legal Ethics and Professional Responsibility. … The 
Ethics hotline can be reached at (800) 932-0311, ext. 2214.”); State Bar of Texas, Toll-Free 
Ethics Helpline for Lawyers, available at 
https://www.texasbar.com/Content/NavigationMenu/ForLawyers/GrievanceandEthics/Toll
_Free_Ethics_Helpline_for_Lawyers/default.htm (800.532.3947); State Bar of Michigan, 
Ethics Article: Ethics Hotline – Frequently Asked Questions, available at 
https://www.michbar.org/opinions/ethics/articles/july98 (“The Ethics Hotline at the State 
Bar of Michigan (877) 558-4760 receives approximately 20 calls per day from Michigan 
lawyers seeking guidance on a full array of ethics issues from lawyers.”); The Florida Bar, 
Ethics Hotline, available at https://www.floridabar.org/ethics/ethotline/ ((800) 236-8619).   
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Social media and judicial ethics: Part 1
   by Cynthia Gray

Preface
ocial media are web-based services on which individuals share informa-

tion, ideas, interests, activities, photos, and videos through virtual commu-
nities and networks using electronic devices. Types of social media include 
social and professional networking sites (such as Facebook and Linke-
dIn), review sites (such as Yelp and TripAdvisor), sites for sharing photos, 
images, and videos (such as Instagram, YouTube, Pinterest, and Snapchat), 
blogs, micro-blogs (such as witter and umblr), information web-sites 
that allow changes, contributions, or corrections (such as Wikipedia), ques-
tion-and-answer sites (such as uora), and discussion groups and threads 
(such as Reddit). In addition to individuals, businesses, schools, government 
agencies, public officials, political candidates, charities, and other organi-
zations use social media to promote events, campaigns, and products and 
to communicate with their customers, supporters, users, and constituents.

On the one hand, social media “can mimic interpersonal communi-
cation,” connecting families, friends, acquaintances, and colleagues and 
allowing them to share messages, photos, comments, articles, and other 
information “in a tight-knit community limited by the user s security pref-
erences.” U.S. Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl). On 
the other hand, the same service can be used “to broadcast to a broader 
audience with fewer restrictions.” sers may access other users  sites to 
“comment on everything from the posting of a photograph, to a legal or 
political argument, or to the quality of a meal at a restaurant.” Different 
users use social media in different ways. On Facebook, for example:

Some users post regularly, while others post rarely or never. Some users 
limit their Facebook friends to family and close, personal friends, while 
others have many acquaintances among their Facebook friends. Some users 
accept the vast majority of friend requests they receive, while others screen 
them carefully. ome users regularly review the postings and profiles of 
their friends, while others do not.

Massachusetts Letter Opinion 2016-1 (http://tinyurl.com/lx77u7n). 
19 .7 million people in the nited tates used social media in 2016 (http://

tinyurl.com/mwtmx5h), part of a world-wide phenomenon. “ t is safe to assume 
many judges can be counted in these figures.” California Judges’ Association 
Advisory Opinion 66 (2010) (http://tinyurl.com/kgk4hqo). In an inquiry to the 
Utah judicial ethics advisory committee, for example, a judge described 
how, before and after he became a judge, he participated in various social 
media, including “Facebook, Google+, Twitter, Flickr, Panaramio, Food52, 
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Garmin Connect, Earndit, Yelp, Food Spotting, Four Square, and others.” 
Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5).

Some judges have gotten in trouble for their conduct on social media, 
resulting in embarrassing headlines and/or judicial discipline sanctions. 
Others have asked for advice from judicial ethics advisory opinions about 
whether they may participate on social media and, if so, how their par-
ticipation can maintain rather than undermine public confidence in the 
judiciary.

This issue of the Judicial Conduct Reporter is Part 1 of a two-part article 
analyzing the advisory opinions and discipline decisions on social media 
and judicial ethics. Part 1 includes a general introduction to the topic fol-
lowed by a discussion of the social media issues related to judicial duties: 
“friending” attorneys, dis ualification and disclosure, ex parte communi-
cations and independent investigations, and commenting on pending cases. 
Part 2, which will be the summer issue of the Reporter, will cover off-bench 
conduct  abuse of the prestige of office, disclosing non-public information, 
providing legal advice, charitable activities, including fund-raising, com-
menting on issues, political activity, and campaign conduct. Both parts will 
contain links to additional materials on the Center for Judicial thics web-
site. The two parts and the supplemental materials will be combined in a 
comprehensive paper that will be posted on the Center s web-site in late 
2017. 

Introduction to Part 1
This article describes the advice judicial ethics advisory committees have 
given judges regarding social media in general and the rules related to judi-
cial duties in particular. Relevant caselaw is also used to illustrate the prin-
ciples discussed.

In response to inquiries from judges, committees have allowed judges 
to join the millions of others using social media but have also emphasized 
that the code of judicial conduct applies on networks and warned judges to 
be very careful while sociali ing on-line. pinions advise judges to imple-
ment the services  privacy protections but to assume all social media activ-
ity may become public and be attributed to the judge. Judges have also been 
cautioned not to make any statements indicating bias or prejudice, not to 
allow such comments on their page, and not to “like” such comments by 
others. Further, the committees remind judges that the requirement that 
they maintain the dignity of the judicial office applies to every social media 
post and photo.

(Unless otherwise indicated, this article will use the terms for actions 
on social media that are used on Facebook, for example, “friend,” “like,” 
“follow,” and “post”, but its discussion also applies to analogous actions on 
other social media platforms.) With respect to making social connections 
on networks, some advisory committees prohibit judges from “friending” 
attorneys who may appear before them while others reject that bright 
line for a friend-by-friend analysis of appropriateness. is ualification is 
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“Citing its 
ubiquity, utility, 

and resemblance 
to other types of 
social activity, 
every judicial 
ethics opinion 
on the issue 
has advised 

that judges may 
participate in 
social media.”

not automatically required when a “friend” appears in a case, but such an 
appearance requires a judge to consider the nature and scope of the social 
media relationship and other relevant factors to determine whether the 
judge s impartiality could reasonably be uestioned. Further, committees 
recommend or even require disclosure of a social media relationship in a 
case involving a “friend.”

In addition, the opinions note there is no social media exception to the 
prohibitions on ex parte communications and independent investigations. 
Finally, the committees remind judges that all comments on pending cases 
are “public” when made on social media and suggest that a broad interpre-
tation of the prohibition on public comments is the best way for judges to 
maintain public confidence in the judiciary.

A qualified “yes”
“There are multiple reasons why a judge might wish to be a part of a social 
network: reconnecting with law school, college, or even high school class-
mates; increased interaction with distant family members; staying in 
touch with former colleagues; or even monitoring the usage of that same 
social network by minor children in the judge s immediate family.” New 
York Advisory Opinion 2008-176 (http://tinyurl.com/y9nghct). “With the pop-
ularity of social media, judges may wish to use it for personal, campaign, 
or professional purposes.” New Mexico Advisory Opinion Concerning Social 
Media (2016) (http://tinyurl.com/lra5ykb).

Citing its ubiquity, utility, and resemblance to other types of social 
activity, every judicial ethics opinion on the issue has advised that judges 
may participate in social media. For example, noting that a judge should 
not become isolated from his community, the California committee recog-
nized that, “[i]In this day and age, that community exists and increasingly 
interacts in the realm of cyberspace” and a judge may “use technology 
to accomplish what is otherwise permissible under the Code.” California 
Judges’ Association Advisory Opinion 66 (2010) (http://tinyurl.com/kgk4hqo). 

he committee concluded that a “judge s participation in an online social 
networking site does not per se cast reasonable doubt on the judge s ability 
to act impartially, demean the judicial office, or interfere with the proper 
performance of the judge s judicial duties anymore than any other type of 
social activity.”

Similarly, acknowledging that social media “has become an everyday 
part of worldwide culture,” the ABA committee stated that, “[s]ocial inter-
actions of all kinds, including [electronic social media], can be beneficial to 
judges to prevent them from being thought of as isolated or out of touch” and 
can be a “valuable tool for public outreach” by judges. ABA Formal Opinion 
462 (2013) (http://tinyurl.com/b3shjkp). It explained that, “with proper care, 
judges  use of [electronic social media] does not necessarily compromise 
their duties under the Model Code any more than use of traditional and 
less public forms of social connection such as U.S. Mail, telephone, email or 
texting.”
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social activity, 
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on the issue 
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that judges may 
participate in 
social media.”

not automatically required when a “friend” appears in a case, but such an 
appearance requires a judge to consider the nature and scope of the social 
media relationship and other relevant factors to determine whether the 
judge s impartiality could reasonably be uestioned. Further, committees 
recommend or even require disclosure of a social media relationship in a 
case involving a “friend.”

In addition, the opinions note there is no social media exception to the 
prohibitions on ex parte communications and independent investigations. 
Finally, the committees remind judges that all comments on pending cases 
are “public” when made on social media and suggest that a broad interpre-
tation of the prohibition on public comments is the best way for judges to 
maintain public confidence in the judiciary.

A qualified “yes”
“There are multiple reasons why a judge might wish to be a part of a social 
network: reconnecting with law school, college, or even high school class-
mates; increased interaction with distant family members; staying in 
touch with former colleagues; or even monitoring the usage of that same 
social network by minor children in the judge s immediate family.” New 
York Advisory Opinion 2008-176 (http://tinyurl.com/y9nghct). “With the pop-
ularity of social media, judges may wish to use it for personal, campaign, 
or professional purposes.” New Mexico Advisory Opinion Concerning Social 
Media (2016) (http://tinyurl.com/lra5ykb).

Citing its ubiquity, utility, and resemblance to other types of social 
activity, every judicial ethics opinion on the issue has advised that judges 
may participate in social media. For example, noting that a judge should 
not become isolated from his community, the California committee recog-
nized that, “[i]In this day and age, that community exists and increasingly 
interacts in the realm of cyberspace” and a judge may “use technology 
to accomplish what is otherwise permissible under the Code.” California 
Judges’ Association Advisory Opinion 66 (2010) (http://tinyurl.com/kgk4hqo). 

he committee concluded that a “judge s participation in an online social 
networking site does not per se cast reasonable doubt on the judge s ability 
to act impartially, demean the judicial office, or interfere with the proper 
performance of the judge s judicial duties anymore than any other type of 
social activity.”

Similarly, acknowledging that social media “has become an everyday 
part of worldwide culture,” the ABA committee stated that, “[s]ocial inter-
actions of all kinds, including [electronic social media], can be beneficial to 
judges to prevent them from being thought of as isolated or out of touch” and 
can be a “valuable tool for public outreach” by judges. ABA Formal Opinion 
462 (2013) (http://tinyurl.com/b3shjkp). It explained that, “with proper care, 
judges  use of [electronic social media] does not necessarily compromise 
their duties under the Model Code any more than use of traditional and 
less public forms of social connection such as U.S. Mail, telephone, email or 
texting.”
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Noting that social media have become an important form of communi-
cation, the Utah committee concluded that, “[s]imilar to other public set-
tings, judges should be permitted to enter.” Utah Informal Advisory Opinion 
2012-1 (http://tinyurl.com/mywqho5). The committee explained:

The proliferation of social media creates new questions based primar-
ily on the very public nature of the participant s comments and activities. 
However, social media is ultimately an extension of public fora that already 
exist. In other words, the same principles that apply to judges in other public 
settings will apply to judges in the “virtual” setting. . . .

The committee stated that the “sheer number of relevant Code provisions” 
indicates “how the problems presented by social media are simply the 
same problems that have existed in other social and public settings.” See 
also Arizona Advisory Opinion 2014-1 (http://tinyurl.com/k5ug3j2); Connecti-
cut Informal Opinion 2013-6 (http://tinyurl.com/cmwds7t); Florida Advisory 
Opinion 2009-20 (http://tinyurl.com/ylrw9zm); New York Advisory Opinion 2008-
176 (http://tinyurl.com/y9nghct); Oklahoma Advisory Opinion 2011-3 (http://
tinyurl.com/3qe89xy); South Carolina Advisory Opinion 17-2009 (http://tinyurl.
com/23vgs47); Tennessee Advisory Opinion 2012-1 (http://tinyurl.com/dx3le5l).

Caveats
When participating in social media, judges must keep in mind that the code 
of judicial conduct applies “with equal force to virtual actions and online 
comments” (State v. Thomas, 376 P.3d 184 (New Mexico 2016)) and “in 
cyberspace as well as to more traditional forms of communications . . . .” In 
the Matter of Whitmarsh, Determination (New York State Commission on 
Judicial Conduct ecember 28, 2016) (http://tinyurl.com/hrd76e3). The West 
Virginia code of judicial conduct includes a comment that emphasizes: 
“ he same ules of the Code of Judicial Conduct that govern a judicial offi-
cer s ability to sociali e and communicate in person, on paper, or over the 
telephone also apply to the Internet and social networking sites like Face-
book.” Comment 6, Rule 3.1, West Virginia Code of Judicial Conduct (http://
tinyurl.com/kvnzg4f). Accord Missouri Advisory Opinion 186 (2015) (http://
tinyurl.com/gwm3246); New Mexico Advisory Opinion Concerning Social Media
(2016) (http://tinyurl.com/lra5ykb); Utah Informal Advisory Opinion 2012-1 
(http://tinyurl.com/mywqho5). 

Thus, although all advisory committees that have addressed the issue 
have permitted judges to participate in social media, the opinions have 
included numerous caveats, warnings, and exhortations that judges be 
extremely cautious. For example:

• “[P]articipating in social networking sites and other [electronic 
social media] clearly is fraught with peril for Judicial fficials 
because of the risks of inappropriate contact with litigants, attor-
neys, and other persons unknown to the Judicial fficials and the 
ease of posting comments and opinions . . . .” Connecticut Informal 
Opinion 2013-6 (http://tinyurl.com/cmwds7t).
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• “While judges are not prohibited from participating in online social 
networks, such as Facebook, Instagram, Snapchat, and the like, they 
should exercise restraint and caution in doing so.” Comment 5, Rule 
3.1, Idaho Code of Judicial Conduct (http://tinyurl.com/kamfkzm). 

• he code “re uires a judge to be cautious concerning the judge s 
Facebook communications, that is, to think before engaging in elec-
tronic speech.” Massachusetts Letter Opinion 2016-1 (http://tinyurl.
com/lx77u7n).

• “[W]hile the Commission does not think that judicial involvement in 
social media is per se unethical, it is conduct that exposes the judge 
to unnecessary danger of engaging in conduct that may be viola-
tive of the Code of Judicial Conduct.” Missouri Advisory Opinion 186
(2015) (http://tinyurl.com/gwm3246).

• “Because of the potential pitfalls and its evolving nature,” judges 
using social media should be “cautious,” “circumspect,” “mindful 
that many provisions of the Code of Judicial Conduct could be com-
promised,” “ constantly monitor  their use of social media,” and “be 
continually vigilant of their compliance with the requirements of the 
Code.” New Mexico Advisory Opinion Concerning Social Media (2016) 
(http://tinyurl.com/lra5ykb).

• All judges using social networks must, “as a baseline, employ an 
appropriate level of prudence, discretion and decorum in how they 
make use of this technology.” New York Advisory Opinion 2008-176 
(http://tinyurl.com/y9nghct).

• As with all actions a judge takes, all interactions on a social net-
working site “must be done carefully,” requiring “constant vigil” and 
“prudence to comply with the code. Ohio Advisory Opinion 2010-7 
(http://tinyurl.com/kmwjgzx).

• “[W]hile judges may participate in social media, they must do so 
with caution and with the expectation that their use of the media 
likely will be scrutinized [for] various reasons by others. . . . [J]udges 
must be constantly aware of ethical implications as they participate 
in social media and whether disclosure must be made.” Tennessee 
Advisory Opinion 2012-1 (http://tinyurl.com/dx3le5l).

See also Preamble, New Mexico Code of Judicial Conduct (“Judges and judicial 
candidates are . . . encouraged to pay extra attention to issues surround-
ing emerging technology, including those regarding social media, and are 
urged to exercise extreme caution in its use so as not to violate the Code”).

Emphasizing that “[c]aution is essential when a judge goes onto an 
online social networking site,” the California committee directed judges to 
“carefully weigh whether the benefit of their participation is worth all the 
attendant risks.” California Judges’ Association Advisory Opinion 66 (2010) 
(http://tinyurl.com/kgk4hqo). Accord Tennessee Advisory Opinion 2012-1 (http://
tinyurl.com/dx3le5l). The Kentucky committee struggled with “whether the 
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• “While judges are not prohibited from participating in online social 
networks, such as Facebook, Instagram, Snapchat, and the like, they 
should exercise restraint and caution in doing so.” Comment 5, Rule 
3.1, Idaho Code of Judicial Conduct (http://tinyurl.com/kamfkzm). 

• he code “re uires a judge to be cautious concerning the judge s 
Facebook communications, that is, to think before engaging in elec-
tronic speech.” Massachusetts Letter Opinion 2016-1 (http://tinyurl.
com/lx77u7n).

• “[W]hile the Commission does not think that judicial involvement in 
social media is per se unethical, it is conduct that exposes the judge 
to unnecessary danger of engaging in conduct that may be viola-
tive of the Code of Judicial Conduct.” Missouri Advisory Opinion 186
(2015) (http://tinyurl.com/gwm3246).

• “Because of the potential pitfalls and its evolving nature,” judges 
using social media should be “cautious,” “circumspect,” “mindful 
that many provisions of the Code of Judicial Conduct could be com-
promised,” “ constantly monitor  their use of social media,” and “be 
continually vigilant of their compliance with the requirements of the 
Code.” New Mexico Advisory Opinion Concerning Social Media (2016) 
(http://tinyurl.com/lra5ykb).

• All judges using social networks must, “as a baseline, employ an 
appropriate level of prudence, discretion and decorum in how they 
make use of this technology.” New York Advisory Opinion 2008-176 
(http://tinyurl.com/y9nghct).

• As with all actions a judge takes, all interactions on a social net-
working site “must be done carefully,” requiring “constant vigil” and 
“prudence to comply with the code. Ohio Advisory Opinion 2010-7
(http://tinyurl.com/kmwjgzx).

• “[W]hile judges may participate in social media, they must do so 
with caution and with the expectation that their use of the media 
likely will be scrutinized [for] various reasons by others. . . . [J]udges 
must be constantly aware of ethical implications as they participate 
in social media and whether disclosure must be made.” Tennessee 
Advisory Opinion 2012-1 (http://tinyurl.com/dx3le5l).

See also Preamble, New Mexico Code of Judicial Conduct (“Judges and judicial 
candidates are . . . encouraged to pay extra attention to issues surround-
ing emerging technology, including those regarding social media, and are 
urged to exercise extreme caution in its use so as not to violate the Code”).

Emphasizing that “[c]aution is essential when a judge goes onto an 
online social networking site,” the California committee directed judges to 
“carefully weigh whether the benefit of their participation is worth all the 
attendant risks.” California Judges’ Association Advisory Opinion 66 (2010) 
(http://tinyurl.com/kgk4hqo). Accord Tennessee Advisory Opinion 2012-1 (http://
tinyurl.com/dx3le5l). The Kentucky committee struggled with “whether the 
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answer should be a ualified es  or ualified No, ” but concluded that, 
“[i]n the final analysis, the reality that entucky judges are elected and 
should not be isolated from the community in which they serve tipped 
the Committee s decision” in favor of allowing participation in social net-
working sites. Kentucky Advisory Opinion JE-119 (2010) (http://tinyurl.com/
ko8fqw2). The committee did note that, “[i]n speaking with various judges 
around the state, the Committee became aware that several judges who 
had joined internet-based social networks subse uently either limited 
their participation or ended it altogether.” Judges have also closed their 
Facebook accounts after their social media conduct resulted in publicity 
and discipline proceedings. See In the Matter of Allred, Agreement and 
stipulation of the parties (Alabama Court of the Judiciary March 11, 2013) 
(http://tinyurl.com/lqqjtdp); In the Matter of Archer, Agreed upon aggravating 
and mitigating factors ( labama Court of the Judiciary ugust 3, 2016) 
(http://tinyurl.com/mrn8opu).

Public or private
The features of social media — particularly its public character — pose 
special ethical challenges for judges. The New York State Commission on 
Judicial Conduct warned, for example, that, “the ease of electronic commu-
nication may encourage informality,” “foster an illusory sense of privacy,” 
and “enable too-hasty communications that, once posted, are surprisingly 
permanent.” In the Matter of Whitmarsh, Determination (New York State 
Commission on Judicial Conduct ecember 28, 2016) (http://tinyurl.com/
hrd76e3). 

imilarly, the Massachusetts committee noted that a judge s “[p]ostings, 
including comments on other s posts, may be transmitted without the judge s 
permission or knowledge to unintended recipients and may be taken out of 
context, relayed incorrectly, or saved indefinitely,” concluding that a judge 
must consider all “Facebook communications to be potentially public and, 
once made, wholly outside of the judge s control.” Massachusetts Advisory 
Opinion 2016-1 (http://tinyurl.com/lx77u7n). Accord New Mexico Advisory Opinion 
Concerning Social Media (2016) (http://tinyurl.com/lra5ykb); New York Advisory 
Opinion 2008-176 (http://tinyurl.com/y9nghct); ABA Formal Opinion 462 (2013) 
(http://tinyurl.com/b3shjkp). 

Further, the Utah committee emphasized that, “even if a Facebook page 
has restricted access, the page should be considered as potentially avail-
able to the public and therefore the same rules apply” that govern other 
public conduct by judges. Utah Informal Advisory Opinion 2012-1 (http://
tinyurl.com/mywqho5). Although a judge can limit who has access to her social 
media account, she cannot control what those individuals do, innocently, 
inadvertently, or maliciously, to disseminate the judge s posts beyond the 
intended, limited audience. 

However, although eliminating the risks may be impossible, judges 
should attempt to reduce the dangers by using “privacy settings to protect 
their online presence,” while still considering “any statement posted online 
to be a public statement and take care to limit such actions accordingly.” 

“The features of 
social media — 
particularly its 

public character 
— pose special 

ethical challenges 
for judges.”
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State v. Thomas, 376 P.3d 184 (New Mexico 2016). hat caveat re uires 
that a judge “not participate in an online social networking site without 
being familiar with that site s privacy settings and how to modify them.” 
California Judges’ Association Advisory Opinion 66 (2010) (http://tinyurl.com/
kgk4hqo). Accord Ohio Advisory Opinion 2010-7 (http://tinyurl.com/kmwjgzx).

The perils of participating on social media without becoming familiar 
with the policies and privacy settings have been illustrated in judicial dis-
cipline cases. A judge who was admonished for his Facebook comments 
about cases that anyone could read had believed that his account could be 
viewed only by approximately 80 family members, friends, and members 
of his church. In the Matter of Bearse, Public reprimand (Minnesota Board 
on Judicial Standards November 20, 2015) (http://tinyurl.com/hzvhmln). A 
judge who was admonished for criticizing on Facebook a felony complaint 
against a town council candidate had intended her post to be seen only 
by her 352 Facebook “friends,” apparently forgetting that she had set her 
privacy settings to “public” for an unrelated reason a few years earlier. In 
the Matter of Whitmarsh, Determination (New York State Commission on 
Judicial Conduct ecember 28, 2016) (http://tinyurl.com/hrd76e3). 

Further, the Massachusetts committee warned that a judge who uses 
Facebook should “stay reasonably informed about changes to that social 
networking service and, as appropriate, reassess whether and how those 
developments might impact the judge s permissible Facebook use.” Mas-
sachusetts Letter Opinion 2016-1 (http://tinyurl.com/lx77u7n). The ABA com-
mittee noted that, “if judges do not log onto their [social media] sites on a 
somewhat regular basis, they are at risk of not knowing the latest update 
in privacy settings or terms of service that affect how their personal infor-
mation is shared,” adding that that risk can be eliminated by deactivating 
social media accounts. ABA Formal Opinion 462 (2013) (http://tinyurl.com/
b3shjkp). See also Connecticut Informal Opinion 2013-6 (http://tinyurl.com/
cmwds7t); New York Advisory Opinion 2008-176 (http://tinyurl.com/y9nghct).

Disclosing judicial status
Several advisory committees have addressed the issue whether a judge 
may identify her professional status on social media and, the flipside of 
that question, whether a judge may hide her identity. For example, the Utah 
committee advised that “a judge may identify him or herself as a judge 
on Facebook” “in an appropriate context.” Utah Informal Advisory Opinion 
2012-1 (http://tinyurl.com/mywqho5). The committee added that a judge may 
“post a photograph of the judge in his or her robes provided that the photo-
graph was taken in an appropriate setting where wearing the robe would 
otherwise be appropriate, such as in the judge s chambers” and is “dis-
played in a context that does not undermine the integrity of the office.” 
The committee also stated that a judge may identify himself as a judge and 
identity the court on which he serves in a inked n profile. See also Arizona 
Advisory Opinion 2014-1 (http://tinyurl.com/k5ug3j2).

The Massachusetts committee also concluded that the code does not 
re uire a judge to conceal her judicial identity, stating a “judge s appropriate 

“The perils of 
participating 

on social media 
without becoming 

familiar with 
the policies and 
privacy settings 

have been 
illustrated in 

judicial discipline 
cases.” 
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State v. Thomas, 376 P.3d 184 (New Mexico 2016). hat caveat re uires 
that a judge “not participate in an online social networking site without 
being familiar with that site s privacy settings and how to modify them.” 
California Judges’ Association Advisory Opinion 66 (2010) (http://tinyurl.com/
kgk4hqo). Accord Ohio Advisory Opinion 2010-7 (http://tinyurl.com/kmwjgzx).

The perils of participating on social media without becoming familiar 
with the policies and privacy settings have been illustrated in judicial dis-
cipline cases. A judge who was admonished for his Facebook comments 
about cases that anyone could read had believed that his account could be 
viewed only by approximately 80 family members, friends, and members 
of his church. In the Matter of Bearse, Public reprimand (Minnesota Board 
on Judicial Standards November 20, 2015) (http://tinyurl.com/hzvhmln). A 
judge who was admonished for criticizing on Facebook a felony complaint 
against a town council candidate had intended her post to be seen only 
by her 352 Facebook “friends,” apparently forgetting that she had set her 
privacy settings to “public” for an unrelated reason a few years earlier. In 
the Matter of Whitmarsh, Determination (New York State Commission on 
Judicial Conduct ecember 28, 2016) (http://tinyurl.com/hrd76e3). 

Further, the Massachusetts committee warned that a judge who uses 
Facebook should “stay reasonably informed about changes to that social 
networking service and, as appropriate, reassess whether and how those 
developments might impact the judge s permissible Facebook use.” Mas-
sachusetts Letter Opinion 2016-1 (http://tinyurl.com/lx77u7n). The ABA com-
mittee noted that, “if judges do not log onto their [social media] sites on a 
somewhat regular basis, they are at risk of not knowing the latest update 
in privacy settings or terms of service that affect how their personal infor-
mation is shared,” adding that that risk can be eliminated by deactivating 
social media accounts. ABA Formal Opinion 462 (2013) (http://tinyurl.com/
b3shjkp). See also Connecticut Informal Opinion 2013-6 (http://tinyurl.com/
cmwds7t); New York Advisory Opinion 2008-176 (http://tinyurl.com/y9nghct).

Disclosing judicial status
Several advisory committees have addressed the issue whether a judge 
may identify her professional status on social media and, the flipside of 
that question, whether a judge may hide her identity. For example, the Utah 
committee advised that “a judge may identify him or herself as a judge 
on Facebook” “in an appropriate context.” Utah Informal Advisory Opinion 
2012-1 (http://tinyurl.com/mywqho5). The committee added that a judge may 
“post a photograph of the judge in his or her robes provided that the photo-
graph was taken in an appropriate setting where wearing the robe would 
otherwise be appropriate, such as in the judge s chambers” and is “dis-
played in a context that does not undermine the integrity of the office.” 
The committee also stated that a judge may identify himself as a judge and 
identity the court on which he serves in a inked n profile. See also Arizona 
Advisory Opinion 2014-1 (http://tinyurl.com/k5ug3j2).

The Massachusetts committee also concluded that the code does not 
re uire a judge to conceal her judicial identity, stating a “judge s appropriate 
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use of Facebook should not threaten the dignity of judicial office, constitute 
an abuse of the prestige of judicial office, or otherwise violate the Code.” 
Massachusetts Letter Opinion 2016-1 (http://tinyurl.com/lx77u7n). The commit-
tee noted that, “[i]t is reasonable to assume that a judge s Facebook friends 
will be aware of the judge s judicial office, and the Code governs a judge s 
personal as well as professional life.” The opinion also stated, however, that 
a judge may “choose not to identify himself or herself as a judge on Face-
book and may request that others do the same,” for “sound reasons apart 
from ethical considerations . . . such as the judge s concerns over the per-
sonal safety of the judge or the judge s family members.” 

On the opposite issue, the Utah committee stated that a judge may use 
a screen name or pseudonym on social media and did not have to identify 
herself as a judge in order to prevent inappropriate ex parte communica-
tions. Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). 
However, it emphasized that a “judge should operate under the assumption 
that those who view the judge s comments will know that the commenter 
is a judge and therefore the judge must be careful in his or her comments 
to ensure that the comments do not undermine public confidence in the 
judiciary.”

Similarly, the New Mexico committee advised that, although a judge 
may use social media “without disclosing the judge s true name by using 
an alias or a pseudonym,” the judge s actions are still subject to the code, 
and he “must not act in a manner that undermines the dignity of judicial 
office or would conflict with the Code, even if the judge s identity may not 
be readily apparent.” New Mexico Advisory Opinion Concerning Social Media 
(2016) (http://tinyurl.com/lra5ykb). The committee emphasized that a judge 
who decides to participate in social media “must take ownership of his or 
her use” and may not “hide behind an alias or pseudonym.” In addition, the 
committee stated, “a judge must not ask others, such as family members, 
friends, or staff, to post or share information for them that they otherwise 
would not be allowed to post.” See also Judicial Discipline and Disability Com-
mission v. Maggio, 440 S.W.3d 333 (Arkansas 2014) (judge removed for, in 
addition to other misconduct, posting inappropriate gender, race, and sex-
ually related statements under a pseudonym on a public on-line fan-site).

In contrast, a comment in the Idaho code suggests, not that a judge 
should not engage in inappropriate conduct under cover of an alias, but 
that, “[a] judge should not identify himself as such, either by words or 
images, when engaging in commentary or interaction that is not in keeping 
with the limitations of this Code.” Comment 5, Rule 3.1, Idaho Code of Judicial 
Conduct (http://tinyurl.com/kamfkzm).

Expressions of bias or prejudice
Comment 3 to Rule 3.1 of the 2007 American Bar Association Model Code of 
Judicial Conduct (http://tinyurl.com/k7ggp57) states:

Discriminatory actions and expressions of bias or prejudice by a judge, 
even outside the judge s official or judicial actions, are likely to appear to a 
reasonable person to call into uestion the judge s integrity and impartiality. 
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Examples include jokes or other remarks that demean individuals based 
upon their race, sex, gender, religion, national origin, ethnicity, disability, 
age, sexual orientation, or socioeconomic status.

Thus, on social media, a judge must not make any statement indicating 
bias or prejudice based on race, gender, religion, national origin, ethnic-
ity, disability, age, sexual orientation, or marital status. Missouri Advisory 
Opinion 186 (2015) (http://tinyurl.com/gwm3246). In addition, a judge must 
not endorse such posts by others through “some affirmative action (e.g., 
liking,  following,  commenting, or reposting).” Massachusetts Advisory 

Opinion 2016-1 (http://tinyurl.com/lx77u7n). (The Massachusetts committee 
noted, however, that “posts that generally reflect pride in [the judge s] per-
sonal characteristics, background, and achievements” do not indicate per-
sonal bias or prejudice and are consistent with the code.)

Further, in the context of on-line social networks, a judge s responsi-
bility to avoid the appearance of bias includes not only refraining from 
making or liking inappropriate comments but also expunging such com-
ments by others from the judge s own page. California Judges’ Association 
Advisory Opinion 66 (2010) (http://tinyurl.com/kgk4hqo). The California com-
mittee explained:

In a traditional social setting, a judge normally has no obligation to 
respond to comments made by others, no matter how distasteful or offen-
sive. That is because those comments are normally not attributable to the 
judge. owever such comments on a judge s personal page can become not 
only permanent but accessible to all of the judge s friends. eaving them on 
the page may create the impression that the judge has adopted the comments.

Therefore, the committee advised, “a judge is obligated to delete, hide from 
public view or otherwise repudiate demeaning or offensive comments 
made by others that appear on the judge s social networking site.” he 
committee further emphasized that, “a judge has an obligation to be vig-
ilant in checking his/her network page frequently in order to determine 
if someone has placed offensive posts there.” See also Massachusetts Advi-
sory Opinion 2016-1 (http://tinyurl.com/lx77u7n) (“a judge must not . . . autho-
rize others to depict the judge or the judiciary in a manner that negatively 
impacts the integrity or impartiality of the judiciary”).

Going even further, the Missouri committee advised that a judge must 
make a reasonable effort to review, not just posts on the judge s own pages, 
but also all posts by “friends” on other pages and to “sever or unfriend  
anyone whose conduct or postings would place the judge in position of 
appearing to endorse . . . prohibited conduct.” Missouri Advisory Opinion 
186 (2015) (http://tinyurl.com/gwm3246). (The opinion did acknowledge “the 
impossibility of policing all posts of all friends  or of all friends of friends  
of the judge.”)

Other advisory committees, however, have stated that a judge does not 
have a responsibility to monitor all the comments of individuals or all the 
pages of entities with whom the judge is connected on-line to ensure that 
the judge is not associated with inappropriate material. The Massachusetts 

“On social 
media, a judge 
must not make 
any statement 

indicating bias or 
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religion, national 
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Examples include jokes or other remarks that demean individuals based 
upon their race, sex, gender, religion, national origin, ethnicity, disability, 
age, sexual orientation, or socioeconomic status.

Thus, on social media, a judge must not make any statement indicating 
bias or prejudice based on race, gender, religion, national origin, ethnic-
ity, disability, age, sexual orientation, or marital status. Missouri Advisory 
Opinion 186 (2015) (http://tinyurl.com/gwm3246). In addition, a judge must 
not endorse such posts by others through “some affirmative action (e.g., 
liking,  following,  commenting, or reposting).” Massachusetts Advisory 

Opinion 2016-1 (http://tinyurl.com/lx77u7n). (The Massachusetts committee 
noted, however, that “posts that generally reflect pride in [the judge s] per-
sonal characteristics, background, and achievements” do not indicate per-
sonal bias or prejudice and are consistent with the code.)

Further, in the context of on-line social networks, a judge s responsi-
bility to avoid the appearance of bias includes not only refraining from 
making or liking inappropriate comments but also expunging such com-
ments by others from the judge s own page. California Judges’ Association 
Advisory Opinion 66 (2010) (http://tinyurl.com/kgk4hqo). The California com-
mittee explained:

In a traditional social setting, a judge normally has no obligation to 
respond to comments made by others, no matter how distasteful or offen-
sive. That is because those comments are normally not attributable to the 
judge. owever such comments on a judge s personal page can become not 
only permanent but accessible to all of the judge s friends. eaving them on 
the page may create the impression that the judge has adopted the comments.

Therefore, the committee advised, “a judge is obligated to delete, hide from 
public view or otherwise repudiate demeaning or offensive comments 
made by others that appear on the judge s social networking site.” he 
committee further emphasized that, “a judge has an obligation to be vig-
ilant in checking his/her network page frequently in order to determine 
if someone has placed offensive posts there.” See also Massachusetts Advi-
sory Opinion 2016-1 (http://tinyurl.com/lx77u7n) (“a judge must not . . . autho-
rize others to depict the judge or the judiciary in a manner that negatively 
impacts the integrity or impartiality of the judiciary”).

Going even further, the Missouri committee advised that a judge must 
make a reasonable effort to review, not just posts on the judge s own pages, 
but also all posts by “friends” on other pages and to “sever or unfriend  
anyone whose conduct or postings would place the judge in position of 
appearing to endorse . . . prohibited conduct.” Missouri Advisory Opinion 
186 (2015) (http://tinyurl.com/gwm3246). (The opinion did acknowledge “the 
impossibility of policing all posts of all friends  or of all friends of friends  
of the judge.”)

Other advisory committees, however, have stated that a judge does not 
have a responsibility to monitor all the comments of individuals or all the 
pages of entities with whom the judge is connected on-line to ensure that 
the judge is not associated with inappropriate material. The Massachusetts 
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committee concluded that a reasonable person would not consider a judge 
to have endorsed a Facebook friend s communication absent an affirmative 
indication of agreement, noting that “a Facebook user often has no knowl-
edge concerning the communications made by Facebook friends.” Massa-
chusetts Advisory Opinion 2016-1 (http://tinyurl.com/lx77u7n). Therefore, the 
committee stated, a judge cannot “reasonably be expected to monitor all 
postings and comments on a Facebook page” of a friend or organization 
that the judge follows or likes. However, the committee added, if a judge 
becomes aware that a Facebook friend s communications or the contents 
of a page the judge likes or follows “negatively impact the integrity or 
impartiality of the judiciary,” the judge must “unfriend” the person or stop 
“liking” or “following” that page. See also Utah Informal Advisory Opinion 
2012-1 (http://tinyurl.com/mywqho5). 

Summaries of cases in which judges were disciplined for biased social 
media posts are on the Center for Judicial Ethics web-site.

Maintaining dignity
The preamble to the code of judicial conduct provides that a judge “should 
maintain the dignity of judicial office at all times.” n addition, codes in 
many jurisdictions still have the language from Canon 4 (2) of the 1990 
model code that re uired a judge to conduct “all of the judge s extra-judicial 
activities so that they do not . . . demean the judicial office.”

In light of that responsibility, “[o]nline activities that would be permis-
sible and appropriate for a member of the general public may be improper 
for a judge.” California Judges’ Association Advisory Opinion 66 (2010) (http://
tinyurl.com/kgk4hqo). As an example, the California committee stated that, 
“[w]hile it may be acceptable for a college student to post photographs of 
himself or herself engaged in a drunken revelry, it is not appropriate for 
a judge to do so.” Thus, the committee cautioned judges to be mindful of 
that requirement every time they consider adding a photo, video, link, or 
review to their social media sites.

Similarly, the Kentucky committee emphasized that its approval of judi-
cial use of social media “should not be construed as an explicit or implicit 
statement that judges may participate in such sites in the same manner 
as members of the general public. . . . [P]ictures and commentary posted 
on sites which might be of questionable taste, but otherwise acceptable 
for members of the general public, may be inappropriate for judges. . . .” 
Kentucky Advisory Opinion JE-119 (2010) (http://tinyurl.com/ko8fqw2). Accord 
Connecticut Informal Opinion 2013-6 (http://tinyurl.com/cmwds7t); Massachu-
setts Advisory Opinion 2016-1 (http://tinyurl.com/lx77u7n); New Mexico Advi-
sory Opinion Concerning Social Media (2016) (http://tinyurl.com/lra5ykb); Ohio 
Advisory Opinion 2010-7 (http://tinyurl.com/kmwjgzx); U.S. Advisory Opinion 
112 (2014) (http://tinyurl.com/br9h3hl); ABA Formal Opinion 462 (2013) (http://
tinyurl.com/b3shjkp).

Further, in its opinion on Twitter, the Massachusetts committee advised 
judges to avoid posts that detract from the dignity of the judiciary and the 
court system. Massachusetts Advisory Opinion 2016-9 (http://tinyurl.com/
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gn6vwfc). As an example, the committee noted that the inquiring judge had 
posted “excerpts from an examination in which a defendant used profanity 
when addressing [a] judge and another reporting that a defendant threw 
bottles of urine and feces at a judge following sentencing.” Disapproving 
such posts, the committee concluded that, “a reasonable person may per-
ceive these posts to be needlessly offensive, or as making light of behavior 
by litigants who may have mental health problems.”

Friending
Different judicial ethics committees have given different advice about 
whether judges may connect on social networks with attorneys who are 
likely to appear before them in court.

Bright lines for attorneys
Adopting a bright line rule, the committees in Connecticut, Florida, Massa-
chusetts, and Oklahoma have advised that judges should not add lawyers 
who may appear before them as “friends” on Facebook or permit those 
lawyers to add them as “friends.” See, e.g., Connecticut Informal Opinion 
2013-6 (http://tinyurl.com/cmwds7t).

Noting that a judge s “friends” may see who the judge s other “friends” 
are on a social network, the Florida committee concluded that the process 
of selecting some attorneys as “friends” and rejecting others and commu-
nicating those choices conveys, or permits others to convey, the impression 
that they are in a special position to influence the judge. Florida Advisory 
Opinion 2009-20 (http://tinyurl.com/ylrw9zm). The committee acknowledged 
that, “simply because a lawyer is listed as a friend  on a social network-
ing site” does not mean that the “lawyer is, in fact, in a special position to 
influence the judge.” owever, the committee concluded, the identification 
in a public forum of a lawyer who may appear before the judge as a “friend” 
conveys “the impression of influence” and, therefore, is not permitted by 
the code of judicial conduct. Noting that many persons who view a judge s 
social media account will not be “familiar with the Code, its recusal pro-
visions, and other re uirements which seek to assure the judge s impar-
tiality,” the committee emphasized that the test “is not whether the judge 
intends to convey the impression that another person is in a position to 
influence the judge, but rather whether the message . . . as viewed by the 
recipient, conveys” that impression.

That advisory opinion, which received “widespread public attention 
and comment,” apparently disappointed some Florida judges, several of 
whom suggested ways they could avoid the perception problems identified 
by the committee. One judge proposed a policy of accepting as “friends” all 
lawyers who make a “friend” request or all persons the judge recognizes 
or with whom the judge shares “friends.” Another judge suggested placing 
a prominent disclaimer on his profile page stating that “friend” means 
that the person is only an acquaintance, not a “friend” in the traditional 
sense, or otherwise communicating that “the term friend  is, in the judge s 
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gn6vwfc). As an example, the committee noted that the inquiring judge had 
posted “excerpts from an examination in which a defendant used profanity 
when addressing [a] judge and another reporting that a defendant threw 
bottles of urine and feces at a judge following sentencing.” Disapproving 
such posts, the committee concluded that, “a reasonable person may per-
ceive these posts to be needlessly offensive, or as making light of behavior 
by litigants who may have mental health problems.”

Friending
Different judicial ethics committees have given different advice about 
whether judges may connect on social networks with attorneys who are 
likely to appear before them in court.

Bright lines for attorneys
Adopting a bright line rule, the committees in Connecticut, Florida, Massa-
chusetts, and Oklahoma have advised that judges should not add lawyers 
who may appear before them as “friends” on Facebook or permit those 
lawyers to add them as “friends.” See, e.g., Connecticut Informal Opinion 
2013-6 (http://tinyurl.com/cmwds7t).

Noting that a judge s “friends” may see who the judge s other “friends” 
are on a social network, the Florida committee concluded that the process 
of selecting some attorneys as “friends” and rejecting others and commu-
nicating those choices conveys, or permits others to convey, the impression 
that they are in a special position to influence the judge. Florida Advisory 
Opinion 2009-20 (http://tinyurl.com/ylrw9zm). The committee acknowledged 
that, “simply because a lawyer is listed as a friend  on a social network-
ing site” does not mean that the “lawyer is, in fact, in a special position to 
influence the judge.” owever, the committee concluded, the identification 
in a public forum of a lawyer who may appear before the judge as a “friend” 
conveys “the impression of influence” and, therefore, is not permitted by 
the code of judicial conduct. Noting that many persons who view a judge s 
social media account will not be “familiar with the Code, its recusal pro-
visions, and other re uirements which seek to assure the judge s impar-
tiality,” the committee emphasized that the test “is not whether the judge 
intends to convey the impression that another person is in a position to 
influence the judge, but rather whether the message . . . as viewed by the 
recipient, conveys” that impression.

That advisory opinion, which received “widespread public attention 
and comment,” apparently disappointed some Florida judges, several of 
whom suggested ways they could avoid the perception problems identified 
by the committee. One judge proposed a policy of accepting as “friends” all 
lawyers who make a “friend” request or all persons the judge recognizes 
or with whom the judge shares “friends.” Another judge suggested placing 
a prominent disclaimer on his profile page stating that “friend” means 
that the person is only an acquaintance, not a “friend” in the traditional 
sense, or otherwise communicating that “the term friend  is, in the judge s 
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opinion, a misnomer” and does not mean that the person is in any position 
to influence the judge s decision in any case.

However, after “thoroughly and thoughtfully” reconsidering the issue, 
the Florida committee rejected those suggestions and affirmed its orig-
inal opinion. Florida Advisory Opinion 2010-6 (http://tinyurl.com/n38kjmw). 
( hree of the 12 members dissented.) n response to the first suggestion, 
the committee stated that accepting as “friends” all attorneys who ask did 
not eliminate the problem because it would still create a “class of special 
lawyers” who have requested friendship status, leaving out “lawyers who 
do not participate in social networking sites or who choose not to ask . . . .”

The committee also noted that “there can be no assurance that persons 
viewing the page” would read a disclaimer, however “prominent and 
permanent.” Even if it was read, the committee concluded, a disclaimer 
would fail “to cure any impermissible impression that the judge s attor-
ney friends  are in a special position to influence the judge.” Finally, the 
committee rejected the idea that “a judge can engage in unethical conduct 
so long as the judge announces at the time that the judge perceives the 
conduct to be ethical.” 

Agreeing with the Florida opinion, the Oklahoma advisory commit-
tee emphasized that whether “friending” “would mean that the party was 
actually in a special position is immaterial as it would or could convey that 
impression.” Oklahoma Advisory Opinion 2011-3 (http://tinyurl.com/3qe89xy). 
The committee concluded that “public trust in the impartiality and fair-
ness of the judicial system is so important that it is imperative to err on the 
side of caution where the situation is fraught with peril. ”

The Massachusetts committee also concluded that a judge may not make 
a friend request to or accept a friend request from any lawyer reasonably 
likely to appear before the judge. Massachusetts Advisory Opinion 2016-1 
(http://tinyurl.com/lx77u7n). The committee acknowledged that the “issue of a 
judge s being a Facebook friend with lawyers is complex, particularly as the 
degree to which Facebook friendship signifies genuine personal friendship 
varies widely.” However, it noted that, “[e]ven the most casual of Facebook 
friends may, for example, acquire personal information about the judge 
(e.g., celebration of a family event, a vacation destination) that could be 
used to convey the impression that the Facebook friend has special knowl-
edge about and access to the judge.” Thus, the committee directed judges to 
review their Facebook friends and “unfriend” lawyers who are reasonably 
likely to appear before them. (The committee noted that “jurisdictions in 
which judges stand for election often permit a degree of interaction with 
lawyers that is not permitted in Massachusetts.”)

he Missouri committee did not definitively direct judges not to 
“friend” attorneys who appear before them, but it did suggest that, “under 
a best practices consideration, the judge should limit the judge s friends  to 
those persons for whom the judge would recuse in the event such persons 
appeared in the judge s court.” Missouri Advisory Opinion 186 (2015) (http://
tinyurl.com/gwm3246). 
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Fact-specific inquiry
Choosing not to draw a bright line, the judicial ethics advisory committees 
in California, Kentucky, Maryland, New Mexico, New York, Ohio, and Utah 
concluded that whether a judge may connect on social media with a lawyer 
who appears before her depends on an analysis of the nature and scope of 
the specific relationship.

According to these more permissive opinions, the distinctive meaning 
of “friend” on social networks dispels the appearance problem identified in 
the more restrictive opinions. For example, the Ohio advisory committee 
noted that “a social network friend  may or may not be a friend in the tra-
ditional sense of the word.” Ohio Advisory Opinion 2010-7 (http://tinyurl.com/
kmwjgzx). Similarly, the Utah committee explained:

The designation of someone as a “friend” on a website such as Facebook 
does not indicate that the person is a friend under the usual understand-
ing of the term. Many Facebook users have hundreds and even thousands of 
“friends.” Whether someone is truly a friend depends on the frequency and 
the substance of contact, and not on an appellation created by a website for 
users to identify those who are known to the user.

Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). Given 
“that the internet and social media are regularly used by the majority of 
individuals in the country,” the Utah committee concluded, the reasonable 
person understands “what it means to be a friend ” on social media. (For 
the same reasons, the Utah committee advised that a judge may follow an 
attorney on Twitter even if that attorney might appear before the judge.) 

he entucky committee agreed that “the designation of a friend  on 
a social networking site does not, in and of itself, indicate the degree or 
intensity of a judge s relationship with the person,” adding that terms such 
as “friend,” “fan,” and “follower” are “terms of art used by the site, not the 
ordinary sense of those words.” Kentucky Advisory Opinion JE-119 (2010) 
(http://tinyurl.com/ko8fqw2). Similarly, the New Mexico committee explained 
that, “[g]iven the ubiquitous use of social networking, the mere fact that a 
judge and an attorney who may appear before the judge are linked in some 
manner on a social networking site does not in itself give the impression 
that the attorney has the ability to influence the judge.” New Mexico Advi-
sory Opinion Concerning Social Media (2016) (http://tinyurl.com/lra5ykb).

pinions also reason that, even under a more traditional definition of 
“friend,” judges may be friends off-line with lawyers who appear before 
them in court, and there is “no reason to view or treat Facebook friends  
differently.” Maryland Opinion Request 2012-7 (http://tinyurl.com/lxlrbon). The 
Maryland committee noted that most judges became “judges after years 
working in the legal profession and establishing personal relationships with 
others in that profession” and are not “obligated nor expected to retire to a 
hermitage upon becoming a judge.” Stating that connecting with an attorney 
through a social network is in some ways “no different from adding the per-
son s contact information into the judge s olodex or address book or speak-
ing to them in a public setting,” the New York advisory committee noted that 
a judge “generally may socialize in person with attorneys who appear in the 
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Fact-specific inquiry
Choosing not to draw a bright line, the judicial ethics advisory committees 
in California, Kentucky, Maryland, New Mexico, New York, Ohio, and Utah 
concluded that whether a judge may connect on social media with a lawyer 
who appears before her depends on an analysis of the nature and scope of 
the specific relationship.

According to these more permissive opinions, the distinctive meaning 
of “friend” on social networks dispels the appearance problem identified in 
the more restrictive opinions. For example, the Ohio advisory committee 
noted that “a social network friend  may or may not be a friend in the tra-
ditional sense of the word.” Ohio Advisory Opinion 2010-7 (http://tinyurl.com/
kmwjgzx). Similarly, the Utah committee explained:

The designation of someone as a “friend” on a website such as Facebook 
does not indicate that the person is a friend under the usual understand-
ing of the term. Many Facebook users have hundreds and even thousands of 
“friends.” Whether someone is truly a friend depends on the frequency and 
the substance of contact, and not on an appellation created by a website for 
users to identify those who are known to the user.

Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). Given 
“that the internet and social media are regularly used by the majority of 
individuals in the country,” the Utah committee concluded, the reasonable 
person understands “what it means to be a friend ” on social media. (For 
the same reasons, the Utah committee advised that a judge may follow an 
attorney on Twitter even if that attorney might appear before the judge.) 

he entucky committee agreed that “the designation of a friend  on 
a social networking site does not, in and of itself, indicate the degree or 
intensity of a judge s relationship with the person,” adding that terms such 
as “friend,” “fan,” and “follower” are “terms of art used by the site, not the 
ordinary sense of those words.” Kentucky Advisory Opinion JE-119 (2010) 
(http://tinyurl.com/ko8fqw2). Similarly, the New Mexico committee explained 
that, “[g]iven the ubiquitous use of social networking, the mere fact that a 
judge and an attorney who may appear before the judge are linked in some 
manner on a social networking site does not in itself give the impression 
that the attorney has the ability to influence the judge.” New Mexico Advi-
sory Opinion Concerning Social Media (2016) (http://tinyurl.com/lra5ykb).

pinions also reason that, even under a more traditional definition of 
“friend,” judges may be friends off-line with lawyers who appear before 
them in court, and there is “no reason to view or treat Facebook friends  
differently.” Maryland Opinion Request 2012-7 (http://tinyurl.com/lxlrbon). The 
Maryland committee noted that most judges became “judges after years 
working in the legal profession and establishing personal relationships with 
others in that profession” and are not “obligated nor expected to retire to a 
hermitage upon becoming a judge.” Stating that connecting with an attorney 
through a social network is in some ways “no different from adding the per-
son s contact information into the judge s olodex or address book or speak-
ing to them in a public setting,” the New York advisory committee noted that 
a judge “generally may socialize in person with attorneys who appear in the 
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judge s court,” and that there is nothing “per se unethical about communicat-
ing using other forms of technology, such as a cell phone or an Internet web 
page.” New York Advisory Opinion 2008-176 (http://tinyurl.com/y9nghct). 

Similarly, the California advisory committee stated that the nature of 
the interaction “should govern the analysis, not the medium in which it 
takes place” and declined to “set out a per se rule barring all interactions” 
on social networks with attorneys who may appear before a judge. Cal-
ifornia Judges’ Association Advisory Opinion 66 (2010) (http://tinyurl.com/
kgk4hqo). The committee did caution that the “potential that a judge may 
receive improper ex parte communications is much greater when the judge 
is interacting with attorneys who may appear in the judge s court.”

he California committee identified four factors a judge should consider 
when deciding whether to “friend” an attorney: (1) the nature of the social 
networking page  (2) the number of “friends” on the page  (3) the judge s 
practice in deciding whom to “friend;” and (4) how regularly the attorney 
appears before the judge. See also New Mexico Advisory Opinion Concern-
ing Social Media (2016) (http://tinyurl.com/lra5ykb). The committee explained 
that the more personal the page, the fewer the number of “friends” on the 
page, the more exclusive the judge is when deciding whom to add, and the 
more frequently the attorney appears before the judge, the more likely 
“friending” the attorney would create the impression that the attorney is 
in a special position to influence the judge, and, therefore, the judge should 
not form the connection. Conversely, the committee stated, “friending” an 
attorney would more likely be appropriate if the page is less personal, the 
judge has more ‘friends” on the page, and the judge is more inclusive when 
choosing whom to “friend,” particularly if the attorney is unlikely to actu-
ally appear before the judge.

As examples, the California committee applied those factors to two 
situations. First, it stated, a former law school classmate who is not a 
close friend and who occasionally appears before the judge should not be 
friended by the judge on a social networking site that the judge uses to 
up-date family and friends about her extra-judicial activities and that she 
shares only with her extended family, old friends, and a few colleagues. In 
contrast, it stated, a judge who is on the executive committee of a section 
of the local bar association and a member of the local Inn of Court may 
include attorneys who appear before him on a social networking site he 
only uses to communicate about those organizations and to discuss issues 
related to the legal community and profession. 

Although the California committee stated that a judge may interact on a 
social networking site with an attorney who may appear before the judge, 
the committee also advised that a judge should “unfriend” a lawyer who 
is actually appearing in a case before the judge. The Florida committee, 
however, criticized that approach because it requires a judge to constantly 
approve, delete, and re-approve lawyers “as friends  or connections  as 
their cases are assigned to, and thereafter concluded or removed from, a 
judge.” Florida Advisory Opinion 2012-12 (http://tinyurl.com/7d7lys9). 
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LinkedIn
After the Florida committee advised that judges should not “friend” 
attorneys who will appear before them, a judge asked whether the same 
restriction would apply to a “connection” on the professional networking 
site LinkedIn. The judge argued that “Facebook, where family and other 
personal relationships are fostered” is distinguishable from a professional 
networking cite such as inked n. he judge contended that, “a judge s con-
nection on LinkedIn with lawyers who may appear before the judge does 
not reasonably convey the impression to the public that a personal rela-
tionship of any kind necessarily exists between them. ” 

The Florida committee, however, was not persuaded there was a “mean-
ingful distinction” between the Facebook selection and communication 
process and the LinkedIn selection and communication process and, there-
fore, advised that a judge may not add lawyers who may appear before the 
judge as “connections” on LinkedIn or permit such lawyers to add the judge 
as their “connection” on that site. Florida Advisory Opinion 2012-12 (http://
tinyurl.com/7d7lys9). The Massachusetts committee also extended its bright 
line rule on Facebook friendships with attorneys to prohibit a judge from 
accepting LinkedIn requests from attorneys who appear before her and to 
require the judge to disconnect from LinkedIn connections she may have 
with attorneys who appear before her. Massachusetts Letter Opinion 2016-8 
(http://tinyurl.com/zvd9299). 

Other friends
Although it directed judges not to be social media “friends” with attorneys 
who appear before them, the Florida committee explained that a judge 
could “friend” “lawyers who do not appear before the judge, either because 
they do not practice in the judge s area or court or because the judge has 
listed them on the judge s recusal list so that their cases are not assigned to 
the judge.” Florida Advisory Opinion 2009-20 (http://tinyurl.com/ylrw9zm). The 
committee also stated that a judge was not re uired to “de-friend” lawyers 
who participate in the same social media groups as the judge, for example, 
for a voluntary bar association, a group of parents of high school students 
in a particular club, or persons studying a particular subject, even if the 
lawyers appear before the judge. The distinction, according to the com-
mittee, is that the judge did not play a role in selecting the lawyers who 
appear on the group s web-site, and, therefore, the impression created is 
not that the lawyer is in a special position to influence the judge, but that 
“the judge and the lawyer both have children in the band, or are both inter-
ested in the study of a particular subject.” Florida Advisory Opinion 2009-20 
(http://tinyurl.com/ylrw9zm); Florida Advisory Opinion 2010-6 (http://tinyurl.
com/n38kjmw).

Several committees have advised that a judge may be social media 
friends with court employees. Connecticut Informal Opinion 2013-6 (http://
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LinkedIn
After the Florida committee advised that judges should not “friend” 
attorneys who will appear before them, a judge asked whether the same 
restriction would apply to a “connection” on the professional networking 
site LinkedIn. The judge argued that “Facebook, where family and other 
personal relationships are fostered” is distinguishable from a professional 
networking cite such as inked n. he judge contended that, “a judge s con-
nection on LinkedIn with lawyers who may appear before the judge does 
not reasonably convey the impression to the public that a personal rela-
tionship of any kind necessarily exists between them. ” 

The Florida committee, however, was not persuaded there was a “mean-
ingful distinction” between the Facebook selection and communication 
process and the LinkedIn selection and communication process and, there-
fore, advised that a judge may not add lawyers who may appear before the 
judge as “connections” on LinkedIn or permit such lawyers to add the judge 
as their “connection” on that site. Florida Advisory Opinion 2012-12 (http://
tinyurl.com/7d7lys9). The Massachusetts committee also extended its bright 
line rule on Facebook friendships with attorneys to prohibit a judge from 
accepting LinkedIn requests from attorneys who appear before her and to 
require the judge to disconnect from LinkedIn connections she may have 
with attorneys who appear before her. Massachusetts Letter Opinion 2016-8 
(http://tinyurl.com/zvd9299). 

Other friends
Although it directed judges not to be social media “friends” with attorneys 
who appear before them, the Florida committee explained that a judge 
could “friend” “lawyers who do not appear before the judge, either because 
they do not practice in the judge s area or court or because the judge has 
listed them on the judge s recusal list so that their cases are not assigned to 
the judge.” Florida Advisory Opinion 2009-20 (http://tinyurl.com/ylrw9zm). The 
committee also stated that a judge was not re uired to “de-friend” lawyers 
who participate in the same social media groups as the judge, for example, 
for a voluntary bar association, a group of parents of high school students 
in a particular club, or persons studying a particular subject, even if the 
lawyers appear before the judge. The distinction, according to the com-
mittee, is that the judge did not play a role in selecting the lawyers who 
appear on the group s web-site, and, therefore, the impression created is 
not that the lawyer is in a special position to influence the judge, but that 
“the judge and the lawyer both have children in the band, or are both inter-
ested in the study of a particular subject.” Florida Advisory Opinion 2009-20 
(http://tinyurl.com/ylrw9zm); Florida Advisory Opinion 2010-6 (http://tinyurl.
com/n38kjmw).

Several committees have advised that a judge may be social media 
friends with court employees. Connecticut Informal Opinion 2013-6 (http://
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tinyurl.com/cmwds7t); South Carolina Advisory Opinion 17-2009 (http://tinyurl.
com/23vgs47).

pinions differ on the issue of on-line friendships between judges and 
law enforcement officers or similar participants in judicial proceedings. 
The Kentucky committee stated that a judge may participate in a social 
networking site with various persons who appear before the judge in 
court, such as social workers, and or law enforcement officials. Kentucky 
Advisory Opinion JE-119 (2010) (http://tinyurl.com/ko8fqw2). See also South 
Carolina Advisory Opinion 17-2009 (http://tinyurl.com/23vgs47) (a magistrate 
may be social media “friends” with law enforcement officers as long as 
they do not discuss anything related to her position as magistrate). In con-
trast, the Connecticut, Massachusetts, and Oklahoma committees stated 
that a judge should not become a social networking “friend” with persons 
who regularly appear before the judge in an adversarial role, such as law 
enforcement personnel, social workers, expert witness, or parties. Con-
necticut Informal Opinion 2013-6 (http://tinyurl.com/cmwds7t); Massachusetts 
Letter Opinion 2016-1 (http://tinyurl.com/lx77u7n); Oklahoma Advisory Opinion 
2011-3 (http://tinyurl.com/3qe89xy). 

Disqualification

Factors to consider
Judicial ethics committees have advised that dis ualification is not neces-
sarily re uired when an attorney with whom a judge has an on-line con-
nection appears in a case, but that that connection is one factor a judge 
should consider in deciding whether her impartiality might reasonably be 
questioned. For example, the Arizona committee stated that there is no 
“per se dis ualification re uirement in cases where a litigant or lawyer is 
a friend  or has a similar status with a judge through social or electronic 
networks” but that there may be “facts and circumstances” related to the 
social media relationship that might disqualify the judge. Arizona Advisory 
Opinion 2014-1 (http://tinyurl.com/k5ug3j2). The committee cautioned that, 
“[i]f social or electronic media associations will necessitate frequent dis-

ualification, the judge must consider whether continuing that relationship 
is appropriate.” See also Maryland Opinion Request 2012-7 (http://tinyurl.com/
lxlrbon); Missouri Advisory Opinion 186 (2015) (http://tinyurl.com/gwm3246); 
New Mexico Advisory Opinion Concerning Social Media (2016) (http://tinyurl.
com/z7fapll); New York Advisory Opinion 2013-39 (http://tinyurl.com/mkac3o4); 
Ohio Advisory Opinion 2010-7 (http://tinyurl.com/kmwjgzx); Utah Informal 
Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). Even the Massachu-
setts committee, which has advised judges not to “friend” attorneys who 
may appear before them, stated that dis ualification may not be re uired 
if “[d]espite a judge s best efforts, . . . unexpectedly, a lawyer whom the 
judge knows to be a Facebook friend appears before the judge.” Massa-
chusetts Letter Opinion 2016-1 (http://tinyurl.com/lx77u7n). But see California 
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Judges’ Association Advisory Opinion 66 (2010) (http://tinyurl.com/kgk4hqo) (if 
a judge approved a connection to a lawyer on a social media site because he 
believed it was highly unlikely the attorney would ever appear before him, 
the judge should disqualify himself if that lawyer does appear). 

hat rule has also been applied when the judge s connection is not with 
an attorney but with someone who has a different role in a case. See Arizona 
Advisory Opinion 2014-1 (http://tinyurl.com/k5ug3j2) (a judge must consider 
whether dis ualification is re uired when an organi ation that the judge has 
liked or follows on Facebook appears as a litigant); New York Advisory Opinion 
2013-39 (http://tinyurl.com/mkac3o4) (“the mere status of being a ‘Facebook 
friend,  without more,” with the parents or guardians of certain minors who 
allegedly were affected by the conduct of a defendant in a criminal case “is 
an insufficient basis to re uire recusal”)  Utah Informal Advisory Opinion 
2012-1 (http://tinyurl.com/mywqho5) (“[l]iking an event, activity, or entity does 
not automatically re uire the judge s recusal”).

ecause dis ualification is not automatically re uired, a judge must 
consider whether an on-line connection  alone or in combination with 
other factors  raises a reasonable uestion about the judge s impartial-
ity whenever a person with whom a judge has a social media connection 
appears in a case. The relevant factors for making that determination 
include:

• he fre uency of the judge s social media contacts and communica-
tions with the individual;

• he substance of the judge s social media contacts and communica-
tions with the individual;

• The scope of the social media friendship;
• The nature of the social networking page (for example, whether it is 

more personal or professional);
• The number of “friends” the judge has on the page;
• he judge s practice in deciding whom to “friend” (in other words, 

whether the judge is very exclusive or more inclusive when deciding 
whom to add); and

• Whether the judge and the friend have frequent, personal contacts 
in real life, not just on-line.

hus, if the judge s social media page primarily has posts about per-
sonal activities, the connections are mainly family and personal friends, 
the judge and his social media “friend” comment on each other s posts, the 
judge is very selective when adding to his “friend” list, and the judge and 
the “friend” and their families sociali e in real life, the judge s impartiality 
is more likely to be reasonably uestioned, and dis ualification is more 
likely to be required when that “friend” appears in a case. In contrast, if 
the page is focused more on court business and professional activities, the 
judge has more “friends” on the page, those friends are primarily profes-
sional acquaintances, the judge allows everyone to follow the page, and the 
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ecause dis ualification is not automatically re uired, a judge must 
consider whether an on-line connection  alone or in combination with 
other factors  raises a reasonable uestion about the judge s impartial-
ity whenever a person with whom a judge has a social media connection 
appears in a case. The relevant factors for making that determination 
include:

• he fre uency of the judge s social media contacts and communica-
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• he substance of the judge s social media contacts and communica-
tions with the individual;

• The scope of the social media friendship;
• The nature of the social networking page (for example, whether it is 

more personal or professional);
• The number of “friends” the judge has on the page;
• he judge s practice in deciding whom to “friend” (in other words, 

whether the judge is very exclusive or more inclusive when deciding 
whom to add); and

• Whether the judge and the friend have frequent, personal contacts 
in real life, not just on-line.

hus, if the judge s social media page primarily has posts about per-
sonal activities, the connections are mainly family and personal friends, 
the judge and his social media “friend” comment on each other s posts, the 
judge is very selective when adding to his “friend” list, and the judge and 
the “friend” and their families sociali e in real life, the judge s impartiality 
is more likely to be reasonably uestioned, and dis ualification is more 
likely to be required when that “friend” appears in a case. In contrast, if 
the page is focused more on court business and professional activities, the 
judge has more “friends” on the page, those friends are primarily profes-
sional acquaintances, the judge allows everyone to follow the page, and the 

“Judicial ethics 
committees have 

advised that 
disqualification is 
not necessarily 
required when 

an attorney with 
whom a judge 
has an on-line 

connection 
appears in a  
case . . . .”



ICLE/ICJE Social Media and Technology Seminar
190 of 246

19

JUDICIAL  
CONDUCT  

REPORTER     

SPRING 2017     

(continued)

judge and the “friend” only interact in court or at bar meetings, the judge s 
impartiality is not likely to be uestioned, and dis ualification is not likely 
to be required.

he ri ona committee noted that, if dis ualification is re uired based 
on a social media connection, simply “de-friending” a lawyer or litigant 
is not sufficient to eliminate the necessity of dis ualification because the 
“fact that the judge was just recently associated with the lawyer or litigant 
poses the same ethical issues as an ongoing relationship.” Arizona Advisory 
Opinion 2014-1 (http://tinyurl.com/k5ug3j2). 

here is a summary of caselaw on dis ualification and social media 
relationships on the Center for Judicial Ethics web-site.

Disclosure
Comment 5 to Rule 2.11 of the model code provides: “A judge should dis-
close on the record information that the judge believes the parties or 
their lawyers might reasonably consider relevant to a possible motion for 
dis ualification, even if the judge believes there is no basis for dis uali-
fication.” n In the Matter Concerning Ferguson, Public admonishment (Cal-
ifornia Commission on Judicial Performance May 31, 2017) (http://tinyurl.
com/y8yzrthr), the California Commission on Judicial Performance publicly 
admonished a judge for being Facebook friends with attorneys who were 
appearing regularly before him without disclosing the relationship, in 
addition to other misconduct. The Commission noted that California Judges 
Association Ethics Opinion 66 (2010) (http://tinyurl.com/kgk4hqo) provides the 
following guidance to judges:

While it may be permissible for a judge to interact on a social network 
site with an attorney who may appear before the judge, it is not permissi-
ble to interact with attorneys who have matters pending before the judge. 

hen a judge learns that an attorney who is a member of that judge s online 
social networking community has a case pending before the judge the 
online interaction with that attorney must cease (i.e. the attorney should 
be “unfriended”) and the fact this was done should be disclosed .... Regard-
less of the nature of the social networking page, maintaining online contacts 
while a case is pending creates appearance issues that cannot be overcome 
through disclosure of the contacts. 

The Committee explained:

The need for disclosure arises from the peculiar nature of online social 
networking sites, where evidence of the connection between the lawyer and 
the judge is widespread but the nature of the connection may not be readily 
apparent. Assuming that including the lawyer was permissible, disclosure 
should be sufficient to dispel any concerns that the attorney is in a special 
position to influence the judge or that the judge would not be impartial.

( he committee added that disclosure was necessary even if the only on-line 
connection is that the judge and the attorney are both members of a social 
networking site utilized by members of a bar association organization.) 

Similarly, the Massachusetts committee stated that, even if a judge 
decides dis ualification is not re uired when a social media friend appears 
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in a case, the judge should still disclose on the record the existence and 
nature of the Facebook friendship and “unfriend” the lawyer. Massachu-
setts Letter Opinion 2016-1 (http://tinyurl.com/lx77u7n). The committee also 
advised that a judge should disclose if a lawyer appearing before the judge 
is a former Facebook friend.

ther judicial ethics committees have given less clear-cut advice, indi-
cating only that disclosure may be a good practice when an attorney with 
whom a judge is friends on-line appears in a case. For example, the New 
York committee recommended that a judge make a record, such as a memo-
randum to the file, for the basis for her conclusion that dis ualification was 
not required by her Facebook relationship to a person involved in a case. 
New York Advisory Opinion 2013-39 (http://tinyurl.com/mkac3o4). However, 
the committee stated, the practice was not mandatory, although it “may 
be of practical assistance . . . if similar circumstances arise in the future or 
if anyone later questions” her decision not to disqualify. See also Arizona 
Advisory Opinion 2014-1 (http://tinyurl.com/k5ug3j2) (a judge should disclose 
“depending on the facts and circumstances of a given case”); Missouri Advi-
sory Opinion 186 (2015) (http://tinyurl.com/gwm3246) (disclosure of a social 
media relationship “may” be appropriate).

LinkedIn and disqualification
he Massachusetts committee stated that, if, despite a judge s best efforts 

not to connect with lawyers who appear before the judge, a lawyer whom 
the judge knows to be a LinkedIn connection appears in a case, the judge 
should consider the existence and nature of the LinkedIn connection, 
including “whether, while the judge was a practicing attorney, the judge 
had posted a recommendation or endorsement on the profile page of this 
lawyer,” as one factor in determining whether dis ualification is re uired. 
Massachusetts Letter Opinion 2016-8 (http://tinyurl.com/zvd9299). Further, 
even if the judge concludes dis ualification is unwarranted, the committee 
advised, a judge “should disconnect from the lawyer on LinkedIn and dis-
close on the record the existence and nature of the LinkedIn connection.” 
Finally, the committee stated, “[i]f a judge knows that a lawyer appearing 
before the judge is a former LinkedIn connection, the judge should con-
sider the nature of that past connection to determine whether disclosure 
is warranted. 

Further, the Utah committee explained that, “recommending someone 
on LinkedIn is different from liking someone on Facebook because of the 
stronger statement it makes about the skills of the individual,” and, there-
fore, dis ualification was re uired if the judge recommended an attor-
ney on inked n based on the judge s interactions with the attorney in 
court. Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). 
However, the committee created an exception for the judge s former law 
clerk because that recommendation would be based on the judge s working 
relationship with the former clerk, not on court performance, and disqual-
ification would not be necessary.
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advised that a judge should disclose if a lawyer appearing before the judge 
is a former Facebook friend.

ther judicial ethics committees have given less clear-cut advice, indi-
cating only that disclosure may be a good practice when an attorney with 
whom a judge is friends on-line appears in a case. For example, the New 
York committee recommended that a judge make a record, such as a memo-
randum to the file, for the basis for her conclusion that dis ualification was 
not required by her Facebook relationship to a person involved in a case. 
New York Advisory Opinion 2013-39 (http://tinyurl.com/mkac3o4). However, 
the committee stated, the practice was not mandatory, although it “may 
be of practical assistance . . . if similar circumstances arise in the future or 
if anyone later questions” her decision not to disqualify. See also Arizona 
Advisory Opinion 2014-1 (http://tinyurl.com/k5ug3j2) (a judge should disclose 
“depending on the facts and circumstances of a given case”); Missouri Advi-
sory Opinion 186 (2015) (http://tinyurl.com/gwm3246) (disclosure of a social 
media relationship “may” be appropriate).

LinkedIn and disqualification
he Massachusetts committee stated that, if, despite a judge s best efforts 

not to connect with lawyers who appear before the judge, a lawyer whom 
the judge knows to be a LinkedIn connection appears in a case, the judge 
should consider the existence and nature of the LinkedIn connection, 
including “whether, while the judge was a practicing attorney, the judge 
had posted a recommendation or endorsement on the profile page of this 
lawyer,” as one factor in determining whether dis ualification is re uired. 
Massachusetts Letter Opinion 2016-8 (http://tinyurl.com/zvd9299). Further, 
even if the judge concludes dis ualification is unwarranted, the committee 
advised, a judge “should disconnect from the lawyer on LinkedIn and dis-
close on the record the existence and nature of the LinkedIn connection.” 
Finally, the committee stated, “[i]f a judge knows that a lawyer appearing 
before the judge is a former LinkedIn connection, the judge should con-
sider the nature of that past connection to determine whether disclosure 
is warranted. 

Further, the Utah committee explained that, “recommending someone 
on LinkedIn is different from liking someone on Facebook because of the 
stronger statement it makes about the skills of the individual,” and, there-
fore, dis ualification was re uired if the judge recommended an attor-
ney on inked n based on the judge s interactions with the attorney in 
court. Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). 
However, the committee created an exception for the judge s former law 
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ification would not be necessary.
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Ex parte communications
Although other users may try to discuss their cases with a judge on social 
media, judges may not engage in ex parte communications on-line any 
more than they can face-to-face and should “take steps to guard against 
such communications” (Arizona Advisory Opinion 2014-1 (http://tinyurl.com/
k5ug3j2)) and avoid comments and interactions that may be interpreted 
as ex parte communications. ABA Formal Opinion 462 (2013) (http://
tinyurl.com/b3shjkp). See also Massachusetts Letter Opinion 2016-1 (http://
tinyurl.com/lx77u7n); New York Advisory Opinion 2008-176 (http://tinyurl.com/
y9nghct). Noting “a judge must be wary of inviting or engaging in social 
media dialogue with lawyers, litigants, witnesses or others who may be 
involved in pending litigation,” the New York Commission cautioned, “[p]
articularly where pseudonyms are used, the judge may not know that a 
person who responds to his/her posting may be involved in a case before 
the judge or a judicial colleague.” New York State Commission on Judicial 
Conduct 2016 Annual Report (http://tinyurl.com/n3xu3hj). Although there are 
exceptions to the prohibition on ex parte communications, the Ohio com-
mittee advised that “it would be prudent to avoid any such job related 
communications on a social networking site as it increases the chance of 
improper ex parte exchanges.” Ohio Advisory Opinion 2010-7 (http://tinyurl.
com/kmwjgzx).

If a judge is unable to avoid an ex parte communication on social 
media, the judge must disclose the communication to the other parties 
and provide an opportunity to respond. Arizona Advisory Opinion 2014-1 
(http://tinyurl.com/k5ug3j2); New Mexico Advisory Opinion Concerning Social 
Media (2016) (http://tinyurl.com/lra5ykb); Ohio Advisory Opinion 2010-7 
(http://tinyurl.com/kmwjgzx); Utah Informal Advisory Opinion 2012-1 (http://
tinyurl.com/mywqho5). In addition, the Utah committee stated that, if a 
judge were to begin receiving ex parte communications from an attorney 
the judge follows on Twitter, “the judge could no longer follow that par-
ticular attorney.” Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/
mywqho5).

n the first case in which a judge was disciplined for conduct on social 
media, a judge was publicly reprimanded for ex parte communications 
on Facebook with counsel for a party in a matter being tried before him, 
in addition to other misconduct. Public Reprimand of Terry (North Car-
olina Judicial tandards Commission pril 1, 2009) (http://tinyurl.com/
l2brh3e). There are summaries of cases in which judges were disciplined 
for ex parte communications on social media on the Center for Judicial Ethics 
web-site.

Independent investigations
s a corollary to the prohibition on ex parte communications, ule 2.9(C) 

prohibits judges from independently investigating the facts of a case, 
and comment 6 to that rule explains that prohibition “extends to infor-
mation available in all mediums, including electronic.” Thus, the Arizona 
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committee directed judges to “scrupulously avoid researching facts, liti-
gants, or lawyers involved in matters pending before them through elec-
tronic or social media.” Arizona Advisory Opinion 2014-1 (http://tinyurl.com/
k5ug3j2). Similarly, the Ohio committee stated:

 judge should not view a party s or witness  page on a social network-
ing site and should not use social networking sites to obtain information 
regarding the matter before the judge. . . . he ease of finding information on 
a social networking site should not lure the judge into investigative activities 
in cases before the judge.

Ohio Advisory Opinion 2010-7 (http://tinyurl.com/kmwjgzx). Noting news 
reports of a judge who said he searches a defendant s My pace or Facebook 
accounts before sentencing, the Kentucky committee questioned “whether 
his active monitoring of offenders under his jurisdiction would be appro-
priate under the Kentucky Code of Judicial Conduct, and whether such 
conduct raises separation of powers concerns.” Kentucky Advisory Opinion 
JE-119 (2010) (http://tinyurl.com/ko8fqw2). See also Connecticut Informal 
Opinion 2013-6 (http://tinyurl.com/cmwds7t); ABA Formal Opinion 462 (2013) 
(http://tinyurl.com/b3shjkp).

Public comments on pending cases
Rule 2.10(A) of the model code of judicial conduct provides that “[a] judge 
shall not make any public statement that might reasonably be expected to 
affect the outcome or impair the fairness of a matter pending or impending 
in any court . . . .” hat rule applies to a judge s activity on social media. See, 
e.g., Arizona Advisory Opinion 2014-1 (http://tinyurl.com/k5ug3j2); Missouri 
Advisory Opinion 186 (2015) (http://tinyurl.com/gwm3246). Although the rule 
prohibits only comments that “might reasonably be expected to affect the 
outcome or impair the fairness of a matter,” some judicial ethics commit-
tees omit that ualification in their discussion, appearing to suggest that 
a judge should avoid any comment about a pending or impending matter 
in any court regardless of the potential effect. See ABA Formal Opinion 462 
(2013) (http://tinyurl.com/b3shjkp) (“a judge should avoid comment about a 
pending or impending matter in any court to comply with Rule 2.10”); Con-
necticut Informal Opinion 2013-6 (http://tinyurl.com/cmwds7t) (a “Judicial ffi-
cial should not make comments about any matters pending or impending 
before any court in accordance with Rule 2.10”). 

The New Mexico committee noted that the prohibition on public com-
ments applies even when a judge is using social media “to disseminate 
information to the public concerning the judiciary.” New Mexico Advisory 
Opinion Concerning Social Media (2016) (http://tinyurl.com/lra5ykb). Although 
there is an exception that allows a judge to inform the public about court 
procedures in connection with a pending case, the committee emphasized 
that, when providing such information, a judge should not “express an 
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procedures in connection with a pending case, the committee emphasized 
that, when providing such information, a judge should not “express an 

“In the first case 
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was disciplined 
for conduct on 
social media, a 

judge was publicly 
reprimanded 
for ex parte 

communications 
on Facebook 
with counsel 

for a party in a 
matter being tried 

before him, in 
addition to other 

misconduct.”
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(continued)

opinion that may have bearing on the judge s impartiality or fairness or 
that may be related to the merits of any pending or impending case.”

To avoid posts that a reasonable person may regard as an improper 
comment on a pending case or an expression of personal bias, the Massa-
chusetts committee warned a judge to avoid “a close temporal proximity” 
between a post and a specific incident when using witter to provide prac-
tice tips to trial lawyers. Massachusetts Advisory Opinion 2016-9 (http://
tinyurl.com/gn6vwfc). Such tips are appropriate, the committee stated, but 
only if they do not reflect the judge s “reaction, whether complimentary or 
critical to in-court behavior of any readily identifiable person,” are “per-
ceived to be purely educational,” and do not constitute legal advice.

Public comments on pending cases are inappropriate even if the judge 
does not expressly mention the name of the case. See In the Matter of Johns, 
793 . .2d 296 ( outh Carolina 2016). Further, “liking” others  comments 
on a case constitutes an improper public comment by a judge. See In the 
Matter of Whitmarsh, Determination (New York State Commission on Judi-
cial Conduct ecember 28, 2016) (http://tinyurl.com/hrd76e3). A judge should 
not post comments on social media that “go beyond mere factual state-
ments of events occurring in the courtroom,” call attention to “certain facts 
or evidence,” “add the judge s subjective interpretation of these events at or 
near the time of their occurrence,” or “reveal his or her thought processes 
in making any judgment.” In re Slaughter, 480 S.W.3d 842 (Texas Special 
Court of Review 2015). 

There are summaries of cases in which judges have been disciplined 
for publicly commenting on pending cases on social media on the Center for 
Judicial Ethics web-site.

Non-public comments
Non-public statements about cases are only prohibited by ule 2.10( ) if 
they “might substantially interfere with a fair trial or hearing,” but advi-
sory committees make clear that exception does not apply on social media 
where nothing can reasonably be considered “non-public.” he ri ona 
committee, for example, stated that, for purposes of the rule, “it is prudent 
to assume that even postings intended only for friends and family may be 
more broadly disseminated through social and electronic media.” Arizona 
Advisory Opinion 2014-1 (http://tinyurl.com/k5ug3j2). he California judges  
association committee explained:

One cannot assume that comments made on a social networking site are 
private. Posts on a Facebook page are not private. They appear on the “walls” 
of other Facebook members the user has “friended.” If a user comments on a 
friend s post, that comment is visible not only to the friend, but to any of the 
friend s friends. s a result, any comments a judge makes on a social network-
ing site should be treated as public comments within the meaning of [Rule 
2.10(A)]. . . .

California Judges’ Association Advisory Opinion 66 (2010) (http://tinyurl.
com/7bozntm). Similarly, when discussing the prohibition on public 
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comments, the Kentucky committee stated, “[w]hile social networking 
sites may have an aura of private, one-on-one conversation, they are much 
more public than offline conversations, and statements once made in that 
medium may never go away.” Kentucky Advisory Opinion JE-119 (2010) 
(http://tinyurl.com/ko8fqw2).

25th National College on Judicial Conduct and Ethics

Registration is now open for the 25th National College on Judicial Conduct 
and Ethics. The College will be held Wednesday October 4 through 
Friday October 6, 2017 in Austin, Texas at the Omni Austin Hotel 
Downtown. The College registration fee is $400 through July 
31, but $425 beginning August 1. he room rate is 219 for single 
or double occupancy, which includes breakfast. 

The College provides a forum for judicial conduct commission 
members and staff, judges, judicial ethics advisory committees, and 
others to discuss professional standards for judges and current 
issues in judicial discipline. There is a complete description of ses-
sions and moderators on-line. he session topics are

PLENARY SESSION
Social Media and Judges: Bright Lines and Best Practices

BREAK-OUT SESSIONS
• is ualification
• The Curious Judge: Independent Factual Investigations
• Judicial Discipline and Technology
• Ethical Guidelines for Members of Judicial Conduct Commissions
• Judicial Impairments
• Best Practices for Judicial Ethics Advisory Committees
• Pro Se Litigants and Judicial Ethics
• Fines, Fees, and Judicial Ethics
• Determining the Appropriate Sanction
• The Role of Public Members
• Introduction to Judicial Ethics and Discipline for New Members of 

Judicial Conduct Commissions

There is a link from the College registration site to the hotel reserva-
tion site. If you have any questions about registration, contract Alisa 
Kim at akim@ncsc.org or (303) 308-4340.
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lawyers that they must understand and keep up to date on technology.  The 
revised Comment [8] describes the duty of competence and how lawyers are 
to ensure compliance with it as follows:  

 
To maintain the requisite knowledge and skill, a lawyer should 
keep abreast of changes in the law and its practice, including 
the benefits and risks associated with relevant technology, 
engage in continuing study and education and comply with all 
continuing legal education requirements to which the lawyer 
is subject.5 

 
Similarly, confidentiality is vital to the client-attorney relationship – we 

want clients to be forthright with their lawyers. Without full information, 
lawyers cannot fulfill their duty of competence. Moreover, lawyers cannot be 
competent if they do not protect confidentiality and understand the risks of 
our technological world.  Confidentiality covers all information the lawyer 
gains while working with a client, whether the lawyer receives it directly 
from a client or not.6 Under such a broad definition, a significant amount of 
material is confidential.  Due to the sensitivity of information that we lawyers 
receive to simply do our jobs, we also owe our clients a duty to take steps to 
protect all of their information.  Though our jobs are to practice law, the 
practice of law increasingly means more than just being up to speed on the 
latest court cases and rules. In today's world, lawyers also need to understand 
the technology-related risks to their clients' confidential information. 

 
While lawyers would probably prefer more specific information on what 

they should do to implement their competence and confidentiality 
obligations, perhaps the ethics rules are not the right place to talk about 
specific steps that lawyers should take. Technologies change on a seemingly 
daily basis, making it difficult to describe what we should do tomorrow, let 
alone a year from now. Although it would be too burdensome to require 
lawyers to adhere to a standard requiring them to become technological 
experts working every day to outsmart the criminal element, that does not 
mean that lawyers can't do anything.  This essay will explore common 
questions concerning technology and its impact on law practice. 

 
 

 

                                                
5 ABA Model Rule 1.1, Comment [8]. 
6 See ABA Model Rule 1.6. 
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I.  THE ETHICAL DUTY OF TECHNOLOGICAL COMPETENCE BEYOND THE ABA 

 
The American Bar Association’s Model Rules of Professional Conduct 

are just that: a model set of ethics rules for licensing jurisdictions to consider 
when evaluating the ethical rules that will govern the actions of lawyers 
within their jurisdiction.7  Though they serve as a guide for regulators in 
licensing jurisdictions, each lawyer must look to the ethics rules in the 
jurisdiction(s) where she is licensed to determine the relevant standards. 

 
 Not all states have adopted the ABA’s technological competence 

comment.  In the five years since the ABA added “the benefits and risks 
associated with relevant technology”8 to its comment describing the bounds 
of the duty of competence, more than half of the states have taken their own 
steps to adopt technology as a specifically enumerated component of 
competence.9  Lawyers in Arizona, Arkansas, Colorado, Connecticut, 
Delaware, Florida, Idaho, Illinois,10 Iowa, Kansas,11 Kentucky, 
Massachusetts, Minnesota, Missouri, Nebraska, New Hampshire, New 
Mexico, New York, North Carolina, North Dakota, Ohio, Oklahoma, 
Pennsylvania, Tennessee, Utah, Virginia, Washington, West Virginia, 
Wisconsin, and Wyoming are all required to understand how relevant 

                                                
7  See American Bar Association, Model Rules of Professional Conduct, available at 

http://www.americanbar.org/groups/professional_responsibility/publications/model_rules_
of_professional_conduct.html (“The ABA Model Rules of Professional Conduct were 
adopted by the ABA House of Delegates in 1983.  They serve as models for the ethics rules 
of most states.”).  See also Agnieszka McPeak, Social Media Snooping and Its Ethical 
Bounds, 46 Ariz. St. L.J. 845, 851 (2014) (“Most states base their codes on a version of the 
ABA’s model ethics rules, with state-specific variation in some instances.”). 

8  Model Rules of Professional Conduct Rule 1.1, Cmt [8]. 
9 Robert Ambrogi, 31 States Have Adopted Ethical Duty of Technology Competence, 

Law Sites, available at http://www.lawsitesblog.com/2015/03/11-states-have-adopted-
ethical-duty-of-technology-competence.html (last accessed May 18, 2018) (collecting state 
ethical requirements concerning technological competence). 
10 Daniel A. Cotter, The Use of Technology by Lawyers and the Rules of Professional 
Conduct, CBA Rec., at 30, 31 (Sept. 2016) (“On October 15, 2015, the Illinois Supreme 
Court amended Rule 1.6(e) of the Illinois Rules of Professional Conduct (“RPC”) to 
require that lawyers make reasonable efforts to prevent unauthorized access to client data, 
and imposing an affirmative duty on lawyers to understand the relevant technology.”). 
11 M. H. Hoeflich & Frank Siler, New Technologies and Lawyer Competence, J. Kan. B. 
Ass'n, July/August 2016, at 38, 39 (“To codify the technology aspect of maintaining 
competence, in March of 2014 the Kansas Supreme Court adopted a modification to the 
Competence rule's Comments. Comment [8] now states “To maintain the requisite 
knowledge and skill, a lawyer should keep abreast of changes in the law and its practice, 
including the benefits and risks associated with relevant technology…”) (emphasis in 
original). 
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technology impacts their practices.12  Florida has taken the recent step of 
requiring, starting January 1, 2017, that in every CLE cycle, its members 
receive three hours of technology CLE training.13 

 
Lawyers in states, like Georgia, that have not yet adopted Comment [8] 

concerning technological competence are not exempt from the duty.  The 
drafters of the change noted that the comment merely provides additional 
information explaining the parameters of a duty already part of the 
competence rule.  Thus, all lawyers should assume that technological 
competence is one of the duties they owe their clients as part of the broader 
duty of competence.   

 
II. CLOUD COMPUTING 

 
You may have your head up in the clouds if you have not heard the buzz 

surrounding cloud computing.14   As clients pressure firms to decrease costs 
and increase accessibility of data, more and more lawyers are beginning to 
embrace the technology.  Cloud computing technology is not without its 
risks.  The Federal Trade Commission has received complaints concerning 
inadequate security on the cloud.15  Even more disconcerting is the FBI’s 
warning to law firms that they were “being specifically targeted by hackers 
who have designs of accessing the firms’ databases.”16 These threats 
underscore the main ethical concern in cloud computing: confidentiality. 

   
Recognizing the confidentiality concern, the American Bar Association 

Ethics 20/20 Commission’s working group on the “Implications of New 
Technologies” proposed a series of changes to the Model Rules that were 

                                                
12 Robert Ambrogi, 31 States Have Adopted Ethical Duty of Technology Competence, 

Law Sites, available at http://www.lawsitesblog.com/2015/03/11-states-have-adopted-
ethical-duty-of-technology-competence.html (last accessed May 18, 2018).   

13 See, Victor Li, Florida Supreme Court Approves Mandatory Tech CLE Classes for 
Lawyers, ABA Journal (Sept. 30, 2016), available at 
http://www.abajournal.com/news/article/florida_supreme_court_approves_mandatory_tech
_cles_for_lawyers.   

14  Cloud computing “refers to a category of software that’s delivered over the Internet 
via a Web browser . . . rather than installed directly on the user’s computer. The cloud offers 
certain advantages in terms of minimal upfront costs, flexibility and mobility, and ease of 
use.” Cloud Ethics Opinions Around the U.S., 
https://www.americanbar.org/groups/departments_offices/legal_technology_resources/res
ources/charts_fyis/cloud-ethics-chart.html.   

15  Id. 
16  Id.  See also Jennifer Smith, Client Secrets at Risk as Hackers Target Law Firms, 

WALL ST. J. LAW BLOG, June 24, 2012, http://blogs.wsj.com/law/2012/06/25/dont-click-on-
that-link-client-secrets-at-risk-as-hackers-target-law-firms/. 
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ultimately adopted.17  The first, discussed in our introduction, added a 
comment to the competence rule, making explicit that lawyers must 
understand “the benefits and risks associated with relevant technologies.” 18   

 
In addition, the Model Rules require lawyers to make “reasonable efforts” 

to ensure that client information is not inadvertently disclosed or that it is not 
improperly accessed.19  While such “reasonable efforts” are not specifically 
described, a new Comment 18 describes certain “[f]actors to be considered 
in determining the reasonableness of the lawyer’s efforts.” 20  Clients may 
require lawyers to go further or, with informed consent, “forgo security 
measures that would otherwise be required.”21  Specifically unaddressed by 
Model Rule 1.1 are two important points that lawyers should consider: (1) 
duties to protect information and maintain privacy that arise from other laws 
and (2) notification requirements arising from other sources of law when an 
unauthorized breach or other data loss occurs.22   

 
Numerous state bar associations have issued ethical opinions on cloud 

computing, each permitting its use when reasonable care is exercised.23 As 
defined by these jurisdictions, reasonable care24 and best practices when 

                                                
17  Catherine S. Reach, Rachel Packer, & Paul Bateman, Ethical Challenges on the 

Horizon: Confidentiality, Competence and Cloud Computing, ABA Section of Litigation 
Section Annual Conference (April 2013).  

18  MODEL RULES OF PROF’L CONDUCT R. 1.1, cmt. 6. 
19  MODEL RULES OF PROF’L CONDUCT R. 1.6(c).  
20  MODEL RULES OF PROF’L CONDUCT R. 1.6, cmt. 18 (these factors “include, but are 

not limited to, the sensitivity of the information, the likelihood of disclosure if additional 
safeguards are not employed, the cost of employing additional safeguards, the difficulty of 
implementing the safeguards, and the extent to which the safeguards adversely affect the 
lawyer’s ability to represent clients (e.g., by making a device or important piece of software 
excessively difficult to use).”).  

21  Id. 
22  See id. 
23  Cloud Ethics Opinions Around the U.S., 

https://www.americanbar.org/groups/departments_offices/legal_technology_resources/res
ources/charts_fyis/cloud-ethics-chart.html.   

24  The Pennsylvania Bar Association has gone so far as to list fifteen practices that 
would meet the “standard of reasonable care.”  See Pa. Bar Ass’n Comm. on Legal Ethics & 
Prof’l Responsibility, Formal Op. 2011-200 (2011) (these practices include backing up data, 
installing firewalls, only providing necessary information to others, avoiding inadvertent 
disclosure of information, verifying the identity of individuals to whom the attorney provides 
information and refusing to disclose information without said verification, encrypting data, 
implementing audit trail procedures to monitor who accesses the data, creating plans to 
address security breaches, providing training on cloud computing, maintaining a physical 
copy of the information onsite, creating alternate ways to access the information, as well as 
a host of suggestions for the agreement between the attorney and provider).  
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using cloud computing may include the following steps:   

 
• Investigate how the data is stored and secured; 25 

 
• Ensure that a confidentiality agreement is followed;26 

 
• Stay up to date with  emerging technology best practices;27  

 
• Consult experts in technology if the attorney is not a technology 

expert;28 
 

• Ensure “[r]easonable security precautions” are in place, such as 
password protection and encryption;29  
 

• Ensure the vendor understands legal confidentiality 
requirements;30 
 

• Consider whether certain types of information are so sensitive 
that client consent should be requested.31  
 

The American Bar Association provides further guidance, recommending 
that lawyers ask and answer a series of questions concerning ethics and 
security when considering cloud computing.32 

                                                
25  Ala. State Bar Office of General Counsel, Formal Op. 201-02 (2010). 
26 Id. 
27  Id. 
28  State Bar of Calif. Comm. on Prof’l Responsibility & Conduct, Formal Op. 2010-

179 (2010).  
29  State Bar of Ariz. Ethics Comm., Formal Op. 09-04 (2009).  
30  State Bar of Nev. Comm. on Ethics & Prof’l Responsibility, Formal Op. 33 (2006).  
31  N.H. Bar Ass’n Ethics Comm., Advisory Op. 2012-13/04 (2013).  
32  These questions include:  (1) How does the vendor safeguard the 

privacy/confidentiality of stored data? (2) How often is the user's data backed up? Does the 
vendor backup data in multiple data centers in different geographic locations to safeguard 
against natural disaster? (3)  What is the history of the vendor? Where do they derive their 
funding? How stable are they financially? (4)  Can I get my data “off” their servers for my 
own offline use/backup? If I decide to cancel my subscription to the software, will I get my 
data? Is data supplied in a non-proprietary format that is compatible with other software? (5)  
Does the vendor's Terms of Service or Service Level Agreement address confidentiality and 
security? If not, would the vendor be willing to sign a confidentiality agreement in keeping 
with your professional responsibilities?  Cloud Computing/Software as a Service for 
Lawyers, ABA LAW PRACTICE DIVISION, 
http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resou
rces/charts_fyis/saas.html.    
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III. USING SOCIAL MEDIA IN PRACTICE 

 
Social media sites that allow parties to share information online create 

numerous ethical issues for attorneys.  Stories concerning the misuse of 
online sharing platforms, such as Facebook, YouTube, Twitter, and blogs, 
abound in legal press.  This type of social media makes it easy to 
instantaneously share stories and other information.  This ease of use seems 
to be the root of the ethical violations resulting from the use of these 
technologies.  Before adding any information to social media, lawyers need 
to carefully consider both the ethical rules at issue and how the anticipated 
posting can impact their professional reputations and careers. 

 
Lawyers must be especially careful to avoid disclosure of confidential 

information, whether related to their own clients or arising out of their 
employment.33   For example, bar disciplinary authorities suspended an 
Illinois attorney for five months after he used YouTube and Facebook to post 
a video of an undercover sting where his client had purchased drugs.34  The 
attorney believed the video showed police planting evidence, and he titled the 
posting “Cops and Task Force Planting Drugs.”35  After the prosecutor 
suggested that the attorney carefully review the video, the attorney admitted 
that it showed the client had provided drugs and advised her to accept a plea.36  

                                                
See also Jason M. Rosenthal, Keeping Your Data, Not Your Head, in the Cloud, 

http://apps.americanbar.org/litigation/committees/insurance/articles/112213-data-cloud-
discovery.html. 

33  In addition to confidentiality, solicitation through social media is another 
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consider the applicable rule in their licensing jurisdiction.  For example, the Missouri Bar 
Association does not permit lawyers to solicit clients via Twitter, but the New York Bar 
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offered is not otherwise illegal.  Mo. Bar Ass’n, Informal Op. 2009-0040 (2009); N.Y. State 
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34  See In re Jesse Raymond Gilsdorf, M.R. 26540 (Mar. 14, 2014), available at 
https://www.iardc.org/co_recentdiscdec_copy95.html. See also Debra Cassens Weiss, 
Lawyer Suspended for Posting Video of Undercover Drug Buy in Mistaken Belief it 
Exonerated Client, ABA JOURNAL, Mar. 19, 2014, 
http://www.abajournal.com/news/article/lawyer_suspended_for_posting_video_of_underco
ver_drug_buy_in_mistaken_belie/?utm_source=maestro&utm_medium=email&utm_camp
aign=weekly_email. 

35  Debra Cassens Weiss, Lawyer Suspended for Posting Video of Undercover Drug 
Buy in Mistaken Belief it Exonerated Client, ABA JOURNAL, Mar. 19, 2014, 
http://www.abajournal.com/news/article/lawyer_suspended_for_posting_video_of_underco
ver_drug_buy_in_mistaken_belie/?utm_source=maestro&utm_medium=email&utm_camp
aign=weekly_email. 

36  Id. 
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using cloud computing may include the following steps:   
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• Ensure the vendor understands legal confidentiality 
requirements;30 
 

• Consider whether certain types of information are so sensitive 
that client consent should be requested.31  
 

The American Bar Association provides further guidance, recommending 
that lawyers ask and answer a series of questions concerning ethics and 
security when considering cloud computing.32 
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The client suffered adverse consequences as a result, including damage to her 
reputation and loss of friends.37  The attorney’s suspension resulted because 
the information, though it could have been used in a criminal proceeding open 
to the public, was nevertheless confidential.38  While the client’s informed 
consent might have made the posting permissible, in this particular case, the 
attorney did not adequately disclose and explain the risks and consequences 
of the posting.39 

 
Similarly, a Florida public defender found herself without a job after 

making an off-the-cuff comment about a client in a Facebook posting.  Unlike 
the Illinois case, the posting did not go to the substance of the legal matter 
but it nevertheless constituted a confidentiality violation, caused a mistrial, 
and resulted in her firing.40  The offending post:  a photo of the leopard-
printed underwear her client’s family brought for him to wear during court, 
with a caption making fun of its appropriateness as courtroom attire.41  

 
Both Wisconsin and Illinois courts have addressed attorney use of blogs, 

disciplining attorneys who posted confidential information, but holding that 
blogs are permissible if ethical rules, specifically including confidentiality, 
are followed.42  

 
Attorneys should also exercise caution when participating in online chat 

rooms and using listservs.  For example, the Oregon Bar Association 
disciplined a lawyer for sending an e-mail on a listserv disclosing confidential 
information related to the representation of a difficult client, including 
personal and medical information.43 However, the Oregon Bar Association 
has held that an attorney may consult with other attorneys via a listserv so 
long as the content remains general rather than disclosing specific 
information about the case or client.44 

 
When a lawyer is tempted to share any information about the 

                                                
37  Id. 
38  Id. 
39  Id. 
40  Martha Neil, Lawyer Puts Photo of Client’s Leopard-Print Undies on Facebook; 

Murder mistrial, Loss of Job Result, ABA JOURNAL, Sept. 13, 2012,  
http://www.abajournal.com/news/article/lawyer_puts_photo_of_clients_leopard-
print_undies_on_facebook_murder_mistri. 

41  Id. 
42  In re Peshek, Ill. Attorney Registration & Discovery Comm’n, 09 P.R. 0089 

(effective June 8, 2010); In re Peshek, 334 Wis.2d 373 (2011). 
43  Ore. State Bar Bulletin No. 80098 (Jan. 2007).  
44  Ore. State Bar, Formal Op. 2011-184 (2011).  

18-May-18]  Technology in Practice  9 
 
representation of clients or that arises in the course of legal employment, he 
or she should carefully consider the confidentiality rules and obtain the 
proper authorizations.  Sharing of confidential information generally requires 
a client’s informed consent after a consultation that outlines all of the 
potential risks of the disclosure.45   

 
IV. PROTECTING AGAINST CYBERSECURITY THREATS 

 
Cybersecurity threats to lawyers, their firms and their clients have 

become even more commonplace in recent years.  The news is full of 
stories of hackers stealing sensitive information or holding computer 
systems hostage until the victim pays a ransom to get the data back.  In fact, 
“[l]aw firms are in the front line of cyber security threats, with hackers 
increasingly targeting the legal profession for the goldmine of sensitive and 
confidential client data firms hold.”46  Lawyers must learn about these 
threats and take steps to protect their clients and their firms from them. 

 
A.  Cybercriminals Target Law Firms 

 
Panamanian law firm Mossack Fonseca faced every lawyer’s nightmare 

after a huge data breach resulted in 11.5 million electronic files being 
shared with journalists, released by an activist claiming that the law firm 
was helping criminals.47  If there is one group the Panama Papers leak 
shouldn’t surprise, it is lawyers.  For years, experts have described lawyers 
as soft targets for hackers.48  The threat comes from foreign governments 
interested in learning state secrets.49  Criminals also target law firms, 

                                                
45   ABA Comm. on Ethics & Prof'l Responsibility, Formal Op. 457 (2010) (explaining 

that a lawyer may, with informed consent as required under Rules 1.6 and 1.9, identify 
current or former clients, or the scope of the matters involved, on the lawyer’s website). 

46 Jonathan Ames, Cyber Security: Lawyers are the Weakest Link, The Lawyer (October 
28, 2013) (available at https://www.thelawyer.com/issues/28-october-2013/cyber-security-
lawyers-are-the-weakest-link/).   

47 Caroline Mortimer, Panama Papers: Whistleblower Breaks Silence to Explain why 
they Leaked the 11.5m Files, available at 
http://www.independent.co.uk/news/world/politics/panama-papers-whistleblower-breaks-
silence-to-explain-why-he-leaked-the-115m-files-a7017691.html. 
48 Melissa Maleske, A Soft Target for Hacks, Law Firms Must Step up Data Security, 
Law360 (September 23, 2015) available at http://www.law360.com/articles/706312/a-soft-
target-for-hacks-law-firms-must-step-up-data-security; Daniel A. Cotter, The Use of 
Technology by Lawyers and the Rules of Professional Conduct, CBA Rec., at 30, 31 (Sept. 
2016) (“Attorneys and firms are increasingly the targets of hacking and phishing scams, 
and some law firms have been sued, facing allegations that the firms’ data security 
practices were insufficient to protect confidential client information.”). 

49 Ellen Rosen, Most Big Firms Have Had Some Hacking: Business of Law, Bloomberg 
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a client’s informed consent after a consultation that outlines all of the 
potential risks of the disclosure.45   

 
IV. PROTECTING AGAINST CYBERSECURITY THREATS 
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become even more commonplace in recent years.  The news is full of 
stories of hackers stealing sensitive information or holding computer 
systems hostage until the victim pays a ransom to get the data back.  In fact, 
“[l]aw firms are in the front line of cyber security threats, with hackers 
increasingly targeting the legal profession for the goldmine of sensitive and 
confidential client data firms hold.”46  Lawyers must learn about these 
threats and take steps to protect their clients and their firms from them. 

 
A.  Cybercriminals Target Law Firms 
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after a huge data breach resulted in 11.5 million electronic files being 
shared with journalists, released by an activist claiming that the law firm 
was helping criminals.47  If there is one group the Panama Papers leak 
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as soft targets for hackers.48  The threat comes from foreign governments 
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47 Caroline Mortimer, Panama Papers: Whistleblower Breaks Silence to Explain why 
they Leaked the 11.5m Files, available at 
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seeking profit on confidential deals and even hot stock tips.50  And, the 
advent of leak activism makes it more likely that the lawyers, who have 
access to their clients’ deepest secrets, are targeted.51   

 
Shortly after the data breach became public, Mossack Fonseca released a 

statement52 alleging that its actions were entirely legal and that they were not 
engaged in any activity that violated the law.  Assuming that the law firm’s 
statement as to the legality of their actions is correct, the firm's concurrent 
outrage at the breach of privacy should ring true for American lawyers. Data 
breaches and hactivism threaten the core of the client-lawyer relationship: the 
lawyer's duty to maintain client secrets.   

 
While it might be easy to characterize Mossack Fonseca’s security breach 

as an anomaly due to the particularly secretive nature of their work and 
privacy demands of their clientele,53 a lawyer who thinks she is immune from 
such threats acts at the peril of her clients.54 Think about the information 
attorneys obtain in order to competently represent their clients.  From social 
security numbers, bank accounts, tax returns, business secrets and future 
plans, we are privy to the most sensitive of information and our clients can 
be seriously damaged if that information gets into the wrong hands. 

 
 

                                                
(March 11, 2015), available at http://www.bloomberg.com/news/articles/2015-03-11/most-
big-firms-have-had-some-form-of-hacking-business-of-law. 

50 Martha Neil, Cybercriminals target 50 BigLaw Firms for Phishing Attacks Seeking 
Corporate Deal Info, ABA Journal (March 30, 2016), available at 
http://www.abajournal.com/news/article/posts_on_cyber_criminal_forum_outline_plans_fo
r_law_firm_hack_attacks_seeki/. 

51 Arne Hintz, Whistleblowers and Leak Activists Face Powerful Elites in Struggle to 
Control Information, The Conversation (April 6, 2016), available at 
http://theconversation.com/whistleblowers-and-leak-activists-face-powerful-elites-in-
struggle-to-control-information-57368. 

52 Mossack Fonseca’s Response to ICIJ (April 3, 2016), available at 
https://panamapapers.icij.org/blog/20160403-mossack-fonseca-response-icij.html. 

53 See Panama Grants bail to Mossack Fonseca Founders in Brazil Corruption Case, 
Reuters (Apr. 21, 2017) available at http://www.reuters.com/article/us-panama-corruption-
idUSKBN17O018 (“Mossack Fonseca emerged from obscurity in April 2016 with the 
Panama Papers, millions of documents stolen from the firm and leaked to the media that 
illustrated how the wealthy use offshore corporations to avoid taxes.”). 

54 See Karen M. Kroll, Cybersecurity Insurance is a ‘Must Have’ for Law Firms, ABA 
Journal (Nov. 1, 2016) available at 
http://www.abajournal.com/magazine/article/data_breach_insurance_coverage (“Nearly a 
quarter of law firms with 500 or more attorneys have experienced a cybersecurity 
breach…”). 
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B.  Lawyers’ Networks are Vulnerable to Virtual Kidnappers 
 
In May 2017, work across the globe ground to a halt after a malicious 

program locked computer networks at hospitals, government agencies, and 
private companies in more than 150 countries.55  The culprit, a ransomware 
program named “WannaCry,” likely started as a link or file attachment in an 
email that then executed a program that locks up the infected user’s 
computer, and, potentially, networked devices, until the impacted user pays 
a set sum, usually in Bitcoin.56  The Federal Trade Commission describes 
ransomware as “one of the most serious online threats facing people and 
business today.”57  Lawyers are not immune from this threat.  One law firm 
paid $25,000 in ransom after suffering a three-month computer lockout due 
to a ransomware attack.58  The 2016 attack cost the law firm more than the 
ransom payment: a lawsuit against the firm’s insurance company claims 
that the attack cost the firm $700,000 in lost billings.59 

 
C.  Protect Yourself and Your Clients by Learning about the Threats 
 
So, how exactly do lawyers meet the obligation to protect client 

information in a world where nefarious figures lurk in the dark and develop 
ever more dangerous cyber tools to profit illicitly?  This is where ABA Model 
Rule 1.1’s refusal to require specific advice becomes so important:  due to 
the ever changing and quickly evolving threats and opportunities, lawyers 
must learn about how the changing technology can impact them.60  
Recognizing that lawyers are experts in law, and not necessarily technology, 
the American Bar Association launched a Cybersecurity Legal Task Force to 
“examine risks posed by criminals, terrorists and nations that hope to steal 
personal and financial information, disrupt critical infrastructure, and wage a 
new kind of warfare on a battlefield of ones and zeroes.”61  The Cybersecurity 

                                                
55 Russell Goldman, What We Know and Don’t Know About the International 

Cyberattack, THE NEW YORK TIMES (May 12, 2017). 
56 Id. 
57 Federal Trade Commission, How to Defend Against Ransomware (November 10, 

2016) available at https://www.consumer.ftc.gov/blog/how-defend-against-ransomware. 
58 Debra Cassens Weiss, Victimized by Ransomware, Law Firm Sues Insurer for $700k 

in Lost Billings, ABA Journal (May 2, 2017), available at 
http://www.abajournal.com/news/article/victimized_by_ransomware_law_firm_sues_insur
er_for_700k_in_lost_billings/. 

59 Id. 
60 See ABA Model Rule 1.1, Comment [8]. 
61 American Bar Association, About the Task Force, available at 

http://www.americanbar.org/groups/leadership/office_of_the_president/cybersecurity/about
cyber.html. 
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seeking profit on confidential deals and even hot stock tips.50  And, the 
advent of leak activism makes it more likely that the lawyers, who have 
access to their clients’ deepest secrets, are targeted.51   

 
Shortly after the data breach became public, Mossack Fonseca released a 

statement52 alleging that its actions were entirely legal and that they were not 
engaged in any activity that violated the law.  Assuming that the law firm’s 
statement as to the legality of their actions is correct, the firm's concurrent 
outrage at the breach of privacy should ring true for American lawyers. Data 
breaches and hactivism threaten the core of the client-lawyer relationship: the 
lawyer's duty to maintain client secrets.   

 
While it might be easy to characterize Mossack Fonseca’s security breach 

as an anomaly due to the particularly secretive nature of their work and 
privacy demands of their clientele,53 a lawyer who thinks she is immune from 
such threats acts at the peril of her clients.54 Think about the information 
attorneys obtain in order to competently represent their clients.  From social 
security numbers, bank accounts, tax returns, business secrets and future 
plans, we are privy to the most sensitive of information and our clients can 
be seriously damaged if that information gets into the wrong hands. 
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54 See Karen M. Kroll, Cybersecurity Insurance is a ‘Must Have’ for Law Firms, ABA 
Journal (Nov. 1, 2016) available at 
http://www.abajournal.com/magazine/article/data_breach_insurance_coverage (“Nearly a 
quarter of law firms with 500 or more attorneys have experienced a cybersecurity 
breach…”). 
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B.  Lawyers’ Networks are Vulnerable to Virtual Kidnappers 
 
In May 2017, work across the globe ground to a halt after a malicious 

program locked computer networks at hospitals, government agencies, and 
private companies in more than 150 countries.55  The culprit, a ransomware 
program named “WannaCry,” likely started as a link or file attachment in an 
email that then executed a program that locks up the infected user’s 
computer, and, potentially, networked devices, until the impacted user pays 
a set sum, usually in Bitcoin.56  The Federal Trade Commission describes 
ransomware as “one of the most serious online threats facing people and 
business today.”57  Lawyers are not immune from this threat.  One law firm 
paid $25,000 in ransom after suffering a three-month computer lockout due 
to a ransomware attack.58  The 2016 attack cost the law firm more than the 
ransom payment: a lawsuit against the firm’s insurance company claims 
that the attack cost the firm $700,000 in lost billings.59 

 
C.  Protect Yourself and Your Clients by Learning about the Threats 
 
So, how exactly do lawyers meet the obligation to protect client 

information in a world where nefarious figures lurk in the dark and develop 
ever more dangerous cyber tools to profit illicitly?  This is where ABA Model 
Rule 1.1’s refusal to require specific advice becomes so important:  due to 
the ever changing and quickly evolving threats and opportunities, lawyers 
must learn about how the changing technology can impact them.60  
Recognizing that lawyers are experts in law, and not necessarily technology, 
the American Bar Association launched a Cybersecurity Legal Task Force to 
“examine risks posed by criminals, terrorists and nations that hope to steal 
personal and financial information, disrupt critical infrastructure, and wage a 
new kind of warfare on a battlefield of ones and zeroes.”61  The Cybersecurity 

                                                
55 Russell Goldman, What We Know and Don’t Know About the International 

Cyberattack, THE NEW YORK TIMES (May 12, 2017). 
56 Id. 
57 Federal Trade Commission, How to Defend Against Ransomware (November 10, 

2016) available at https://www.consumer.ftc.gov/blog/how-defend-against-ransomware. 
58 Debra Cassens Weiss, Victimized by Ransomware, Law Firm Sues Insurer for $700k 

in Lost Billings, ABA Journal (May 2, 2017), available at 
http://www.abajournal.com/news/article/victimized_by_ransomware_law_firm_sues_insur
er_for_700k_in_lost_billings/. 

59 Id. 
60 See ABA Model Rule 1.1, Comment [8]. 
61 American Bar Association, About the Task Force, available at 

http://www.americanbar.org/groups/leadership/office_of_the_president/cybersecurity/about
cyber.html. 
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Task Force compiles information and resources to help lawyers learn, 
prepare, and respond to cyber threats.62  Among the simplest ways to learn 
about technological threats is to review ABA Cyber Alerts.63  The American 
Bar Association transmits FBI alerts to member lawyers as threats are 
identified by law enforcement.64  The alerts describe the risk and outline how 
lawyers can protect their clients and their practices.65 

 
Another step lawyers can take to protect from these risks is to adopt 

good technological hygiene habits.  Experts recommend the use of anti-
virus software. 66  Ensure that software is up-to-date. 67  Exercise caution 
before opening a link in an email or downloading an email attachment.68 
Indeed, according to one study, “[c]orporate legal departments are more 
likely to open phishing emails than most other corporate departments.”69 
Maintain a secure backup maintained in a location other than your primary 
system.70  Lawyers may also want to consider purchasing cybersecurity 
insurance separate from any endorsement offered on their general policy.71 

 

                                                
62 See American Bar Association, ABA Cybersecurity Legal Task Force, available at 

http://www.americanbar.org/groups/leadership/office_of_the_president/cybersecurity.html.   
63 Id. 
64 Id.   
65 See, e.g., FBI Flash, available at 

http://www.americanbar.org/content/dam/aba/administrative/law_national_security/FLAS
H_WannaCry_FINAL.authcheckdam.pdf (describing WannaCry Ransomware risk and 
outlining prevention and remediation measures). 

66 Federal Trade Commission, How to Defend Against Ransomware (November 10, 
2016) available at https://www.consumer.ftc.gov/blog/how-defend-against-ransomware. 

67 Id. 
68 Id. (“According to one panelist, 91% of ransomware is downloaded through phishing 

emails.  You can also get ransomware from visiting a compromised site or through malicious 
online ads.”). 

69 Debra Cassens Weiss, Corporate Legal Departments are More Likely Than Others to 
Click on Phishing Emails, Study Finds, ABA Journal, available at 
http://www.abajournal.com/news/article/corporate_legal_departments_are_more_likely_th
an_others_to_click_on_phishin/?utm_source=maestro&utm_medium=email&utm_campai
gn=weekly_email (Aug. 27, 2015). 

70Federal Trade Commission, How to Defend Against Ransomware (November 10, 
2016) available at https://www.consumer.ftc.gov/blog/how-defend-against-ransomware. 
(“[M]ake it part of your routine to back up files on your computers and mobile devices often.  
When you’re done, log out of the cloud and unplug external hard drives so hackers can’t 
encrypt and lock up your back-ups, too.”). 

71 See Karen M. Kroll, Cybersecurity Insurance is a ‘Must Have’ for Law Firms, ABA 
Journal (Nov. 1, 2016) available at 
http://www.abajournal.com/magazine/article/data_breach_insurance_coverage (outlining 
characteristics of effective cybersecurity insurance policies). 
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V. UNDERSTANDING CAPABILITIES OF NEW TECHNOLOGIES 
 
As Amazon’s Alexa is nearly everywhere, her impact on the legal system 

is already being felt.  Her capability to record background conversations has 
led some prosecutors to subpoena her for recordings during their 
investigation of crimes.72   Her capabilities have also led to programs for 
lawyers – it appears that she “can even keep track of an attorney’s billable 
hours.” 73  Other technology, including smart televisions, have the same 
capabilities and capture background conversations even if users do not 
employ the voice-recognition capabilities of the device.74 In 2017, the 
President signed Senate Joint Resolution 34 which nullified a December 2016 
Federal Communications Commission rule that prohibited internet service 
providers (ISPs) from selling the results of their customers’ web searches.75  
After the resolution passed Congress, opponents of the repeal announced that 
they would seek to purchase the web histories of every member of Congress 
who voted in favor of the repeal.76  The thought of seeing a senator’s online 
search history probably makes us curious, and maybe even laugh a bit.  But 
if Siri, voice-recognition equipped TVs, and internet search histories are fair 
game, what does that mean for lawyers and law firms? 

 
Think of it this way:  what would opposing counsel be able to discover if 

they can legally obtain you or your law firm’s web search history?  Law firms 
are already prime targets for state-sponsored hackers due to the confidential 
information they possess, including their work on potential acquisitions, 
securities offerings, treaties, and even representation of celebrities.77  

                                                
72 Victor Li, Amazon’s Alexa Can Now Track Billable Hours, ABA Journal (May 10, 

2017, available at 
http://www.abajournal.com/news/article/amazons_alexa_can_now_track_billable_hours/?u
tm_source=maestro&utm_medium=email&utm_campaign=weekly_email. 

73 Victor Li, Amazon’s Alexa Can Now Track Billable Hours, ABA Journal (May 10, 
2017, available at 
http://www.abajournal.com/news/article/amazons_alexa_can_now_track_billable_hours/?u
tm_source=maestro&utm_medium=email&utm_campaign=weekly_email. 

74 Martha Neil, Be Careful What you Say When Your Smart TV is on, Samsung Warns 
Customers, ABA JOURNAL (February 9, 2015), available at 
http://www.abajournal.com/news/article/be_careful_what_you_say_when_your_smart_tv_i
s_on_samsung_warns_customers/.   

75 See S.J.Res.34, available at https://congress.gov/bill/115th-congress/senate-joint-
resolution/34/.  

76  See, e.g.,  Don Reisinger, ‘Cards Against Humanity’ Creator Threatens to Expose 
Congress Web History, Fortune (Mar. 30, 2017), available at 
http://fortune.com/2017/03/30/cards-of-humanity-congress/.  

77 See, e.g., China-based Hackers Target Law Firms to get Secret Deal Data, Bloomberg 
News (Feb. 2, 2012), available at 
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good technological hygiene habits.  Experts recommend the use of anti-
virus software. 66  Ensure that software is up-to-date. 67  Exercise caution 
before opening a link in an email or downloading an email attachment.68 
Indeed, according to one study, “[c]orporate legal departments are more 
likely to open phishing emails than most other corporate departments.”69 
Maintain a secure backup maintained in a location other than your primary 
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insurance separate from any endorsement offered on their general policy.71 

 

                                                
62 See American Bar Association, ABA Cybersecurity Legal Task Force, available at 

http://www.americanbar.org/groups/leadership/office_of_the_president/cybersecurity.html.   
63 Id. 
64 Id.   
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When you’re done, log out of the cloud and unplug external hard drives so hackers can’t 
encrypt and lock up your back-ups, too.”). 

71 See Karen M. Kroll, Cybersecurity Insurance is a ‘Must Have’ for Law Firms, ABA 
Journal (Nov. 1, 2016) available at 
http://www.abajournal.com/magazine/article/data_breach_insurance_coverage (outlining 
characteristics of effective cybersecurity insurance policies). 
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72 Victor Li, Amazon’s Alexa Can Now Track Billable Hours, ABA Journal (May 10, 

2017, available at 
http://www.abajournal.com/news/article/amazons_alexa_can_now_track_billable_hours/?u
tm_source=maestro&utm_medium=email&utm_campaign=weekly_email. 

73 Victor Li, Amazon’s Alexa Can Now Track Billable Hours, ABA Journal (May 10, 
2017, available at 
http://www.abajournal.com/news/article/amazons_alexa_can_now_track_billable_hours/?u
tm_source=maestro&utm_medium=email&utm_campaign=weekly_email. 

74 Martha Neil, Be Careful What you Say When Your Smart TV is on, Samsung Warns 
Customers, ABA JOURNAL (February 9, 2015), available at 
http://www.abajournal.com/news/article/be_careful_what_you_say_when_your_smart_tv_i
s_on_samsung_warns_customers/.   

75 See S.J.Res.34, available at https://congress.gov/bill/115th-congress/senate-joint-
resolution/34/.  

76  See, e.g.,  Don Reisinger, ‘Cards Against Humanity’ Creator Threatens to Expose 
Congress Web History, Fortune (Mar. 30, 2017), available at 
http://fortune.com/2017/03/30/cards-of-humanity-congress/.  

77 See, e.g., China-based Hackers Target Law Firms to get Secret Deal Data, Bloomberg 
News (Feb. 2, 2012), available at 
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Allowing the purchase of search histories would make such confidential 
information legally available and permit savvy individuals to obtain advance 
information about financially lucrative events or their competitors’ legal  
strategies.78  This change, coupled with the 2012 technology amendments to 
the ABA Model Rules of Professional Conduct, raises substantial questions 
for lawyers and law firms.   

 
Lawyers should investigate their ethical obligations to protect client 

confidential information revealed in conversations surrounding voice-
recognition technology and internet searches and understand the risks that 
arise should they fail to do so.  While it is unclear whether lawyers will be 
permitted, or even required, under ethics rules to purchase web searches from 
competitor law firms’ ISPs, we nevertheless owe our clients the duty of 
confidentiality and should endeavor to protect sensitive information from 
collection and even potential waiver of the attorney-client privilege.  At the 
very least, before launching any new technology in your office, read the terms 
and conditions to understand if any information is being tracked, how it may 
be used, and whether you can opt out of the information collection. 

 
VI. PREVENTING CLIENT HARM FROM TECHNOLOGY   

 
Lawyers face increasing pressure from clients to ensure that their systems 

are secure.  Banks and financial services companies understand the risk of 
data security and are under intense scrutiny from regulators to ensure that 
they maintain sensitive information in a secure fashion.  Financial services 
companies with these responsibilities are increasingly viewing their outside 
lawyers as one of the greatest data security risks that they face.79  Lawyers 
and firms even face legal liability for information security vulnerabilities.  
For example, December 2016, Chicago law firm Johnson & Bell became the 
first firm in the United States sued in a putative class action for alleged data 
security vulnerabilities.80 

                                                
http://www.dailybusinessreview.com/id=1202541018550/Chinabased-hackers-target-law-
firms-to-get-secret-deal-
data?mcode=0&curindex=0&curpage=ALL&slreturn=20170303164616.  

78 See, e.g., Michael Barbaro and Tom Zeller Jr., A Face is Exposed for AOL Searcher 
No. 4417749, NY Times (Aug. 9, 2006) (detailing how AOL list of 20 million search queries 
in three month period allowed searchers to locate identity of users with ease). 

79 Jonathan Ames, Cyber Security: Lawyers are the Weakest Link, The Lawyer (Oct. 28, 
2013) (available at https://www.thelawyer.com/issues/28-october-2013/cyber-security-
lawyers-are-the-weakest-link/).   

80 Roy Strom, Chicago’s Johnson & Bell First US Firm Publicly Named in Data Security 
Class Action, The American Lawyers (Dec. 9, 2016), available at 
http://www.americanlawyer.com/id=1202774361560/Chicagos-Johnson--Bell-First-US-
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While not all clients will broach the issue of information security with 

their lawyers, lawyers should broach the topic with their clients.  While not 
all individual clients will raise the information security and efficiency 
standards that the most sophisticated corporate clients will request, 
technology can nevertheless impact their cases, sometimes in an extremely 
detrimental fashion.  The risks can come from oversharing by providing too 
much access to information or not fully understanding the duty to preserve 
evidence. 

 
Lawyers should also be concerned with their clients’ use of social media, 

both pre-existing social media and any use of social media during the course 
of the matter.  Before accepting a case, many lawyers review a potential 
client’s social media accounts and advise them, as permitted in some 
jurisdictions, to change their social media privacy settings to render 
information posted on a social networking site non-public.81  It is important 
to distinguish the deleting of one’s content, which could very likely give rise 
to serious repercussions, such as spoliation sanctions, from changing one’s 
privacy settings.82  Importantly, when a client changes a privacy setting, the 
client does not delete the material but changes the ability of other social media 
users to view it.   

 
Some lawyers advise their clients to take a “social media vacation” during 

the course of a proceeding and not make any postings.  Clients should 
similarly be cautioned about the impact of reaching out to participants in the 
matter, such as the decision maker(s) or other parties, which could constitute 
impermissible contacts.   

 
Prudent lawyers should also advise their clients about how their social 

media use can impact their case even after it concludes.  Failure to do so can 
have a serious impact on a client’s interests.  In one recent example, a Florida 
man lost an $80,000 settlement from his former employer because of his 
daughter’s Facebook post about the confidential settlement.83  According to 

                                                
Firm-Publicly-Named-in-Data-Security-Class-Action?slreturn=20170419115647).  

81  E.g., PA Eth. Op. 2014-5 (Phila. Bar. Assn. Prof. Guid. Comm.), 2014 WL 3548813. 
82  Model Rule of Prof. Resp. 3.4(a) provides that a lawyer shall not “unlawfully obstruct 

another party’s access to evidence or unlawfully alter, destroy or conceal a document or other 
material having potential evidentiary value.”  For a general discussion of spoliation in the 
internet age, see John G. Browning, Burn After Reading: Preservation and Spoliation of 
Evidence in the Age of Facebook, 16 SMU SCI. & TECH. L. REV. 273 (2013). 

83  See David Smiley, Daughter’s Facebook Boast Costs Former Gulliver Prep 
Headmaster $80,000 Discrimination Settlement, MIAMI HERALD, Feb. 26, 2014, 
http://www.miamiherald.com/2014/02/26/3961605/daughters-facebook-boast-costs.html. 
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No. 4417749, NY Times (Aug. 9, 2006) (detailing how AOL list of 20 million search queries 
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79 Jonathan Ames, Cyber Security: Lawyers are the Weakest Link, The Lawyer (Oct. 28, 
2013) (available at https://www.thelawyer.com/issues/28-october-2013/cyber-security-
lawyers-are-the-weakest-link/).   

80 Roy Strom, Chicago’s Johnson & Bell First US Firm Publicly Named in Data Security 
Class Action, The American Lawyers (Dec. 9, 2016), available at 
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the Miami Herald, the confidentiality clause of the settlement agreement was 
breached as a result of the following post: “‘Mama and Papa Snay won the 
case against Gulliver’. . . ‘Gulliver is now officially paying for my vacation 
to Europe this summer. SUCK IT.’”84  To prevent our own clients from 
suffering the same fate, lawyers should have a conversation with their clients 
concerning the depth and breadth of the confidentiality clauses in a potential 
settlement agreement before the client signs it and remind the client about the 
provisions when the payment is received. 

 
Lawyers should also discuss their client’s email use prior to 

communication with the client over that media.  Some clients, particularly in 
older generations, share email accounts with their spouses or even children.  
If a lawyer sends a client communications via such an account, the attorney-
client privilege may be waived if others who have access to the account are 
not clients.  Similarly, lawyers should caution clients about the risks of using 
a work email account for communicating concerning the case as the client 
may not have any expectation of privacy when using the employer’s account 
and many work accounts provide access to individuals beyond the client 
(such as assistants or team members) who are not necessary parties to the 
representation.  At the very least, lawyers should have a discussion with their 
clients about their email use, who has access to the accounts, and the risks of 
using a non-private account if the client insists upon doing so. 

 
Finally, lawyers should take steps to understand the technology used 

during the pendency of a proceeding to ensure that it does not harm the client.  
In 2017, lawyers for Wells Fargo learned this lesson the hard way after 1.4 
gigabytes of information related to over 50,000 Wells Fargo customers, 
including identifying information, financial details, and social security 
numbers, was produced without any protective order or confidentiality 
provisions in place.85   The release purportedly occurred because the lawyer 
reviewing the documents did not fully understand the technology and the role 
of the vendor in the subsequent production.86  In particular, the view used to 
review the documents excluded many documents such that the lawyer did not 

                                                
84  Id. 
85 Serge F. Kovaleski and Stacy Cowley, Wells Fargo Accidentally Releases Trove of 

Data on Wealthy Clients, NY TIMES (July 21, 2017), available at 
https://www.nytimes.com/2017/07/21/business/dealbook/wells-fargo-confidential-data-
release.html?smid=pl-share.   

86 Debra Cassens Weiss, Lawyer’s E-discovery Error Led to Release of Confidential Info 
on Thousands of Wells Fargo Clients, ABA JOURNAL (July 27, 2017), available at 
http://www.abajournal.com/news/article/lawyers_e_discovery_error_led_to_release_of_co
nfidential_wells_fargo_client/?utm_source=maestro&utm_medium=email&utm_campaign
=weekly_email.   
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review all documents for responsiveness, confidentiality, or privilege.87  In 
addition, documents that the lawyer marked for redaction were not redacted 
prior to production and the lawyer miscoded some documents for production 
that never should have been produced.88  This lawyer’s unfortunate, and well-
publicized, mistakes serve as a warning for us all.  Lawyers must understand 
how those we employ are using technology.   We must understand not only 
our role and that of the expert, but also how to use the technology provided 
by the expert before completing a task.  Finally, in the event of an inadvertent 
disclosure of information, we must immediately alert our client and take 
additional steps, including attempting to retrieve the data and advising the 
client of any state, federal, or even international laws that would require 
alerting any impacted third parties of the information release. 

 
VII. LEVEL OF TECHNOLOGICAL COMPETENCE REQUIRED 

 
Lawyers need not become experts in technology and every new 

technological innovation that might impact law practice.  Instead, lawyers 
must strike a balance between focusing on their own expertise while 
recognizing that technology will change the way they practice and being open 
to learning about and incorporating those changes into their practice.  Not 
every innovation will be the next telephone or email.  Some advances in 
technology will.  While lawyers might not be the first adopters of such new 
technologies, once they become ubiquitous, lawyers will be required to adopt 
them. 

 
Nevertheless, lawyers cannot ignore technology simply because we are 

not an expert.  To deliver competent legal services, we must study to become 
competent or associate with counsel or an expert who has the requisite 
competence.89  More and more CLE providers offer training on technology, 
and specialty companies are developing certification programs to provide 
lawyers with the training they need to gain more experience with 
technologies outside their ken.90  When facing a technological challenge 

                                                
87 Id.   
88 Id. 
89 ABA Model Rule 1.1, Comment [8] (“To maintain the requisite knowledge and skill, 

a lawyer should keep abreast of changes in the law and its practice, including the benefits 
and risks associated with relevant technology, engage in continuing study and education and 
comply with all continuing legal education requirements to which the lawyer is subject.”); 
id. at Comment [2] (“A lawyer can provide adequate representation in a wholly novel field 
through necessary study.  Competent representation can also be provided through the 
association of a lawyer of established competence in the field in question.”).  

90 See, e.g., Jason Karuse, Tech Training Helps Lawyers Meet Client Expectations, ABA 
Journal (Aug. 1, 2016) (describing Legal Technology Core Competencies Certification 
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84  Id. 
85 Serge F. Kovaleski and Stacy Cowley, Wells Fargo Accidentally Releases Trove of 

Data on Wealthy Clients, NY TIMES (July 21, 2017), available at 
https://www.nytimes.com/2017/07/21/business/dealbook/wells-fargo-confidential-data-
release.html?smid=pl-share.   

86 Debra Cassens Weiss, Lawyer’s E-discovery Error Led to Release of Confidential Info 
on Thousands of Wells Fargo Clients, ABA JOURNAL (July 27, 2017), available at 
http://www.abajournal.com/news/article/lawyers_e_discovery_error_led_to_release_of_co
nfidential_wells_fargo_client/?utm_source=maestro&utm_medium=email&utm_campaign
=weekly_email.   
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outside your wheelhouse, consider bringing in another lawyer who has the 
requisite expertise or hire a technology consultant.91  

 
Bar associations and legal groups also provide significant resources to 

assist lawyers incorporating technology into their practices and ensuring that 
they abide by ethical requirements.  For example, the American Bar 
Association maintains a Legal Technology Resource Center that “educates 
and assists [American Bar Association] members with the latest legal 
technology, allowing lawyers to boost efficiency and ultimately provide 
clients with the highest quality service.”92  Similarly, Delaware’s courts 
established a Commission on Law and Technology to provide lawyers with 
information and guides about technology and its impact on practice.93  The 
Commission maintains a webpage with white papers on technological issues 
including, among others, papers on basic skills, cloud technology, courtroom 
technology, data security, eDiscovery, and social media.94 State and local bar 
associations likewise emphasize technology and maintain online resources 
for lawyers and law office staff.95  In many jurisdictions, ethics hotlines 
afford lawyers easy access to guidance on emerging issues and to answer 
questions that have not formally been answered by ethics experts in advisory 
opinions.96 

                                                
program). 

91 See M. H. Hoeflich & Frank Siler, New Technologies and Lawyer Competence, J. 
Kan. B. Ass'n, July/August 2016, at 38, 43 (“when lawyers find themselves involved in a 
case that requires a sophisticated knowledge of e-discovery, they may bring on co-counsel 
with such knowledge”); id. (“hire a technical specialist and audit the office technology, 
make what changes in that technology may be required and establish procedures designed 
to implement the new technology.”). 

92 See American Bar Association, Legal Technology Resource Center, 
http://www.americanbar.org/groups/departments_offices/legal_technology_resources.html. 
93Delaware Commission on Law and Technology, What is the DECLT, available at 
http://courts.delaware.gov/declt/index.aspx (“The Commission was created to develop and 
publish guidelines and best practices regarding the use of technology and the practice of 
law.”). 
94 See Delaware Commission on Law and Technology, Leading Practices, available at 
http://courts.delaware.gov/declt/practices.aspx. 

95 See, e.g., State Bar of Georgia, Law Practice Management, available at 
https://www.gabar.org/committeesprogramssections/programs/lpm/ (“Whether you need 
advice on technology, firm finances, organization or library materials, we have the resources 
and training to assist you.”). 

96 See, e.g., The State Bar of California, Ethics Hotline, available at 
http://ethics.calbar.ca.gov/Ethics/Hotline.aspx (“The Ethics Hotline, a confidential research 
service for attorneys only, helps lawyers identify and analyze their professional 
responsibilities.”) (800-238-4427); State Bar of Georgia, Ethics & Professionalism, available 
at https://www.gabar.org/barrules/ethicsandprofessionalism/ (“Lawyers who would like to 
discuss an ethics dilemma with a member of the Office of General Counsel staff should 
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CONCLUSION 
 
While technology changes on a seemingly daily basis, lawyers’ core 

ethical responsibilities to protect client confidences and competently 
represent our clients remain static.  Understanding the ethical duties of 
confidentiality and confidence provides lawyers the foundation with which 
to evaluate technology in law practice.  Lawyers should keep doing what they 
do best – practicing law.  While doing so, they should continue to learn about 
technology and carefully evaluate whether current and new technologies help 
or hinder their clients. 

                                                
contact the Ethics Helpline at 404-527-8741, 800-682-9806 or log in and submit your 
question by email.”); New York City Bar, Ethics Hotline, available at 
http://www.nycbar.org/member-and-career-services/ethics/hotline (“New York lawyers 
faced with ethical questions regarding their own prospective conduct can reach the Ethics 
hotline through Customer Service at 212.382.6663.”); Virginia State Bar, Ethics Questions 
and Opinions, available at https://www.vsb.org/site/regulation/ethics (“Any member of the 
bar may seek informal ethics or unauthorized practice of law advice by calling the Ethics 
Hotline at (804) 775-0564.”); State Bar of Arizona, Ethics Hotline, available at 
http://www.azbar.org/ethics/ethicshotline/ (“Ethics Hotline Number: 602.340.7284”); 
Pennsylvania Bar Association; Ethics Hotline, available at 
http://www.pabar.org/public/Membership/ethics.asp (“The Ethics Hotline provides free 
advisory opinions to PBA members based upon a review of a member’s prospective conduct 
by members of the PBA Committee on Legal Ethics and Professional Responsibility. … The 
Ethics hotline can be reached at (800) 932-0311, ext. 2214.”); State Bar of Texas, Toll-Free 
Ethics Helpline for Lawyers, available at 
https://www.texasbar.com/Content/NavigationMenu/ForLawyers/GrievanceandEthics/Toll
_Free_Ethics_Helpline_for_Lawyers/default.htm (800.532.3947); State Bar of Michigan, 
Ethics Article: Ethics Hotline – Frequently Asked Questions, available at 
https://www.michbar.org/opinions/ethics/articles/july98 (“The Ethics Hotline at the State 
Bar of Michigan (877) 558-4760 receives approximately 20 calls per day from Michigan 
lawyers seeking guidance on a full array of ethics issues from lawyers.”); The Florida Bar, 
Ethics Hotline, available at https://www.floridabar.org/ethics/ethotline/ ((800) 236-8619).   
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Social media and judicial ethics: Part 2
   by Cynthia Gray

Preface
This issue of the Judicial Conduct Reporter is Part 2 of a two-part article 
analyzing the advisory opinions and discipline decisions on social media 
and judicial ethics. t covers off-bench conduct  conduct that undermines 
public confidence in the judiciary, commenting on issues, abusing the pres-
tige of office, providing legal advice, disclosing non-public information, 
charitable activities, political activities, and campaign conduct. Part 1, in 
the spring issue (http://tinyurl.com/y99relfw), was a general introduction to 
the topic and a discussion of issues related to judicial duties: “friending” 
attorneys, dis ualification and disclosure, ex parte communications and 
independent investigations, and comments on pending cases. The two 
parts will be combined in a comprehensive paper that will be posted on 
the Center s web-site in late 2017.

Introduction to Part 2
he code of judicial conduct s restrictions on judges  off-bench activities 

apply equally on social media as in other contexts. For example, under the 
general ethical standards of the code regarding promoting public confi-
dence in the judiciary, judges have been disciplined for sexual misconduct 
on social media and for posting injudicious, negative, or unfairly critical 
comments. Similarly, as anytime a judge is writing or speaking, a judge 
must avoid social media posts on legal and other topics that might raise 
reasonable questions about her impartiality. 

The prohibition on judges’ practicing law precludes judges from giving 
legal advice on social media, either in response to a specific uestion or in a 
general post that could be construed as legal advice. Judges are prohibited 
from disclosing non-public information on social media even in a broad, 
general post.

When using social media, judges must not post anything that could be 
construed as using the prestige of office to advance their private interests. 
For example, that rule may limit a judge’s ability to “like,” review, or rec-
ommend lawyers, events, businesses, and movies on social media at least 
when her judicial identity is disclosed. 

Just as judges may be members and officers of, volunteer with, or 
attend events for most non-profit organi ations, they may also “like” or 
“follow” most civic or charitable organizations on social media as long as 
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the organization is not discriminatory and its goals and activities do not 
undermine judicial independence, integrity, or impartiality. A judge may 
not, however, solicit funds for organizations on social media through, for 
example, posts that encourage people to attend fund-raising events.

he restrictions on judges  political activities apply on-line as well as in 
traditional forums. For example, to comply with the prohibition on politi-
cal endorsements, a judge should not “like” the Facebook page of a political 
organization or candidate. 

ocial media is an approved communications and fund-raising tool for 
judicial candidates, but all the rules apply on social media that apply to 
traditional campaigning. Therefore, a judicial candidate should delegate at 
least the fund-raising aspects of a social media page to his campaign com-
mittee or staff to comply with the prohibition on personal solicitation. A 
candidate must also review and approve the content of all campaign state-
ments before posting to ensure compliance with the rules limiting cam-
paign speech.

Public confidence 
The judicial ethics advisory opinions about social media emphasize the 
general rules that are included in the code of judicial conduct because the 
code cannot anticipate and specifically enumerate all possible forms of mis-
conduct. Rule 1.2 provides that, “[a] judge shall act at all times in a manner 
that promotes public confidence in the independence, integrity, and impar-
tiality of the judiciary . . . .” Canon 1 requires that “[a] judge shall uphold and 
promote the independence, integrity, and impartiality of the judiciary, and 
shall avoid impropriety and the appearance of impropriety.” Rule 3.1(C) 
provides that, “when engaging in extrajudicial activities, a judge shall not 
. . . participate in activities that would appear to a reasonable person to 
undermine the judge’s independence, integrity, or impartiality.” (Unless 
otherwise indicated, references in this article to codes, rules, or canons are 
to the American Bar Association 2007 Model Code of Judicial Conduct.)

Judges have been disciplined for social media activity that violated 
these general standards even if no violation of a more specific code provi-
sion was found. For example, the obligation to promote public confidence 
and other general rules have been cited in cases in which judges have 
been sanctioned for sexual misconduct on social media. See In the Matter 
of Archer, Final judgment ( labama Court of the Judiciary ugust 8, 2016) 
(http://tinyurl.com/jjx9cdj) (judge exchanged sexually explicit messages and 
photos on Facebook, often during office hours and from court offices, with 
a woman whom he had met in his official capacity)  In the Matter of Fowler, 
Public admonishment (West Virginia Judicial Investigation Commission 
March 14, 2014) (http://tinyurl.com/jc82567) (magistrate exchanged sexually 
explicit Facebook messages with a woman who appeared before him in 
court). 

Judges have also undermined public confidence through injudicious, 
negative, or unfairly critical posts on social media. For example, the 
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“What judges 
can and cannot 

say on social 
media about 

legal and non-
legal issues 

parallels what 
they can and 
cannot say in 

more traditional 
formats and 

forums.”

California Commission on Judicial Performance publicly sanctioned a judge 
for posting on the bar association Facebook page that a judicial candidate 
had had “sex with defense lawyer whike [sic] shw [sic] is a DA on his cases 
and nobody cares. Interesting politics,” with knowing or reckless disregard 
for the truth of that statement. In the Matter Concerning Ferguson, Public 
admonishment (California Commission on Judicial Performance May 31, 
2017) (http://tinyurl.com/y8yzrthr). See also In the Matter of Bennington, 24 
N. .3d 9 8 ( ndiana 201 ) (judge posted, “Must be nice to take such an 
expensive trip but not pay your bills. Just sayin,’” on the Facebook page of 
the girlfriend of her children’s father).

Discussing issues
hat judges can and cannot say on social media about legal and non-legal 

issues parallels what they can and cannot say in more traditional formats 
and forums. Rule 2.10(B) provides that, “a judge shall not, in connection 
with cases, controversies, or issues that are likely to come before the court, 
make pledges, promises, or commitments that are inconsistent with the 
impartial performance of the adjudicative duties of judicial office.” 

Thus, the Utah committee advised that a judge may post comments and 
content on legal topics on social media “unless the comments show a bias 
toward an issue that may come before the judge’s court . . . .” Utah Informal 
Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). The committee noted 
that, “[a]lthough social media have a potentially much broader public reach, 
it would be difficult to conclude that a judge s activity in one public setting is 
prohibited if performed in a different setting. t would be difficult to state, 
for example, that the same comments made in a public meeting would be 
prohibited if posted on a public internet bulletin board.” The Massachu-
setts committee cautioned that a judge on social media should “err on the 
side of caution and be aware that posts a judge-user considers neutral may 
nonetheless lead a reasonable person to question the judge’s impartiality.” 
Massachusetts Advisory Opinion 2016-9 (http://tinyurl.com/gn6vwfc). 

Advisory opinions about speech in other contexts may by analogy 
provide guidance about judges’ social media discourse. For example, if a 
judge may publicly support or oppose a proposed constitutional amendment 
regarding drug treatment in lieu of incarceration in newspaper editorials, 
on radio and television talk shows, in presentations to civic, charitable, and 
professional organi ations, on panel discussions with officials at public 
meetings, and in meetings with executive or legislative bodies or officials 
(Ohio Advisory Opinion 2002-3 (http://tinyurl.com/y9xxt5c8)), the judge may 
also do so on social media. Conversely, if a judge may not speak to groups 
or send letters to voters to encourage passage of a school levy (Washington 
Advisory Opinion 1995-3 (http://tinyurl.com/ycnq7z63)), or publish an article 
about the effect and constitutionality of tort reform legislation (Florida 
Advisory Opinion 2000-2 (http://tinyurl.com/yajujqwn)), the judge may not 
tweet about those issues. 
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California Commission on Judicial Performance publicly sanctioned a judge 
for posting on the bar association Facebook page that a judicial candidate 
had had “sex with defense lawyer whike [sic] shw [sic] is a DA on his cases 
and nobody cares. Interesting politics,” with knowing or reckless disregard 
for the truth of that statement. In the Matter Concerning Ferguson, Public 
admonishment (California Commission on Judicial Performance May 31, 
2017) (http://tinyurl.com/y8yzrthr). See also In the Matter of Bennington, 24 
N. .3d 9 8 ( ndiana 201 ) (judge posted, “Must be nice to take such an 
expensive trip but not pay your bills. Just sayin,’” on the Facebook page of 
the girlfriend of her children’s father).

Discussing issues
hat judges can and cannot say on social media about legal and non-legal 

issues parallels what they can and cannot say in more traditional formats 
and forums. Rule 2.10(B) provides that, “a judge shall not, in connection 
with cases, controversies, or issues that are likely to come before the court, 
make pledges, promises, or commitments that are inconsistent with the 
impartial performance of the adjudicative duties of judicial office.” 

Thus, the Utah committee advised that a judge may post comments and 
content on legal topics on social media “unless the comments show a bias 
toward an issue that may come before the judge’s court . . . .” Utah Informal 
Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). The committee noted 
that, “[a]lthough social media have a potentially much broader public reach, 
it would be difficult to conclude that a judge s activity in one public setting is 
prohibited if performed in a different setting. t would be difficult to state, 
for example, that the same comments made in a public meeting would be 
prohibited if posted on a public internet bulletin board.” The Massachu-
setts committee cautioned that a judge on social media should “err on the 
side of caution and be aware that posts a judge-user considers neutral may 
nonetheless lead a reasonable person to question the judge’s impartiality.” 
Massachusetts Advisory Opinion 2016-9 (http://tinyurl.com/gn6vwfc). 

Advisory opinions about speech in other contexts may by analogy 
provide guidance about judges’ social media discourse. For example, if a 
judge may publicly support or oppose a proposed constitutional amendment 
regarding drug treatment in lieu of incarceration in newspaper editorials, 
on radio and television talk shows, in presentations to civic, charitable, and 
professional organi ations, on panel discussions with officials at public 
meetings, and in meetings with executive or legislative bodies or officials 
(Ohio Advisory Opinion 2002-3 (http://tinyurl.com/y9xxt5c8)), the judge may 
also do so on social media. Conversely, if a judge may not speak to groups 
or send letters to voters to encourage passage of a school levy (Washington 
Advisory Opinion 1995-3 (http://tinyurl.com/ycnq7z63)), or publish an article 
about the effect and constitutionality of tort reform legislation (Florida 
Advisory Opinion 2000-2 (http://tinyurl.com/yajujqwn)), the judge may not 
tweet about those issues. 
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A judge asked the Massachusetts judicial ethics committee about his 
use of Twitter to, for example, post about “racism and implicit bias in the 
courts.” The responding opinion noted that “Massachusetts court leaders 
comment on and are taking steps to address these important concerns,” 
but cautioned that the judge’s “posts must serve a legitimate educational 
or informational purpose” without “individually or as a pattern” leading a 
reasonable person to conclude the judge has a predisposition or bias that 
calls his impartiality into question. Massachusetts Advisory Opinion 2016-9
(http://tinyurl.com/gn6vwfc). 

The judge also posted on selected cases, often concerning racial dis-
crimination or police misconduct, including issues the judge regularly con-
fronted, such as assessing the credibility of police officers. he committee 
stated that, “[r]eporting court decisions, even on selective topics, is consis-
tent with the Code, but only if the reports do not compromise or appear to 
compromise [the judge’s] impartiality.” To avoid conduct that a reasonable 
person may regard as demonstrating partiality, the committee advised, the 
judge should weet, retweet, or link only “from official or neutral sources 
such as court websites or libraries,” not “case reports from persons or 
organizations with legal opinions that are clearly on one side of contested 
and highly-charged legal issues,” or even reports by “mainstream media,” 
which “may contain commentary or reaction favoring one point of view.” 

The inquiring judge had a public Twitter account that disclosed his 
occupation, used a Twitter handle with “judge” followed by his surname, 
and included a photo of the judge wearing his judicial robe. The Massachu-
setts committee emphasized that its opinion did not necessarily apply to 
“the use of a Twitter account by a judge who does not disclose his or her 
occupation as a judge,” suggesting whether a judge may post opinions on 
an issue may depend on whether his social media page identifies him as a 
judge. However, the committee also noted that the code “applies to judges 
in their private as well as public spheres.” In contexts other than social 
media, committees have emphasized that anonymity does not mean the 
code does not apply. See, e.g., Colorado Advisory Opinion 2017-1 (http://tinyurl.
com/ybck8cvy) (a judge may not contact her federal congressional represen-
tatives to express approval of or dissatisfaction with federal legislation or 
cabinet appointments even if the judge does not reveal that she is a judge)  
New York Advisory Opinion 2016-85 (http://tinyurl.com/y734dquc) (a judge may 
not engage anonymously in otherwise prohibited political activity, such as 
publishing partisan political literature).

In addition, the social aspect of social media requires a judge to consider 
whether her posts, however appropriate by themselves, might associate 
her with inappropriate material generated by others. The federal advisory 
committee explained that, “if a judge comments on a blog that supports 
a particular cause or individual, the judge may be deemed as endorsing 
that position or individual” and, therefore, cautioned judges “to analyze the 
post, comment, or blog in order to take into account the Canons that pro-
hibit the judge from endorsing political views, engaging in dialogue that 
demeans the prestige of the office, commenting on issues that may arise 
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before the court, or sending the impression that another has unique access 
to the Court.” U.S. Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl). 
Similarily, the Massachusetts committee cautioned a judge to consider 
whether retweets, “likes,” the accounts the judge follows, and the accounts 
that follow the judge as well as the judge’s own tweets would cause a rea-
sonable person to question the judge’s impartiality. Massachusetts Advisory 
Opinion 2016-9 (http://tinyurl.com/gn6vwfc). 

The Arizona committee also advised that on social media, “[a] judge 
should avoid participating in or being associated with discussions about 
matters falling within the jurisdiction of his or her court,” including 
“postings by others regarding high profile cases or legal issues that could 
come before the court.” Arizona Advisory Opinion 2014-1 (http://tinyurl.com/
k5ug3j2). The Utah committee, however, stated that a judge may follow a 
blog on legal or political issues that is also followed by lawyers or poli-
ticians and need not continually monitor the contents and comments to 
prevent association with material that might reflect poorly on the judi-
ciary. Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5).

Blogging
A judge may write about personal opinions, activities, and experiences on 
an on-line blog as long as the judge is careful not to violate the code pro-
visions relevant to communications by judges. The Arizona committee, 
for example, stated that a judge must ensure that none of her blog posts 
would negatively affect judicial proceedings, be perceived as prejudiced or 
biased, or necessitate fre uent dis ualification. Arizona Advisory Opinion 
2014-1 (http://tinyurl.com/k5ug3j2). See also New York Advisory Opinion 2010-
138 (http://tinyurl.com/kwhxwl5). 

The Florida advisory committee approved a judge’s plan to publish a blog 
that would alert readers to new state appellate decisions because the judge 
did not propose to editorialize, criticize, or otherwise evaluate the opinions 
but only to briefly describe them. Florida Advisory Opinion 2012-7 (http://
tinyurl.com/6qed45e). Noting it had frequently allowed judges to speak, write, 
or teach, the committee stated it would not make a distinction based on the 
technology used, although it did warn the judge to exercise caution and expect 
constant public scrutiny. Acknowledging it was “not practicable to list all the 
provisions of the Code that could apply,” the committee directed the judge to 
“carefully examine all provisions of the Code that relate to the blog and its 
topics, to insure that the judge is not publishing on the blog something the 
judge could not ethically say in person.” Finally, noting “that an interactive 
blog may invite inappropriate comment,” the committee suggested that the 
judge consider adding a disclaimer that he does not “endorse or vouch for” 
comments by others and that their comments do not represent his views.

The Washington advisory committee permitted a judge to have a blog 
promoting “a more fair, just and benevolent society” but suggested that the 
judge include a disclaimer that the opinions expressed in his posts “are only 
those of the author and should not be imputed to other judges.” Washing-
ton Advisory Opinion 2009-5 (http://tinyurl.com/y8bjnlve). The committee also 
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before the court, or sending the impression that another has unique access 
to the Court.” U.S. Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl). 
Similarily, the Massachusetts committee cautioned a judge to consider 
whether retweets, “likes,” the accounts the judge follows, and the accounts 
that follow the judge as well as the judge’s own tweets would cause a rea-
sonable person to question the judge’s impartiality. Massachusetts Advisory 
Opinion 2016-9 (http://tinyurl.com/gn6vwfc). 

The Arizona committee also advised that on social media, “[a] judge 
should avoid participating in or being associated with discussions about 
matters falling within the jurisdiction of his or her court,” including 
“postings by others regarding high profile cases or legal issues that could 
come before the court.” Arizona Advisory Opinion 2014-1 (http://tinyurl.com/
k5ug3j2). The Utah committee, however, stated that a judge may follow a 
blog on legal or political issues that is also followed by lawyers or poli-
ticians and need not continually monitor the contents and comments to 
prevent association with material that might reflect poorly on the judi-
ciary. Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5).

Blogging
A judge may write about personal opinions, activities, and experiences on 
an on-line blog as long as the judge is careful not to violate the code pro-
visions relevant to communications by judges. The Arizona committee, 
for example, stated that a judge must ensure that none of her blog posts 
would negatively affect judicial proceedings, be perceived as prejudiced or 
biased, or necessitate fre uent dis ualification. Arizona Advisory Opinion 
2014-1 (http://tinyurl.com/k5ug3j2). See also New York Advisory Opinion 2010-
138 (http://tinyurl.com/kwhxwl5). 

The Florida advisory committee approved a judge’s plan to publish a blog 
that would alert readers to new state appellate decisions because the judge 
did not propose to editorialize, criticize, or otherwise evaluate the opinions 
but only to briefly describe them. Florida Advisory Opinion 2012-7 (http://
tinyurl.com/6qed45e). Noting it had frequently allowed judges to speak, write, 
or teach, the committee stated it would not make a distinction based on the 
technology used, although it did warn the judge to exercise caution and expect 
constant public scrutiny. Acknowledging it was “not practicable to list all the 
provisions of the Code that could apply,” the committee directed the judge to 
“carefully examine all provisions of the Code that relate to the blog and its 
topics, to insure that the judge is not publishing on the blog something the 
judge could not ethically say in person.” Finally, noting “that an interactive 
blog may invite inappropriate comment,” the committee suggested that the 
judge consider adding a disclaimer that he does not “endorse or vouch for” 
comments by others and that their comments do not represent his views.

The Washington advisory committee permitted a judge to have a blog 
promoting “a more fair, just and benevolent society” but suggested that the 
judge include a disclaimer that the opinions expressed in his posts “are only 
those of the author and should not be imputed to other judges.” Washing-
ton Advisory Opinion 2009-5 (http://tinyurl.com/y8bjnlve). The committee also 
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advised the judge to describe on the blog the constraints on his conduct, 
such as the prohibitions on commenting on pending cases and ex parte 
communications.

Further, the committee recommended that the judge review any com-
ments by others before they are published if possible, regularly monitor 
the comments to ensure that the discussion does not move into a prohib-
ited topic, and consider “whether readers might perceive that the judge’s 
impartiality is impaired by the volume and content” of the comments. 
The committee stated that the judge could respond to others’ comments 
but should consider “the impression that may be conveyed” and tailor his 
responses to avoid any questions about his impartiality.

The Connecticut advisory committee allowed a judge to be an expert, 
with her judicial position identified, on a non-profit, non-partisan organi-
zation’s electronic “answer board” established to provide journalists with 
information on legal and constitutional topics. Connecticut Advisory Opinion 
2011-14 (http://tinyurl.com/ydf8m8n6). However, the committee cautioned, the 
judge’s answers must be factual and instructive, without expressing her 
opinion, indicating a predisposition with respect to particular cases, or pro-
viding legal advice. The committee also directed the judge to retain the right 
to review and pre-approve the biographical information listed on the answer 
board or used to promote it, to monitor the web-site to stay abreast of new 
features, and to ensure it does not link to advocacy groups or commercial 
entities. 

Legal advice 
ule 3.10 provides that a full-time judge “shall not practice law.” hus, a 

judge cannot respond if other users “upon learning of the judge’s identity, 
. . . informally” ask her for legal advice on social media. New York Advi-
sory Opinion 2008-176 (http://tinyurl.com/y9nghct). Accord Connecticut Infor-
mal Opinion 2013-6 (http://tinyurl.com/cmwds7t)  Kentucky Advisory Opinion 
JE-119 (2010) (http://tinyurl.com/ko8fqw2)  Ohio Advisory Opinion 2010-7 
(http://tinyurl.com/kmwjgzx)  ABA Formal Opinion 462 (2013) (http://tinyurl.
com/b3shjkp). See also In re Bass, Public reprimand ( eorgia Judicial ualifi-
cations Commission March 18, 2013) (http://tinyurl.com/29xumav) (judge in a 
private Facebook chat advised a woman how her brother should get his DUI 
matter into the judge’s court where he would “handle it”).

Further, applying the restriction broadly, advisory committees have 
cautioned judges against general posts that could be construed as legal 
advice. For example, the Massachusetts committee advised that, although 
a judge may post “purely educational” tweets advising “trial lawyers on 
trial practice (e.g., preparing clients to testify, delivering closing argu-
ments, conducting cross-examination),” the posts must “offer only practice 
tips and not legal advice.” Massachusetts Letter Opinion 2016-1 (http://tinyurl.
com/lx77u7n). See also Utah Informal Advisory Opinion 2012-1 (http://tinyurl.
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com/mywqho5) (a judge may not post comments and content on legal topics 
that could be considered legal advice).

The West Virginia advisory committee stated that a judge should not 
post videos in which she answers questions about family law on her cam-
paign web-site because that would constitue the practice of law and might 
result in ex parte communications. West Virginia Advisory Opinion 2016-1 
(http://tinyurl.com/y9w89yfl). The committee stated that the judge could post 
videos about child support calculations, procedures, and statutes but must 
ensure that her explanations “do not cross the line into legal advice or dis-
cussions concerning pending or impending matters.” The committee also 
warned that such videos were likely to generate follow-up uestions that 
the judge could not answer. See also Judicial Discipline and Disability Com-
mission v. Maggio, 440 S.W.3d 333 (Arkansas 2014) (judge explained how to 
beat a  charge on a public on-line fan-site).

Non-public information
Rule 3.5 provides that “a judge shall not intentionally disclose or use non-
public information acquired in a judicial capacity for any purpose unre-
lated to the judge’s judicial duties.” (According to the terminology section, 
non-public information includes, “but is not limited to, information that is 
sealed by statute or court order or impounded or communicated in camera, 
and information offered in dependency cases or psychiatric reports.”) That 
prohibition applies to the use of non-public information on social and elec-
tronic media. Arizona Advisory Opinion 2014-1 (http://tinyurl.com/zvd9299). 

The advisory committee for federal judges explained that any post on 
a social networking site violates the rule if it “broadly hints at the likely 
outcome in a pending case, divulges confidential case processing proce-
dures, or reveals non-public information about the status of jury delib-
erations.” U.S. Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl). The 
committee stated that even communications that are not case-specific and 
only comment “vaguely on a legal issue without directly mentioning a par-
ticular case” may raise concerns about confidentiality and impropriety.

Prestige of office
Rule 1.3 of the code of judicial conduct provides: “A judge shall not abuse 
the prestige of judicial office to advance the personal or economic inter-
ests of the judge or others, or allow others to do so.” Thus, when using 
social media, a judge “must be careful not to post any material that could 
be construed as advancing the interests of the judge or others.” California 
Judges’ Association Advisory Opinion 66 (2010) (http://tinyurl.com/kgk4hqo). 
Accord Missouri Advisory Opinion 186 (2015) (http://tinyurl.com/gwm3246). 
For example, the Texas State Commission on Judicial Conduct publicly rep-
rimanded a judge whose Facebook profile, which identified her as a judge, 
included links, photos, and posts promoting her daughter-in-law s real 
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com/mywqho5) (a judge may not post comments and content on legal topics 
that could be considered legal advice).

The West Virginia advisory committee stated that a judge should not 
post videos in which she answers questions about family law on her cam-
paign web-site because that would constitue the practice of law and might 
result in ex parte communications. West Virginia Advisory Opinion 2016-1 
(http://tinyurl.com/y9w89yfl). The committee stated that the judge could post 
videos about child support calculations, procedures, and statutes but must 
ensure that her explanations “do not cross the line into legal advice or dis-
cussions concerning pending or impending matters.” The committee also 
warned that such videos were likely to generate follow-up uestions that 
the judge could not answer. See also Judicial Discipline and Disability Com-
mission v. Maggio, 440 S.W.3d 333 (Arkansas 2014) (judge explained how to 
beat a  charge on a public on-line fan-site).

Non-public information
Rule 3.5 provides that “a judge shall not intentionally disclose or use non-
public information acquired in a judicial capacity for any purpose unre-
lated to the judge’s judicial duties.” (According to the terminology section, 
non-public information includes, “but is not limited to, information that is 
sealed by statute or court order or impounded or communicated in camera, 
and information offered in dependency cases or psychiatric reports.”) That 
prohibition applies to the use of non-public information on social and elec-
tronic media. Arizona Advisory Opinion 2014-1 (http://tinyurl.com/zvd9299). 

The advisory committee for federal judges explained that any post on 
a social networking site violates the rule if it “broadly hints at the likely 
outcome in a pending case, divulges confidential case processing proce-
dures, or reveals non-public information about the status of jury delib-
erations.” U.S. Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl). The 
committee stated that even communications that are not case-specific and 
only comment “vaguely on a legal issue without directly mentioning a par-
ticular case” may raise concerns about confidentiality and impropriety.

Prestige of office
Rule 1.3 of the code of judicial conduct provides: “A judge shall not abuse 
the prestige of judicial office to advance the personal or economic inter-
ests of the judge or others, or allow others to do so.” Thus, when using 
social media, a judge “must be careful not to post any material that could 
be construed as advancing the interests of the judge or others.” California 
Judges’ Association Advisory Opinion 66 (2010) (http://tinyurl.com/kgk4hqo). 
Accord Missouri Advisory Opinion 186 (2015) (http://tinyurl.com/gwm3246). 
For example, the Texas State Commission on Judicial Conduct publicly rep-
rimanded a judge whose Facebook profile, which identified her as a judge, 
included links, photos, and posts promoting her daughter-in-law s real 
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estate business and a former judge s wedding officiate business. Public Rep-
rimand of Uresti and Order of Additional Education (Texas State Commission 
on Judicial Conduct ctober 11, 2016) (http://tinyurl.com/zwtm3ql). 

The Massachusetts committee advised that a judge must not endorse 
commercial entities by liking or following them on Facebook, for example. 
Massachusetts Advisory Opinion 2016-1 (http://tinyurl.com/lx77u7n). See also 
Order of private reprimand (Kentucky Judicial Conduct Commission April 
2, 2015) (http://tinyurl.com/y86e3unb) (judge “liked” the Facebook pages of 
lawyers, law firms, and candidates). The New Mexico advisory committee 
noted:

• “With Yelp, a judge may be inadvertently advancing the economic 
interests of a restaurant upon giving his or her review,”

• “With Facebook, a judge may be inadvertently advancing the views 
of attorneys and parties by ‘liking’ or commenting on other users’ 
posts,” and 

• “With Twitter, a judge may . . . be inadvertently affecting the views 
of attorneys and parties by re-tweeting tweets made by users.”

New Mexico Advisory Opinion Concerning Social Media (2016) (http://tinyurl.
com/lra5ykb). The committee noted that those actions “raise concerns about 
the potential abuse of the prestige” of office, although the opinion did not 
state whether those concerns were sufficient to preclude the judge from 
posting reviews, “liking,” and retweeting. 

The committee for federal judges explained that, when a judge on social 
media supports “a particular establishment known to be frequented by 
lawyers near the courthouse,” the judge uses his office to aid the success of 
the establishment if the judge “list[s] his or her affiliation with the court” 
on the page. U.S. Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl). The 
opinion s reference to listing a court affiliation suggests that a judge may 
review or “like” a business without abusing the prestige of office if she is 
not identified as a judge on the social media site. imilarly, the tah com-
mittee stated that a judge could use a pseudonym or screen name “when 
posting something such as a restaurant review” but that a review in which 
a judge uses her title may create the appearance that the judge is using the 
prestige of the judicial office to advance the interests of a for-profit entity, 
noting “[t]here is no legitimate reason for using the title in such a situa-
tion.” Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). 

However, the Utah committee stated that a judge may “follow” or “like” 
law firms or others in the legal profession although the opinion did not 
consider whether “liking” was an abuse of the prestige of office but only 
whether it created an appearance of bias. Utah Informal Advisory Opinion 
2012-1 (http://tinyurl.com/mywqho5). The committee compared “liking” a law 
firm to having lunch with attorneys or attending a firm s open house, which 
it has allowed. 

Further, the Utah committee advised that a judge may not on Linke-
dIn recommend attorneys who regularly appear before her. Utah 
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Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). The commit-
tee explained that a LinkedIn recommendation is a “stronger statement” 
than being a ‘friend’ on Facebook, or ‘liking’ the attorney “because the rec-
ommendation may be perceived as an endorsement of the person’s skills 
and credibility” and its purpose is to promote the person’s professional 
career. uch a recommendation would re uire the judge s dis ualification 
when the attorney appeared in a case. The committee did create excep-
tions that allow a judge to provide LinkedIn recommendations for law 
clerks and others who have worked for her, attorneys who do not appear 
before her, and individuals in non-legal professions. See also Arizona Advi-
sory Opinion 2014-1 (http://tinyurl.com/k5ug3j2) (a judge may use LinkedIn to 
recommend a former law clerk to a specific prospective employer but not 
to recommend lawyers who regularly appear before him or other profes-
sionals). The New Mexico committee stated that a judge’s “recommenda-
tion” or “endorsement” of someone on LinkedIn “may be considered akin to 
a letter of recommendation, expressing favor toward that individual over 
others, and requesting that someone act upon that favor,” but the opinion 
did not definitively advise whether inked n recommendations were per-
mitted or prohibited. New Mexico Advisory Opinion Concerning Social Media 
(2016) (http://tinyurl.com/lra5ykb). See also New York Advisory Opinion 2015-
103 (http://tinyurl.com/y734dquc) (a judge may not write a review of her 
lawyer s services for use on a public web-site, even if the review is anon-
ymous and makes no reference to her judicial office)  North Carolina State 
Bar Formal Ethics Opinion 2014-8 (http://tinyurl.com/lgv2ohg) (a lawyer may 
not accept an endorsement or recommendation from a judge on LinkedIn).

Charitable activities
Although the code of judicial conduct allows and even encourages judges to 
engage in civic and charitable activities, there are restrictions, particularly 
on “activities that would appear to a reasonable person to undermine the 
judge’s independence, integrity, or impartiality.” Rule 3.1(C). The same per-
missions and prohibitions apply on social media. Thus, a judge may “‘like’ 
or ‘follow’ a civic organization’s Facebook page” (Arizona Advisory Opinion 
2014-1 (http://tinyurl.com/k5ug3j2)), be a member of a Facebook page used by 
members of a voluntary bar association to communicate among themselves 
about the organi ation and non-legal matters (Florida Advisory Opinion 
2010-6 (http://tinyurl.com/n38kjmw)), and tweet “upcoming and past bar 
events and other news of general interest to members of the Bar (e.g., the 
establishment of new specialty courts, the election of bar leaders, the nom-
ination of judges),” including “retweets from bar associations, law schools, 
courts, and other organizations and institutions dedicated to maintaining 
high standards and professionalism among the bench and bar.” Massachu-
setts Advisory Opinion 2016-9 (http://tinyurl.com/gn6vwfc). However, a judge 
may not join Facebook groups that invidiously discriminate on the basis of 
race, sex, gender, religion, national origin, ethnicity, or sexual orientation 
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Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). The commit-
tee explained that a LinkedIn recommendation is a “stronger statement” 
than being a ‘friend’ on Facebook, or ‘liking’ the attorney “because the rec-
ommendation may be perceived as an endorsement of the person’s skills 
and credibility” and its purpose is to promote the person’s professional 
career. uch a recommendation would re uire the judge s dis ualification 
when the attorney appeared in a case. The committee did create excep-
tions that allow a judge to provide LinkedIn recommendations for law 
clerks and others who have worked for her, attorneys who do not appear 
before her, and individuals in non-legal professions. See also Arizona Advi-
sory Opinion 2014-1 (http://tinyurl.com/k5ug3j2) (a judge may use LinkedIn to 
recommend a former law clerk to a specific prospective employer but not 
to recommend lawyers who regularly appear before him or other profes-
sionals). The New Mexico committee stated that a judge’s “recommenda-
tion” or “endorsement” of someone on LinkedIn “may be considered akin to 
a letter of recommendation, expressing favor toward that individual over 
others, and requesting that someone act upon that favor,” but the opinion 
did not definitively advise whether inked n recommendations were per-
mitted or prohibited. New Mexico Advisory Opinion Concerning Social Media 
(2016) (http://tinyurl.com/lra5ykb). See also New York Advisory Opinion 2015-
103 (http://tinyurl.com/y734dquc) (a judge may not write a review of her 
lawyer s services for use on a public web-site, even if the review is anon-
ymous and makes no reference to her judicial office)  North Carolina State 
Bar Formal Ethics Opinion 2014-8 (http://tinyurl.com/lgv2ohg) (a lawyer may 
not accept an endorsement or recommendation from a judge on LinkedIn).

Charitable activities
Although the code of judicial conduct allows and even encourages judges to 
engage in civic and charitable activities, there are restrictions, particularly 
on “activities that would appear to a reasonable person to undermine the 
judge’s independence, integrity, or impartiality.” Rule 3.1(C). The same per-
missions and prohibitions apply on social media. Thus, a judge may “‘like’ 
or ‘follow’ a civic organization’s Facebook page” (Arizona Advisory Opinion 
2014-1 (http://tinyurl.com/k5ug3j2)), be a member of a Facebook page used by 
members of a voluntary bar association to communicate among themselves 
about the organi ation and non-legal matters (Florida Advisory Opinion 
2010-6 (http://tinyurl.com/n38kjmw)), and tweet “upcoming and past bar 
events and other news of general interest to members of the Bar (e.g., the 
establishment of new specialty courts, the election of bar leaders, the nom-
ination of judges),” including “retweets from bar associations, law schools, 
courts, and other organizations and institutions dedicated to maintaining 
high standards and professionalism among the bench and bar.” Massachu-
setts Advisory Opinion 2016-9 (http://tinyurl.com/gn6vwfc). However, a judge 
may not join Facebook groups that invidiously discriminate on the basis of 
race, sex, gender, religion, national origin, ethnicity, or sexual orientation 
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in violation of ule 3.6( ). Massachusetts Advisory Opinion 2011-6 (http://
tinyurl.com/y9kae7ob). 

Committees advise that a judge should not form an on-line relationship 
with an organization that may convey an impression that the organization 
is in a position to influence the judge, although the opinions do not specif-
ically describe what types of organizations or relationships a judge should 
avoid. Connecticut Informal Advisory Opinion 2013-6 (http://tinyurl.com/
cmwds7t)  ABA Formal Opinion 462 (2013) (http://tinyurl.com/b3shjkp). More 
specifically, the hio committee cautioned that a “judge must not foster 
social networking interactions with individuals or organizations” that 
“will erode confidence in the independence of judicial decision making,” 
for example, “advocacy groups interested in matters before the court . . . .” 
Ohio Advisory Opinion 2010-7 (http://tinyurl.com/kmwjgzx).  

The Utah committee stated that, “if a judge happens to review a website 
with which the judge is associated, and the website contains questionable 
content, the judge may be required to disassociate from the site.” Utah 
Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). Absent a more 
specific fact situation, the committee declined to address “what might be 
considered ‘association’ and what might be considered questionable content 
. . . .” The committee also stated that a judge does not have a responsibility 
to continually monitor the comments and web-page contents of an entity 
with which the judge is associated on-line to ensure that the judge is not 
associated with material that might reflect poorly on the judiciary. See also 
Massachusetts Advisory Opinion 2016-1 (http://tinyurl.com/lx77u7n) (a judge 
cannot “reasonably be expected to monitor all postings and comments on 
a Facebook page” of an organi ation that the judge follows or likes)  New 
Mexico Advisory Opinion Concerning Social Media (2016) (http://tinyurl.com/
lra5ykb) (posts on an organization’s social networking site “could bear upon 
subject matter or pending or impending cases that could infringe upon the 
judge’s impartiality”).

Fund-raising
Under Rule 3.7(A)(2), a judge may not personally solicit contributions to 
charitable organizations. Noting that many charitable organizations use 
social media to raise funds, the New Mexico committee stated that, although 
a judge may be identified on social media as a director of an organi ation, 
an appearance that a judge was soliciting funds for an organization on 
social media would be improper. New Mexico Advisory Opinion Concerning 
Social Media (2016) (http://tinyurl.com/lra5ykb). Although the code allows a 
judge to solicit contributions to charity from family members and judges 
over whom she does not exercise supervisory or appellate authority, the 
Maryland committee concluded that those exceptions did not allow a judge 
to solicit those individuals through social media posts because those posts 
would be “accessible not only to the judge’s online contacts, but poten-
tially, to thousands of people within the social network.” Maryland Opinion 
Request 2014-30 (http://tinyurl.com/y9fvcyut). See also Missouri Advisory 
Opinion 186 (2015) (http://tinyurl.com/gwm3246) (all the code’s limitations 
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apply to a judge’s social media involvement including the prohibition on 
being involved in charitable fund-raising)  Private Reprimand of a Justice 
of the Peace (Texas State Commission on Judicial Conduct April 23, 2013) 
(http://tinyurl.com/create.php) (judge solicited funds for a non-profit corpora-
tion through the corporation s web-site and Facebook posts). 

Two advisory committees issued opinions on judges’ participating in a 
social media based fund-raising campaign when the “ice bucket challenge” 
to fund ALS research went viral in 2014. In the “ice bucket challenge,” a 
participant had a bucket of ice dumped on his head after which he chal-
lenged someone else to donate money or have a bucket of ice dumped on 
her head. (Although the person challenged could choose between donating 
money or having ice dumped over him, most participants did both.) The 
challenge and the dumping were recorded and posted on the internet. 

The New York committee advised that a judge could not participate in 
the ice bucket challenge because she would be required to publicize her 
own donation and publicly solicit others to donate in violation of the code’s 
fund-raising restriction. New York Advisory Opinion 2014-132 (http://tinyurl.
com/y7788aad). “[E]ven if the judge refrained from actually ‘nominating’ spe-
cific individuals,” the committee added, “posting the re uired video would 
be readily perceived as the judge s promotion of the fund-raiser, which is 
similarly prohibited . . . .” 

The Maryland committee was less strict, advising that a judge could 
participate in the ice bucket challenge but only if it was clear that she was 
acting in a personal capacity, not as a judge. Maryland Opinion Request 
2014-30 (http://tinyurl.com/y9fvcyut). Thus, the committee stated, a judge 
could respond to a challenge from a family member or friend that did not 
disclose her judicial office. owever, if the challenger specifically identi-
fied the judge as a judge, including her court, the committee concluded, 
the judge could not post her response although she could make a donation 
and let her challenger know “without recourse to social media, and without 
publicly challenging others.” 

Judges have been disciplined for social media posts about fund-raising 
events. See In the Matter of Johns, 793 . .2d 296 ( outh Carolina 2016) 
(judge posted information about a fund-raiser for a local church on his 
Facebook page, which identified him as a judge, in addition to other inap-
propriate posts)  Private Warning and Order of Additional Education of a 
Municipal Court Judge (Texas State Commission on Judicial Conduct August 
23, 2012) (http://tinyurl.com/yd6yer2w) (numerous entries on a Facebook 
page indicated to the public that the judge was an organizer for a charita-
ble fund-raiser).

The Missouri Supreme Court publicly reprimanded a judge for, in addi-
tion to other misconduct, numerous posts on Facebook about charita-
ble fund-raising events that noted his support for the organi ations and 
encouraged others to contribute. In re Prewitt, Order (Missouri Supreme 
Court November 24, 2015) (http://tinyurl.com/hgzmqog). For example, on a 
public Facebook page that identified him as a judge, he posted

• A photograph of the Ray of Hope Pregnancy Care Ministries sign with 
the statement, “I am happy to be supporting Ray of Hope Pregnancy 
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apply to a judge’s social media involvement including the prohibition on 
being involved in charitable fund-raising)  Private Reprimand of a Justice 
of the Peace (Texas State Commission on Judicial Conduct April 23, 2013) 
(http://tinyurl.com/create.php) (judge solicited funds for a non-profit corpora-
tion through the corporation s web-site and Facebook posts). 

Two advisory committees issued opinions on judges’ participating in a 
social media based fund-raising campaign when the “ice bucket challenge” 
to fund ALS research went viral in 2014. In the “ice bucket challenge,” a 
participant had a bucket of ice dumped on his head after which he chal-
lenged someone else to donate money or have a bucket of ice dumped on 
her head. (Although the person challenged could choose between donating 
money or having ice dumped over him, most participants did both.) The 
challenge and the dumping were recorded and posted on the internet. 

The New York committee advised that a judge could not participate in 
the ice bucket challenge because she would be required to publicize her 
own donation and publicly solicit others to donate in violation of the code’s 
fund-raising restriction. New York Advisory Opinion 2014-132 (http://tinyurl.
com/y7788aad). “[E]ven if the judge refrained from actually ‘nominating’ spe-
cific individuals,” the committee added, “posting the re uired video would 
be readily perceived as the judge s promotion of the fund-raiser, which is 
similarly prohibited . . . .” 

The Maryland committee was less strict, advising that a judge could 
participate in the ice bucket challenge but only if it was clear that she was 
acting in a personal capacity, not as a judge. Maryland Opinion Request 
2014-30 (http://tinyurl.com/y9fvcyut). Thus, the committee stated, a judge 
could respond to a challenge from a family member or friend that did not 
disclose her judicial office. owever, if the challenger specifically identi-
fied the judge as a judge, including her court, the committee concluded, 
the judge could not post her response although she could make a donation 
and let her challenger know “without recourse to social media, and without 
publicly challenging others.” 

Judges have been disciplined for social media posts about fund-raising 
events. See In the Matter of Johns, 793 . .2d 296 ( outh Carolina 2016) 
(judge posted information about a fund-raiser for a local church on his 
Facebook page, which identified him as a judge, in addition to other inap-
propriate posts)  Private Warning and Order of Additional Education of a 
Municipal Court Judge (Texas State Commission on Judicial Conduct August 
23, 2012) (http://tinyurl.com/yd6yer2w) (numerous entries on a Facebook 
page indicated to the public that the judge was an organizer for a charita-
ble fund-raiser).

The Missouri Supreme Court publicly reprimanded a judge for, in addi-
tion to other misconduct, numerous posts on Facebook about charita-
ble fund-raising events that noted his support for the organi ations and 
encouraged others to contribute. In re Prewitt, Order (Missouri Supreme 
Court November 24, 2015) (http://tinyurl.com/hgzmqog). For example, on a 
public Facebook page that identified him as a judge, he posted

• A photograph of the Ray of Hope Pregnancy Care Ministries sign with 
the statement, “I am happy to be supporting Ray of Hope Pregnancy 
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Center again at their fundraising dinner. Even if you didn’t attend, 
consider donating to this wonderful organization.”

•  copy of a flier with the caption, “ n celebration of the 20th Anniver-
sary of ri-County Christian chool, supporters are being asked to 
commit to giving $20 a month for the next 20 months to help pay for 
two new teachers next year. I’ve already committed to one of these 
partnerships. How about you?”

• A photograph with the caption, “The Macon Jaycees are selling 
drinks at the Demolition Derby. Come out and enjoy the Derby and 
support this good organization by buying your drinks from them – 
at the Macon County Fairgrounds.” 

• A photograph of volunteers carrying a banner for the “Survivors 
Celebrating Life” and the caption, “Enjoying good friends, food and 
entertainment at the Macon County Relay for life tonight. Come out 
and bid on me at the Choose Your Torture auction – at Macon High 
School.” 

• A photograph with the caption, “It was my pleasure to once again 
donate items in support of Relay for Life of Macon County – MO. 
Please come out and support our effort against cancer at the events 
on aturday June 14, starting at 6 p.m. at the Macon -1 parking 
lot,” followed by the organization’s post stating, “Thank you Philip 
Prewitt for two great Relay Auction Items.” 

• A photograph with the caption, “Macon Youth Football Cheerleaders 
are having a bake sale fundraiser at Walmart. Come out and support 
them and get some really good food like we did – at Walmart Macon 
– E Briggs Dr.” 

The judge’s participation in the events was not necessarily prohibited 
(buying something at a bake sale, for example) although some of the spe-
cific acts may have been (being auctioned off at “choose-your-torture” fund-
raiser, for example). However, all of the posts violated the code because the 
judge was urging others to participate and/or donate funds.

Political activities
The code of judicial conduct limits judges’ political activities, although the 
restrictions vary from state-to-state depending on how the state s judges 
are chosen and even within a state depending on the type of judgeship 
and whether a judge is currently running for office. egardless what the 
restrictions are, the rules apply on-line.

Thus, advisory committees have stated that judges may not on social 
media:

• “like” or become a “fan” of a political movement (U.S. Advisory 
Opinion 112 (2014) (http://tinyurl.com/br9h3hl))
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• “like” a political organization’s Facebook page (Connecticut Informal 
Opinion 2013-6 (http://tinyurl.com/cmwds7t))

• “’like” or “friend” any political Facebook page (New York Advisory 
Opinion 2015-121 (http://tinyurl.com/kqbpmcb))

• follow the Twitter accounts of political parties on a public account 
(Massachusetts Advisory Opinion 2016-9 (http://tinyurl.com/gn6vwfc))

• create links to political organi ations  web-sites (California Judges’ 
Association Advisory Opinion 66 (2010) (http://tinyurl.com/kgk4hqo)  
(Connecticut Informal Opinion 2013-6 (http://tinyurl.com/cmwds7t))

• post pictures that affiliate the judge with a political party or par-
tisan political candidate (U.S. Advisory Opinion 112 (2014) (http://
tinyurl.com/br9h3hl))

• circulate an on-line invitation for a partisan political event (U.S. 
Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl))

• post materials in support of or endorsing an issue or a candidate 
(U.S. Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl))  or

• post a comment on proposed legislation or a controversial polit-
ical topic (Connecticut Informal Opinion 2013-6 (http://tinyurl.com/
cmwds7t)  California Judges’ Association Advisory Opinion 66 (2010) 
(http://tinyurl.com/kgk4hqo)).

Political endorsements
Most codes of judicial conduct prohibit judges from endorsing political can-
didates, and judges have been sanctioned for violating that rule on social 
media. For example, a Mississippi judge was reprimanded for, in addition to 
other misconduct, posting: “Cast your vote in the enate istrict 16 pecial 
Election. I will be voting for Angela Turner Lairy! . . . Let’s not lose this seat!” 
Commission on Judicial Performance v. Clinkscales, 191 o. 3d 1211 (Missis-
sippi 2016). See also Inquiry Concerning Krause, 166 o. 3d 176 (Florida 
201 ) (judge asked her friends on social media to help her judicial-can-
didate husband correct perceived misstatements made by his opponent)  
In the Matter of Romero (New Mexico Supreme Court February 13, 2015) 
(http://tinyurl.com/y9u497t7) (judge endorsed candidates for public office on 
Facebook and posted their campaign materials)  In the Matter of Johns, 793 

. .2d 296 ( outh Carolina 2016) (judge, in addition to other misconduct, 
made extensive political posts, including ones in which he appeared to 
endorse a presidential candidate, on a Facebook page that identified him 
as a judge).

In addition, conduct commissions and advisory committees have con-
strued “liking” and equivalent indications of support or approval on social 
media as endorsements prohibited by the code. See Kansas Commission 
on Judicial Qualifications 2012 Annual Report (http://tinyurl.com/y9tevg5n) 
(judge “liked” a comment on a candidate s Facebook page)  Order of private 
reprimand (Kentucky Judicial Conduct Commission December 5, 2014) 
(http://tinyurl.com/ydck694v) (judge “liked” the Facebook pages of a judicial 
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• “like” a political organization’s Facebook page (Connecticut Informal 
Opinion 2013-6 (http://tinyurl.com/cmwds7t))

• “’like” or “friend” any political Facebook page (New York Advisory 
Opinion 2015-121 (http://tinyurl.com/kqbpmcb))

• follow the Twitter accounts of political parties on a public account 
(Massachusetts Advisory Opinion 2016-9 (http://tinyurl.com/gn6vwfc))

• create links to political organi ations  web-sites (California Judges’ 
Association Advisory Opinion 66 (2010) (http://tinyurl.com/kgk4hqo)  
(Connecticut Informal Opinion 2013-6 (http://tinyurl.com/cmwds7t))

• post pictures that affiliate the judge with a political party or par-
tisan political candidate (U.S. Advisory Opinion 112 (2014) (http://
tinyurl.com/br9h3hl))

• circulate an on-line invitation for a partisan political event (U.S. 
Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl))

• post materials in support of or endorsing an issue or a candidate 
(U.S. Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl))  or

• post a comment on proposed legislation or a controversial polit-
ical topic (Connecticut Informal Opinion 2013-6 (http://tinyurl.com/
cmwds7t)  California Judges’ Association Advisory Opinion 66 (2010) 
(http://tinyurl.com/kgk4hqo)).

Political endorsements
Most codes of judicial conduct prohibit judges from endorsing political can-
didates, and judges have been sanctioned for violating that rule on social 
media. For example, a Mississippi judge was reprimanded for, in addition to 
other misconduct, posting: “Cast your vote in the enate istrict 16 pecial 
Election. I will be voting for Angela Turner Lairy! . . . Let’s not lose this seat!” 
Commission on Judicial Performance v. Clinkscales, 191 o. 3d 1211 (Missis-
sippi 2016). See also Inquiry Concerning Krause, 166 o. 3d 176 (Florida 
201 ) (judge asked her friends on social media to help her judicial-can-
didate husband correct perceived misstatements made by his opponent)  
In the Matter of Romero (New Mexico Supreme Court February 13, 2015) 
(http://tinyurl.com/y9u497t7) (judge endorsed candidates for public office on 
Facebook and posted their campaign materials)  In the Matter of Johns, 793 

. .2d 296 ( outh Carolina 2016) (judge, in addition to other misconduct, 
made extensive political posts, including ones in which he appeared to 
endorse a presidential candidate, on a Facebook page that identified him 
as a judge).

In addition, conduct commissions and advisory committees have con-
strued “liking” and equivalent indications of support or approval on social 
media as endorsements prohibited by the code. See Kansas Commission 
on Judicial Qualifications 2012 Annual Report (http://tinyurl.com/y9tevg5n) 
(judge “liked” a comment on a candidate s Facebook page)  Order of private 
reprimand (Kentucky Judicial Conduct Commission December 5, 2014) 
(http://tinyurl.com/ydck694v) (judge “liked” the Facebook pages of a judicial 
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candidate, in addition to other misconduct)  Order of private reprimand
(Kentucky Judicial Conduct Commission April 2, 2015) (http://tinyurl.com/
y86e3unb) (judge “liked” the Facebook pages of candidates, lawyers, and law 
firms).

The Massachusetts advisory committee stated that, “[a] judge must not 
use Facebook to endorse (e.g., ‘like’ or ‘follow’) . . . political candidates, or 
otherwise violate the Code’s restrictions on abusing the prestige of judi-
cial office and participating in political activity.” Massachusetts Advisory 
Opinion 2016-9 (http://tinyurl.com/gn6vwfc). See also Massachusetts Letter 
Opinion 2016-1 (http://tinyurl.com/lx77u7n) (a judge with a public Twitter 
account must avoid following the witter accounts of political candidates)  
New York Advisory Opinion 2015-121 (http://tinyurl.com/kqbpmcb) (a judge may 
not “like” or “friend” any political Facebook page from her personal Face-
book account)  U.S. Advisory Opinion 112 (2014) (http://tinyurl.com/br9h3hl) 
(a judge should avoid “’liking’ or becoming a ‘fan’” of a political candidate).

Without expressly prohibiting the act, the ABA committee suggested 
that a judge should be aware that clicking the “like” button on a candidate’s 
site “could be perceived” as an endorsement. ABA Formal Opinion 462 (2013) 
(http://tinyurl.com/b3shjkp). The opinion noted that, “[j]udges may privately 
express their views on judicial or other candidates for political office” and 
suggested a judge could manage privacy settings on social media sites to 
restrict those who have access to her page. However, as the ABA opinion 
noted elsewhere, “[j]udges must assume that comments posted to an [elec-
tronic social media] site will not remain within the circle of the judge’s 
connections.”

Two judicial ethics advisory committees have permitted judges to 
“friend” elected officials or candidates while prohibiting judges from 
“liking” an election-related Facebook page. Noting that many judges are 
friends in the real world with individuals who are running for office, the 
Utah committee stated that a judge may also be “friends” with a candidate 
in the virtual world without violating the prohibition on endorsements as 
long as the judge was careful not to make any statements on the candidate’s 
social media page that might create the appearance of an endorsement. 
Utah Informal Advisory Opinion 2012-1 (http://tinyurl.com/mywqho5). Further, 
the committee advised that a judge may not be a friend of a candidate on 
“a Facebook page specifically designed to promote the individual s candi-
dacy,” as that may constitute endorsement. 

Similarly, the Arizona committee stated that, if a state representative, 
for example, is running for re-election, a judge “may not be a friend  of the 
representative’s campaign committee’s Facebook page or ‘like’ that page, as 
such associations would indicate that the judge supports and is endorsing 
that individual’s reelection.” Arizona Advisory Opinion 2014-1 (http://tinyurl.
com/k5ug3j2). However, the committee concluded, “friending” an elected 
state representative s official Facebook page is not a prohibited endorse-
ment, although it could raise a dis ualification issue if the representative 
is a litigant, lawyer, witness, or other participant in a case.
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Judicial election campaigns
In states where judges are elected, social media has become a “tool to raise 
campaign funds and to provide information about the candidate.” ABA 
Formal Opinion 462 (2013) (http://tinyurl.com/b3shjkp). Thus, a judicial can-
didate may on her personal social media page link to her judicial campaign 
web-site or social media page (Louisiana Advisory Opinion 271 (2016) (http://
tinyurl.com/gqcgbmc)) or request that friends vote for her (Florida Advisory 
Opinion 2016-13 (http://tinyurl.com/l96nnrz)) or “like” or “share” her campaign 
page. New York Advisory Opinion 2013-126 (http://tinyurl.com/lzzboob)  North 
Dakota Advisory Opinion 2016-2 (http://tinyurl.com/yc95hy5e)). See also New 
York Advisory Opinion 2013-126 (http://tinyurl.com/lzzboob) (a judge may use 
an e-mail signature block on her personal e-mail that states, “Please ike 
us on Facebook,” identifying her campaign committee’s name). 

Further, because the code of judicial conduct “does not address or 
restrict a judge’s or campaign committee’s method of communication but 
rather addresses its substance,” a judicial candidate’s campaign committee 
may establish social networking accounts and allow visitors to list them-
selves as “fans” or supporters of the candidate. Florida Advisory Opinion 
2009-20 (http://tinyurl.com/ylrw9zm). The Florida committee concluded that 
lawyers who practice before a judge may be fans of the judge’s campaign 
page even though the committee in previous opinions had prohibited judges 
from being Facebook “friends” with lawyers who appear before them. The 
distinction, the committee explained, is that, unlike a “friend” request on 
a personal page, on a campaign’s social networking site, the “judge or the 
campaign cannot accept or reject the listing of the fan,” and, therefore, “the 
listing of a lawyer’s name does not convey the impression that the lawyer 
is in a special position to influence the judge.” Accord ABA Formal Opinion 
462 (2013) (http://tinyurl.com/b3shjkp). Similarly, because a Twitter account 
holder does not select who follows her “tweets,” the Florida advisory com-
mittee approved a judge s plan to use witter as a tool in her re-election 
campaign. Florida Advisory Opinion 2013-14 (http://tinyurl.com/kxms2dj). The 
opinion did advise the judge not to create a list of followers. 

The judicial ethics opinions on judicial campaigns and social media 
seem to assume, without expressly requiring, that a campaign page will be 
separate from a candidate’s personal or judicial page. The Missouri com-
mittee advised that “when a judge chooses to use social media as part of 
the judge’s election campaign, best practice would suggest that a separate 
public social media site be used.” Missouri Advisory Opinion 186 (2015) 
(http://tinyurl.com/gwm3246). 

Restrictions
A judicial campaign’s social media efforts must comply with the code of 
judicial conduct. he restrictions on judicial campaigns vary from state-
to-state but apply to all judicial candidates, both incumbent judges running 
for re-election, retention, or for a different judicial office and non-judges 
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Judicial election campaigns
In states where judges are elected, social media has become a “tool to raise 
campaign funds and to provide information about the candidate.” ABA 
Formal Opinion 462 (2013) (http://tinyurl.com/b3shjkp). Thus, a judicial can-
didate may on her personal social media page link to her judicial campaign 
web-site or social media page (Louisiana Advisory Opinion 271 (2016) (http://
tinyurl.com/gqcgbmc)) or request that friends vote for her (Florida Advisory 
Opinion 2016-13 (http://tinyurl.com/l96nnrz)) or “like” or “share” her campaign 
page. New York Advisory Opinion 2013-126 (http://tinyurl.com/lzzboob)  North 
Dakota Advisory Opinion 2016-2 (http://tinyurl.com/yc95hy5e)). See also New 
York Advisory Opinion 2013-126 (http://tinyurl.com/lzzboob) (a judge may use 
an e-mail signature block on her personal e-mail that states, “Please ike 
us on Facebook,” identifying her campaign committee’s name). 

Further, because the code of judicial conduct “does not address or 
restrict a judge’s or campaign committee’s method of communication but 
rather addresses its substance,” a judicial candidate’s campaign committee 
may establish social networking accounts and allow visitors to list them-
selves as “fans” or supporters of the candidate. Florida Advisory Opinion 
2009-20 (http://tinyurl.com/ylrw9zm). The Florida committee concluded that 
lawyers who practice before a judge may be fans of the judge’s campaign 
page even though the committee in previous opinions had prohibited judges 
from being Facebook “friends” with lawyers who appear before them. The 
distinction, the committee explained, is that, unlike a “friend” request on 
a personal page, on a campaign’s social networking site, the “judge or the 
campaign cannot accept or reject the listing of the fan,” and, therefore, “the 
listing of a lawyer’s name does not convey the impression that the lawyer 
is in a special position to influence the judge.” Accord ABA Formal Opinion 
462 (2013) (http://tinyurl.com/b3shjkp). Similarly, because a Twitter account 
holder does not select who follows her “tweets,” the Florida advisory com-
mittee approved a judge s plan to use witter as a tool in her re-election 
campaign. Florida Advisory Opinion 2013-14 (http://tinyurl.com/kxms2dj). The 
opinion did advise the judge not to create a list of followers. 

The judicial ethics opinions on judicial campaigns and social media 
seem to assume, without expressly requiring, that a campaign page will be 
separate from a candidate’s personal or judicial page. The Missouri com-
mittee advised that “when a judge chooses to use social media as part of 
the judge’s election campaign, best practice would suggest that a separate 
public social media site be used.” Missouri Advisory Opinion 186 (2015) 
(http://tinyurl.com/gwm3246). 

Restrictions
A judicial campaign’s social media efforts must comply with the code of 
judicial conduct. he restrictions on judicial campaigns vary from state-
to-state but apply to all judicial candidates, both incumbent judges running 
for re-election, retention, or for a different judicial office and non-judges 
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running for judicial office. he model code restrictions ( ule 4.1) that seem 
particularly applicable to social media prohibit a judicial candidate from:

• Making a false or misleading statement knowingly or with reckless 
disregard for the truth  

• Making a statement that would reasonably be expected to affect the 
outcome or impair the fairness of a matter pending or impending in 
any court

• Making pledges, promises, or commitments that are inconsistent 
with the impartial performance of the adjudicative duties of judi-
cial office in connection with cases, controversies, or issues that are 
likely to come before the court

• Publicly endorsing or opposing a candidate for any public office
• Making speeches on behalf of a political organi ation
• Soliciting funds for a political organization or a candidate for public 

office
• Personally soliciting or accepting campaign contributions other 

than through a campaign committee
• Publicly identifying as a candidate of a political organi ation  and
• Seeking, accepting, or using endorsements from a political 

organization.

Thus, a judicial candidate’s campaign social media page may not endorse 
or solicit funds for another candidate because the judicial candidate may not 
do so under Rule 4.1(A)(3). New Mexico Advisory Opinion Concerning Social 
Media (2016) (http://tinyurl.com/lra5ykb). The ban on endorsements includes 
any communication of approval or support, such as “liking” another candi-
date’s social media page. See In the Matter of Cohen, Agreed order of public 
reprimand (Kentucky Judicial Conduct Commission July 21, 2014) (http://
tinyurl.com/pyx59mc) (judicial candidate “liked” a Facebook post that pub-
licly endorsed a candidate for public office and made a contribution to a 
candidate).

Under Rule 4.1(B) and Rule 4.2(A)(3), a judicial candidate must “take 
reasonable measures to ensure” that his campaign committee does not 
do something that is prohibited for the candidate (except for fund-rais-
ing) and must review and approve the content of all campaign statements 
and materials before they are disseminated. Thus, a judicial candidate is 
responsible for what is placed on social media on her behalf even if she del-
egates her campaign’s social media component to her campaign commit-
tee or a consultant. See Florida Advisory Opinion 2012-15 (http://tinyurl.com/
k2ugh64)  Missouri Advisory Opinion 186 (2015) (http://tinyurl.com/gwm3246)  
New Mexico Advisory Opinion Concerning Social Media (2016) (http://tinyurl.
com/lra5ykb).
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Solicitations
Except through a campaign committee, a judicial candidate cannot solicit 
campaign contributions (Rule 4.1(A)(4)), and, therefore, a candidate cannot 
solicit contributions on a social media page. The West Virginia Supreme 
Court of Appeals sanctioned a former judicial candidate for posting on his 
personal Facebook page, “I’m asking all my friends on here to visit my FB 
page, Edward Kohout Monongalia County Circuit Judge and please try to 
send us a contribution, whatever you can comfortably send. Checks payable 
to Ed Kohout for Judge . . . .” In the Matter of Kohout, Order (West Virginia 

upreme Court of ppeals ctober 7, 2016) (http://tinyurl.com/hu5mggh). In 
addition, in posts on a separate campaign Facebook page, the candidate 
had stated, “Anyone who wants to donate money to the campaign can make 
the check payable to ‘Ed Kohout for Judge’,” and, “Folks. I’m shameless[ly] 
asking for campaign contributions. The electioneering starts in January so 
I’m gonna need to buy signs etc. I’d appreciate any help you can send.”

Because of the prohibition on candidates personally soliciting cam-
paign contributions, several committees direct that any social media page 
that solicits contributions must be maintained by the candidate’s cam-
paign committee, not the candidate. See Florida Advisory Opinion 2010-21 
(http://tinyurl.com/ycgk8ohu)  New Mexico Advisory Opinion Concerning Social 
Media (2016) (http://tinyurl.com/lra5ykb)  New York Advisory Opinion 2007-
135 (http://tinyurl.com/ycgk8ohu)  ABA Formal Opinion 462 (2013) (http://
tinyurl.com/b3shjkp). Further, the Florida committee directed that a judicial 
campaign site that solicits funds must clearly indicate that the candidate 
does not personally maintain it. Florida Advisory Opinion 2012-15 (http://
tinyurl.com/k2ugh64). See also Florida Advisory Opinion 2010-28 (http://tinyurl.
com/mp9jvlx) (a campaign web-site may place the word “contribute” under 
“volunteer, endorse, education, experience, family, and photos” only if the 
site is clearly managed by the committee and does not give the appearance 
that the candidate is managing the site or its content). Cf., North Dakota 
Advisory Opinion 2016-2 (http://tinyurl.com/yc95hy5e) (a judicial candidate 
may participate in those aspects of maintaining social media pages that do 
not involve solicitation).

he ouisiana committee stated that, in linking her personal web-site 
or social media page to her campaign committee’s social media page, a judi-
cial candidate should not mention campaign contributions but only “state 
something very general, such as  o find out more about my campaign, 
visit my campaign committee’s website at the following link.’” Louisiana 
Advisory Opinion 271 (2016) (http://tinyurl.com/gqcgbmc). A candidate may 
link to a campaign page that in turn links to a contribution page, the com-
mittee advised, but may not link directly to a contribution page or to an 
account that is used solely for fund solicitation. 

Campaign speech
The Missouri judicial ethics committee advised that a judicial candidate’s 
social media site “should be limited to the judge s identity, ualifications, 
present position or other facts that are relevant to allowing the voters to 
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(continued)

Solicitations
Except through a campaign committee, a judicial candidate cannot solicit 
campaign contributions (Rule 4.1(A)(4)), and, therefore, a candidate cannot 
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personal Facebook page, “I’m asking all my friends on here to visit my FB 
page, Edward Kohout Monongalia County Circuit Judge and please try to 
send us a contribution, whatever you can comfortably send. Checks payable 
to Ed Kohout for Judge . . . .” In the Matter of Kohout, Order (West Virginia 

upreme Court of ppeals ctober 7, 2016) (http://tinyurl.com/hu5mggh). In 
addition, in posts on a separate campaign Facebook page, the candidate 
had stated, “Anyone who wants to donate money to the campaign can make 
the check payable to ‘Ed Kohout for Judge’,” and, “Folks. I’m shameless[ly] 
asking for campaign contributions. The electioneering starts in January so 
I’m gonna need to buy signs etc. I’d appreciate any help you can send.”

Because of the prohibition on candidates personally soliciting cam-
paign contributions, several committees direct that any social media page 
that solicits contributions must be maintained by the candidate’s cam-
paign committee, not the candidate. See Florida Advisory Opinion 2010-21 
(http://tinyurl.com/ycgk8ohu)  New Mexico Advisory Opinion Concerning Social 
Media (2016) (http://tinyurl.com/lra5ykb)  New York Advisory Opinion 2007-
135 (http://tinyurl.com/ycgk8ohu)  ABA Formal Opinion 462 (2013) (http://
tinyurl.com/b3shjkp). Further, the Florida committee directed that a judicial 
campaign site that solicits funds must clearly indicate that the candidate 
does not personally maintain it. Florida Advisory Opinion 2012-15 (http://
tinyurl.com/k2ugh64). See also Florida Advisory Opinion 2010-28 (http://tinyurl.
com/mp9jvlx) (a campaign web-site may place the word “contribute” under 
“volunteer, endorse, education, experience, family, and photos” only if the 
site is clearly managed by the committee and does not give the appearance 
that the candidate is managing the site or its content). Cf., North Dakota 
Advisory Opinion 2016-2 (http://tinyurl.com/yc95hy5e) (a judicial candidate 
may participate in those aspects of maintaining social media pages that do 
not involve solicitation).

he ouisiana committee stated that, in linking her personal web-site 
or social media page to her campaign committee’s social media page, a judi-
cial candidate should not mention campaign contributions but only “state 
something very general, such as  o find out more about my campaign, 
visit my campaign committee’s website at the following link.’” Louisiana 
Advisory Opinion 271 (2016) (http://tinyurl.com/gqcgbmc). A candidate may 
link to a campaign page that in turn links to a contribution page, the com-
mittee advised, but may not link directly to a contribution page or to an 
account that is used solely for fund solicitation. 

Campaign speech
The Missouri judicial ethics committee advised that a judicial candidate’s 
social media site “should be limited to the judge s identity, ualifications, 
present position or other facts that are relevant to allowing the voters to 
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(continued)

make an informed decision.” Missouri Advisory Opinion 186 (2015) (http://
tinyurl.com/gwm3246). Similarly, the New Mexico Supreme Court stated that 
a judge who is a candidate should not post any personal messages on a 
campaign social media page “other than a statement regarding ualifica-
tions.” State v. Thomas, 376 P.3d 184 (New Mexico 2016).

However, judicial candidates are not limited to those types of state-
ments in campaign mailers, advertisements, and speeches, and, therefore, 
that interpretation of the rule seems an unduly narrow description of what 
a candidate may say on social media. For example, if a judicial candidate 
may accurately and fairly compare his record as an attorney to that of 
his opponent in a written advertisement (North Dakota Advisory Opinion 
2016-3 (http://tinyurl.com/zly66cr)), and may, within limits, respond to ques-
tionnaires about his personal views on issues such as same-sex mar-
riage, parental notification, and school vouchers (Florida Advisory Opinion 
2006-18 (http://tinyurl.com/y8pu4gyb)), the judge should be able to do so on 
social media as well. Thus, the Florida committee approved a judge’s plan 
to use witter in her campaign by creating a specific hashtag for her can-
didacy and tweeting slogans, statements about her judicial philosophy, 
and blurbs about her background. Florida Advisory Opinion 2013-14 (http://
tinyurl.com/kxms2dj). he opinion did caution the judge not to re-tweet or 
mark as a “favorite” a “complimentary or flattering” comment “[n]o matter 
how innocuous” to avoid conveying or permitting “the tweeter to convey 
the impression that the tweeter is in a special position to influence the 
judge.”

On the other hand, on social media and elsewhere, a judicial candidate 
is required to “act in a manner consistent with the integrity and indepen-
dence of the judiciary” under Rule 4.1(A) and is prohibited from “knowingly 
or with reckless disregard for the truth, mak[ing] any false or mislead-
ing statement” under Rule 4.2(A). Judges or former judicial candidates 
have been disciplined for violating those rules on social media. See Public 
Warning of Wright and Order of Additional Education (Texas State Commis-
sion on Judicial Conduct September 22, 2015) (http://tinyurl.com/y8v43b8u) 
(judge, in addition to other misconduct, posted a message to her campaign 
opponent on Facebook that stated, “[H]ere’s an Italian wish…‘bafongoo’ 
and that s accompanied by a flick of the wrist under the chin. My spelling 
is phoenic [sic], ll let you figure out what that means”)  In the Matter of 
Kohout, rder ( est irginia upreme Court of ppeals ctober 7, 2016) 
(http://tinyurl.com/hu5mggh) (judicial candidate, in addition to other miscon-
duct, described government receptionists as “dumbass colored women ” 
opined that “[t]oo many women taking men’s jobs try to be men when they 
oughta be home taking care fo[sic] kids ” described Middle asterners as 
“ bab,” “ rab,” “camel bangers,” and “ragheads ” stated that “many black 
men beat their women” and “so many men run off” leaving “single white 
women and their white parents to raise the babies ” and stated that “white 
women who date black men are trash and ruined”)  In the Matter of Cal-
laghan ( est irginia upreme Court of ppeals February 9, 2017) (http://
tinyurl.com/ycu96ge8) (judicial candidate posted a campaign flyer on Face-
book that had a “photo-shopped” photograph of President bama with the 

Follow the  
Center for Judicial 

Ethics blog. 
New posts every 

Tuesday plus 
Throwback 
Thursdays.

20

JUDICIAL  
CONDUCT  

REPORTER     

SUMMER 2017     

candidate’s opponent, the incumbent judge, and the description, “Barack 
Obama & Gary Johnson Party at the White House . . . . While Nicholas County 
loses hundreds of jobs”).

Further, the Rule 4.1(A)(13) prohibition on “pledges, promises, or com-
mitments that are inconsistent with the impartial performance of the 
adjudicative duties of judicial office” applies on social media. For example, 
by analogy, if a candidate cannot say in campaign literature that she “will 
show you how to stick up for your rights, beat your landlord, … and win in 
court!” (In the Matter of Chan, Determination (New York State Commission 
on Judicial Conduct November 17, 2009) (http://tinyurl.com/yd384xap)), or 
“[w]e must support our hard-working law enforcement officers by putting 
criminals behind bars, not back on our streets” (Inquiry Concerning Kinsey, 
842 So. 2d 77 (Florida 2003)), she cannot do so on Twitter. 

Communications
Because the interactive nature of social media may invite inappropriate 
communications, a judge’s campaign committee “must vigilantly scruti-
nize” comments on a campaign social media site to avoid any appearance 
that the judge is participating in such communications. New Mexico Advi-
sory Opinion Concerning Social Media (2016) (http://tinyurl.com/lra5ykb). The 
New Mexico Supreme Court stated that a judge who is a candidate should 
not allow public comments on a social media page and should not engage in 
any dialogue there, “especially regarding any pending matters that could 
either be interpreted as ex parte communications or give the appearance 
of impropriety.” State v. Thomas, 376 P.3d 184 (New Mexico 2016). See also 
West Virginia Advisory Opinion 2016-1 (http://tinyurl.com/y9w89yfl) (a judge 
should not post videos in which she answers questions about family law 
on her campaign web-site because she would be engaging in the practice of 
law and “potentially” in ex parte communications).

The New Mexico committee suggested that a judge’s campaign commit-
tee act as a “buffer” for the judge by removing any inappropriate commu-
nication without commenting or notifying the judge. New Mexico Advisory 
Opinion Concerning Social Media (2016) (http://tinyurl.com/lra5ykb). See also
Florida Advisory Opinion 2013-14 (http://tinyurl.com/ycgslr4j) (the “most sen-
sible way to use Twitter as a campaign tool would be for the judge’s cam-
paign committee or manager to create and maintain the account,” which 
would eliminate the potential for ex parte communication).
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candidate’s opponent, the incumbent judge, and the description, “Barack 
Obama & Gary Johnson Party at the White House . . . . While Nicholas County 
loses hundreds of jobs”).

Further, the Rule 4.1(A)(13) prohibition on “pledges, promises, or com-
mitments that are inconsistent with the impartial performance of the 
adjudicative duties of judicial office” applies on social media. For example, 
by analogy, if a candidate cannot say in campaign literature that she “will 
show you how to stick up for your rights, beat your landlord, … and win in 
court!” (In the Matter of Chan, Determination (New York State Commission 
on Judicial Conduct November 17, 2009) (http://tinyurl.com/yd384xap)), or 
“[w]e must support our hard-working law enforcement officers by putting 
criminals behind bars, not back on our streets” (Inquiry Concerning Kinsey, 
842 So. 2d 77 (Florida 2003)), she cannot do so on Twitter. 

Communications
Because the interactive nature of social media may invite inappropriate 
communications, a judge’s campaign committee “must vigilantly scruti-
nize” comments on a campaign social media site to avoid any appearance 
that the judge is participating in such communications. New Mexico Advi-
sory Opinion Concerning Social Media (2016) (http://tinyurl.com/lra5ykb). The 
New Mexico Supreme Court stated that a judge who is a candidate should 
not allow public comments on a social media page and should not engage in 
any dialogue there, “especially regarding any pending matters that could 
either be interpreted as ex parte communications or give the appearance 
of impropriety.” State v. Thomas, 376 P.3d 184 (New Mexico 2016). See also 
West Virginia Advisory Opinion 2016-1 (http://tinyurl.com/y9w89yfl) (a judge 
should not post videos in which she answers questions about family law 
on her campaign web-site because she would be engaging in the practice of 
law and “potentially” in ex parte communications).

The New Mexico committee suggested that a judge’s campaign commit-
tee act as a “buffer” for the judge by removing any inappropriate commu-
nication without commenting or notifying the judge. New Mexico Advisory 
Opinion Concerning Social Media (2016) (http://tinyurl.com/lra5ykb). See also 
Florida Advisory Opinion 2013-14 (http://tinyurl.com/ycgslr4j) (the “most sen-
sible way to use Twitter as a campaign tool would be for the judge’s cam-
paign committee or manager to create and maintain the account,” which 
would eliminate the potential for ex parte communication).
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Formal Opinion 462                   February 21, 2013 
Judge's Use of Electronic Social Networking Media 
 
A judge may participate in electronic social networking, but as with all social relationships and contacts, a 
judge must comply with relevant provisions of the Code of Judicial Conduct and avoid any conduct that 
would undermine the judge’s independence, integrity, or impartiality, or create an appearance of 
impropriety.1 
 
 In this opinion, the Committee discusses a judge’s participation in electronic social networking.  
The Committee will use the term “electronic social media” (“ESM”) to refer to internet-based electronic 
social networking sites that require an individual to affirmatively join and accept or reject connection with 
particular persons. 2 
 
Judges and Electronic Social Media 
 
 In recent years, new and relatively easy-to-use technology and software have been introduced that 
allow users to share information about themselves and to post information on others' social networking 
sites. Such technology, which has become an everyday part of worldwide culture, is frequently updated, 
and different forms undoubtedly will emerge.  
 Social interactions of all kinds, including ESM, can be beneficial to judges to prevent them from 
being thought of as isolated or out of touch.    This opinion examines to what extent a judge’s participation 
in ESM raises concerns under the Model Code of Judicial Conduct.  

Upon assuming the bench, judges accept a duty to “respect and honor the judicial office as a 
public trust and strive to maintain and enhance confidence in the legal system.”3 Although judges are full-
fledged members of their communities, nevertheless, they “should expect to be the subject of public 
scrutiny that might be viewed as burdensome if applied to other citizens….”4 All of a judge’s social 
contacts, however made and in whatever context, including ESM, are governed by the requirement that 
judges must at all times act in a manner “that promotes public confidence in the independence, integrity, 
and impartiality of the judiciary,” and must “avoid impropriety and the appearance of impropriety.”5  This 
requires that the judge be sensitive to the appearance of relationships with others. 
  The Model Code requires judges to “maintain the dignity of judicial office at all times, and avoid 
both impropriety and the appearance of impropriety in their professional and personal lives.”6  Thus judges 
must be very thoughtful in their interactions with others, particularly when using ESM.  Judges must 
assume that comments posted to an ESM site will not remain within the circle of the judge’s connections.   
Comments, images, or profile information, some of which might prove embarrassing if publicly revealed, 
may be electronically transmitted without the judge's knowledge or permission to persons unknown to the 
judge or to other unintended recipients. Such dissemination has the potential to compromise or appear to 

                                                 
1 This opinion is based on the ABA Model Code of Judicial Conduct as amended by the ABA House of Delegates 
through August 2012. The laws, court rules, regulations, rules of professional and judicial conduct, and opinions 
promulgated in individual jurisdictions are controlling. 
2 This opinion does not address other activities such as blogging, participation on discussion boards or listserves, and 
interactive gaming. 
3 Model Code, Preamble [1].  
4 Model Code Rule 1.2 cmt. 2. 
5 Model Code Rule 1.2. But see Dahlia Lithwick and Graham Vyse, "Tweet Justice," SLATE (April 30, 2010), 
(describing how state judge circumvents ethical rules prohibiting ex parte communications between judges and lawyers 
by asking lawyers to "de-friend" her from their ESM page when they're trying cases before her; judge also used her 
ESM account to monitor status updates by lawyers who appeared before her), article available at 
http://www.slate.com/articles/news_and_politics/jurisprudence/2010/04/tweet_justice.html. 
6 Model Code, Preamble [2]. 

462 Formal Opinion                  __________      _______________________________2 

compromise the independence, integrity, and impartiality of the judge, as well as to undermine public 
confidence in the judiciary.7   
 There are obvious differences between in-person and digital social interactions. In contrast to 
fluid, face-to-face conversation that usually remains among the participants, messages, videos, or 
photographs posted to ESM may be disseminated to thousands of people without the consent or knowledge 
of the original poster. Such data have long, perhaps permanent, digital lives such that statements may be 
recovered, circulated or printed years after being sent.  In addition, relations over the internet may be more 
difficult to manage because, devoid of in-person visual or vocal cues, messages may be taken out of 
context, misinterpreted, or relayed incorrectly.8 

A judge who participates in ESM should be mindful of relevant provisions of the Model Code. For 
example, while sharing comments, photographs, and other information, a judge must keep in mind the 
requirements of Rule 1.2 that call upon the judge to act in a manner that promotes public confidence in the 
judiciary, as previously discussed. The judge should not form relationships with persons or organizations 
that may violate Rule 2.4(C) by conveying an impression that these persons or organizations are in a 
position to influence the judge. A judge must also take care to avoid comments and interactions that may be 
interpreted as ex parte communications concerning pending or impending matters in violation of Rule 
2.9(A), and avoid using any ESM site to obtain information regarding a matter before the judge in violation 
of Rule 2.9(C).  Indeed, a judge should avoid comment about a pending or impending matter in any court to 
comply with Rule 2.10, and take care not to offer legal advice in violation of Rule 3.10. 

There also may be disclosure or disqualification concerns regarding judges participating on ESM 
sites used by lawyers and others who may appear before the judge.9 These concerns have been addressed in 
judicial ethics advisory opinions in a number of states. The drafting committees have expressed a wide 
range of views as to whether a judge may “friend” lawyers and others who may appear before the judge, 
ranging from outright prohibition to permission with appropriate cautions.10   A judge who has an ESM 
connection with a lawyer or party who has a pending or impending matter before the court must evaluate 
that ESM connection to determine whether the judge should disclose the relationship  prior to, or at the 
initial appearance of the person before the court.11  In this regard, context is significant.12  Simple 
                                                 
7 See Model Code Rule 1.2 cmt. 3. Cf. New York Jud. Eth. Adv. Op. 08-176 (2009) (judge who uses ESM should 
exercise appropriate degree of discretion in how to use the social network and should stay abreast of features and new 
developments that may impact judicial duties).  Regarding new ESM website developments, it should be noted that if 
judges do not log onto their ESM sites on a somewhat regular basis, they are at risk of not knowing the latest update in 
privacy settings or terms of service that affect how their personal information is shared.  They can eliminate this risk by 
deactivating their accounts. 
8 Jeffrey Rosen, “The Web Means the End of Forgetting”, N.Y. TIMES MAGAZINE (July 21, 2010) accessible at 
http://www.nytimes.com/2010/07/25/magazine/25privacy-t2.html?pagewanted=all. 
9 See, e.g., California Judges Ass’n Judicial Ethics Comm. Op. 66 (2010) (judges may not include in social network 
lawyers who have case pending before judge); Florida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2009-20 (2009) (judge may 
not include lawyers who may appear before judge in social network or permit such lawyers to add judge to their social 
network circle); Ethics Committee of the Ky. Jud. Formal Jud. Eth. Op. JE-119 (judges should be mindful of "whether 
on-line connections alone or in combination with other facts rise to the level of 'a close social relationship'" that should 
be disclosed and/or require recusal); Ohio Sup. Ct. Bd. of Comm'rs on Grievances and Discipline Op. 2010-7 (2010) 
(judge may have ESM relationship with lawyer who appears as counsel in case before judge as long as relationship 
comports with ethics rules); South Carolina Jud. Dep’t Advisory Comm. on Standards of Jud. Conduct, Op. No. 17-
2009 (magistrate judge may have ESM relationship with lawyers as long as they do not discuss anything related to 
judge’s judicial position).  See also John Schwartz, “For Judges on Facebook, Friendship Has Limits,” N.Y. TIMES, 
Dec. 11, 2009, at A25. Cf. Florida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2010-04 (2010) (judge’s judicial assistant may 
add lawyers who may appear before judge to social networking site as long as the activity is conducted entirely 
independent of judge and without reference to judge or judge’s office). 
10 See discussion in Geyh, Alfini, Lubet and Shaman, JUDICIAL CONDUCT AND ETHICS (5th Edition, forthcoming), 
Section 10.05E.  
11 California Judges Assn. Judicial Ethics Comm. Op. 66 ( need for disclosure arises from peculiar nature of online 
social networking sites, where evidence of connection between lawyer and judge is widespread but nature of 
connection may not be readily apparent). See also New York Jud. Eth. Adv. Op. 08-176 (judge must consider whether 
any online connections, alone or in combination with other facts, rise to level of close social relationship requiring 
disclosure and/or recusal); Ohio Opinion 2010-7 (same). 
12 Florida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2010-06 (2010) (judge who is member of voluntary bar association not 
required to drop lawyers who are also members of that organization from organization’s  ESM site; members use the 
site to communicate among themselves about organization and other non-legal matters). See also Raymond McKoski, 
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Judge's Use of Electronic Social Networking Media 
 
A judge may participate in electronic social networking, but as with all social relationships and contacts, a 
judge must comply with relevant provisions of the Code of Judicial Conduct and avoid any conduct that 
would undermine the judge’s independence, integrity, or impartiality, or create an appearance of 
impropriety.1 
 
 In this opinion, the Committee discusses a judge’s participation in electronic social networking.  
The Committee will use the term “electronic social media” (“ESM”) to refer to internet-based electronic 
social networking sites that require an individual to affirmatively join and accept or reject connection with 
particular persons. 2 
 
Judges and Electronic Social Media 
 
 In recent years, new and relatively easy-to-use technology and software have been introduced that 
allow users to share information about themselves and to post information on others' social networking 
sites. Such technology, which has become an everyday part of worldwide culture, is frequently updated, 
and different forms undoubtedly will emerge.  
 Social interactions of all kinds, including ESM, can be beneficial to judges to prevent them from 
being thought of as isolated or out of touch.    This opinion examines to what extent a judge’s participation 
in ESM raises concerns under the Model Code of Judicial Conduct.  

Upon assuming the bench, judges accept a duty to “respect and honor the judicial office as a 
public trust and strive to maintain and enhance confidence in the legal system.”3 Although judges are full-
fledged members of their communities, nevertheless, they “should expect to be the subject of public 
scrutiny that might be viewed as burdensome if applied to other citi ens .”4 All of a judge’s social 
contacts, however made and in whatever context, including ESM, are governed by the requirement that 
judges must at all times act in a manner “that promotes public confidence in the independence, integrity, 
and impartiality of the judiciary,” and must “avoid impropriety and the appearance of impropriety.”   This 
requires that the judge be sensitive to the appearance of relationships with others. 
  The Model Code requires judges to “maintain the dignity of judicial office at all times, and avoid 
both impropriety and the appearance of impropriety in their professional and personal lives.”6  Thus judges 
must be very thoughtful in their interactions with others, particularly when using ESM.  Judges must 
assume that comments posted to an ESM site will not remain within the circle of the judge’s connections.   
Comments, images, or profile information, some of which might prove embarrassing if publicly revealed, 
may be electronically transmitted without the judge's knowledge or permission to persons unknown to the 
judge or to other unintended recipients. Such dissemination has the potential to compromise or appear to 

1 This opinion is based on the A A Model Code of Judicial Conduct as amended by the A A ouse of Delegates 
through August 2012. The laws, court rules, regulations, rules of professional and judicial conduct, and opinions 
promulgated in individual jurisdictions are controlling. 
2 This opinion does not address other activities such as blogging, participation on discussion boards or listserves, and 
interactive gaming. 
3 Model Code, Preamble 1 .  
4 Model Code Rule 1.2 cmt. 2. 
 Model Code Rule 1.2. But see Dahlia ithwick and raham yse, "Tweet Justice," S ATE (April 30, 2010), 

(describing how state judge circumvents ethical rules prohibiting ex parte communications between judges and lawyers 
by asking lawyers to "de-friend" her from their ESM page when they're trying cases before her  judge also used her 
ESM account to monitor status updates by lawyers who appeared before her), article available at 
http://www.slate.com/articles/news_and_politics/jurisprudence/2010/04/tweet_justice.html. 
6 Model Code, Preamble 2 . 
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compromise the independence, integrity, and impartiality of the judge, as well as to undermine public 
confidence in the judiciary.    
 There are obvious differences between in-person and digital social interactions. In contrast to 
fluid, face-to-face conversation that usually remains among the participants, messages, videos, or 
photographs posted to ESM may be disseminated to thousands of people without the consent or knowledge 
of the original poster. Such data have long, perhaps permanent, digital lives such that statements may be 
recovered, circulated or printed years after being sent.  In addition, relations over the internet may be more 
difficult to manage because, devoid of in-person visual or vocal cues, messages may be taken out of 
context, misinterpreted, or relayed incorrectly.8 

A judge who participates in ESM should be mindful of relevant provisions of the Model Code. For 
example, while sharing comments, photographs, and other information, a judge must keep in mind the 
requirements of Rule 1.2 that call upon the judge to act in a manner that promotes public confidence in the 
judiciary, as previously discussed. The judge should not form relationships with persons or organi ations 
that may violate Rule 2.4(C) by conveying an impression that these persons or organi ations are in a 
position to influence the judge. A judge must also take care to avoid comments and interactions that may be 
interpreted as ex parte communications concerning pending or impending matters in violation of Rule 
2.9(A), and avoid using any ESM site to obtain information regarding a matter before the judge in violation 
of Rule 2.9(C).  Indeed, a judge should avoid comment about a pending or impending matter in any court to 
comply with Rule 2.10, and take care not to offer legal advice in violation of Rule 3.10. 

There also may be disclosure or disqualification concerns regarding judges participating on ESM 
sites used by lawyers and others who may appear before the judge.9 These concerns have been addressed in 
judicial ethics advisory opinions in a number of states. The drafting committees have expressed a wide 
range of views as to whether a judge may “friend” lawyers and others who may appear before the judge, 
ranging from outright prohibition to permission with appropriate cautions.10   A judge who has an ESM 
connection with a lawyer or party who has a pending or impending matter before the court must evaluate 
that ESM connection to determine whether the judge should disclose the relationship  prior to, or at the 
initial appearance of the person before the court.11  In this regard, context is significant.12  Simple 

See Model Code Rule 1.2 cmt. 3. Cf. New ork Jud. Eth. Adv. Op. 08-1 6 (2009) (judge who uses ESM should 
exercise appropriate degree of discretion in how to use the social network and should stay abreast of features and new 
developments that may impact judicial duties).  Regarding new ESM website developments, it should be noted that if 
judges do not log onto their ESM sites on a somewhat regular basis, they are at risk of not knowing the latest update in 
privacy settings or terms of service that affect how their personal information is shared.  They can eliminate this risk by 
deactivating their accounts. 
8 Jeffrey Rosen, “The Web Means the End of Forgetting”, N. . TIMES MA A INE (July 21, 2010) accessible at 
http://www.nytimes.com/2010/0 /2 /maga ine/2 privacy-t2.html pagewanted all. 
9 See, e.g., California Judges Ass’n Judicial Ethics Comm. Op. 66 (2010) (judges may not include in social network 
lawyers who have case pending before judge)  Florida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2009-20 (2009) (judge may 
not include lawyers who may appear before judge in social network or permit such lawyers to add judge to their social 
network circle)  Ethics Committee of the Ky. Jud. Formal Jud. Eth. Op. JE-119 (judges should be mindful of "whether 
on-line connections alone or in combination with other facts rise to the level of 'a close social relationship'" that should 
be disclosed and/or require recusal)  Ohio Sup. Ct. d. of Comm'rs on rievances and Discipline Op. 2010-  (2010) 
(judge may have ESM relationship with lawyer who appears as counsel in case before judge as long as relationship 
comports with ethics rules)  South Carolina Jud. Dep’t Advisory Comm. on Standards of Jud. Conduct, Op. No. 1 -
2009 (magistrate judge may have ESM relationship with lawyers as long as they do not discuss anything related to 
judge’s judicial position).  See also John Schwart , “For Judges on Facebook, Friendship as imits,” N. . TIMES, 
Dec. 11, 2009, at A2 . Cf. Florida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2010-04 (2010) (judge’s judicial assistant may 
add lawyers who may appear before judge to social networking site as long as the activity is conducted entirely 
independent of judge and without reference to judge or judge’s office). 
10 See discussion in eyh, Alfini, ubet and Shaman, JUDICIA  CONDUCT AND ET ICS ( th Edition, forthcoming), 
Section 10.0 E.  
11 California Judges Assn. Judicial Ethics Comm. Op. 66 ( need for disclosure arises from peculiar nature of online 
social networking sites, where evidence of connection between lawyer and judge is widespread but nature of 
connection may not be readily apparent). See also New ork Jud. Eth. Adv. Op. 08-1 6 (judge must consider whether 
any online connections, alone or in combination with other facts, rise to level of close social relationship requiring 
disclosure and/or recusal)  Ohio Opinion 2010-  (same). 
12 Florida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2010-06 (2010) (judge who is member of voluntary bar association not 
required to drop lawyers who are also members of that organi ation from organi ation’s  ESM site  members use the 
site to communicate among themselves about organi ation and other non-legal matters). See also Raymond McKoski, 
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designation as an ESM connection does not, in and of itself, indicate the degree or intensity of a judge’s 
relationship with a person. 13    

ecause of the open and casual nature of ESM communication, a judge will seldom have an 
affirmative duty to disclose an ESM connection. If that connection includes current and frequent 
communication, the judge must very carefully consider whether that connection must be disclosed.  When a 
judge knows that a party, a witness, or a lawyer appearing before the judge has an ESM connection with the 
judge, the judge must be mindful that such connection may give rise to the level of social relationship or 
the perception of a relationship that requires disclosure or recusal.14  The judge must remember that 
personal bias or prejudice concerning a party or lawyer is the sole basis for disqualification under Rule 2.11 
that is not waivable by parties in a dispute being adjudicated by that judge.  The judge should conduct the 
same analysis that must be made whenever matters before the court involve persons the judge knows or has 
a connection with professionally or personally. 1   A judge should disclose on the record information the 
judge believes the parties or their lawyers might reasonably consider relevant to a possible motion for 
disqualification even if the judge believes there is no basis for the disqualification.16  For example, a judge 
may decide to disclose that the judge and a party, a party’s lawyer or a witness have an ESM connection, 
but that the judge believes the connection has not resulted in a relationship requiring disqualification.  

owever, nothing requires a judge to search all of the judge’s ESM connections if a judge does not have 
specific knowledge of an ESM connection that rises to the level of an actual or perceived problematic 
relationship with any individual. 

 
Judges’ Use of Electronic Social Media in Election Campaigns 

 
  Canon 4 of the Model Code permits a judge or judicial candidate to, with certain enumerated 
exceptions, engage in political or campaign activity. Comment 1  to Rule 4.1 states that, although the Rule 
imposes "narrowly tailored restrictions” on judges' political activities, "to the greatest extent possible," 
judges and judicial candidates must "be free and appear to be free from political influence and political 
pressure.”  

Rule 4.1(A)(8) prohibits a judge from personally soliciting or accepting campaign contributions 
other than through a campaign committee authori ed by Rule 4.4. The Code does not address or restrict a 
judge’s or campaign committee’s method of communication.  In jurisdictions where judges are elected, 
ESM has become a campaign tool to raise campaign funds and to provide information about the 
candidate.1  Websites and ESM promoting the candidacy of a judge or judicial candidate may be 

“Reestablishing Actual Impartiality as the Fundamental alue of Judicial Ethics:  essons from ig Judge Davis’," 99 
K . .J. 2 9, 291 (2010-11) (nineteenth century judge universally recogni ed as impartial despite off-bench alliances, 
especially with Abraham incoln)  Schwart , supra note 9 (“Judges do not drop out of society when they become 
judges . The people who were their friends before they went on the bench remained their friends, and many of them 
were lawyers.”) (quoting New ork University Prof. Stephen illers). 
13 See Ethics Committee of the Ky. Jud. Formal Jud. Eth. Op. JE-119 (2010) (designation as an ESM follower does not, 
in and of itself, indicate the degree or intensity of judge's relationship with the person). 
14 See, e.g., New ork Judicial Ethics Advisory Opinion 08-1 6, supra n. 8. See also Ashby Jones, “Why ou 
Shouldn’t Take It ard If a Judge Rejects our Friend Request,” WA  ST. J. AW O  (Dec. 9, 2009) (“ friending’ 
may be more than say an exchange of business cards but it is well short of any true friendship”)  Jennifer Ellis, “Should 
Judges Recuse Themselves ecause of a Facebook Friendship ” (Nov. 2011) (state attorney general requested that 
judge reverse decision to suppress evidence and recuse himself  because he and defendant were ESM, but not actual, 
friends), available at http://www.jlellis.net/blog/should-judges-recuse-themselves-because-of-a-facebook-friendship/. 
1 See Jeremy M. Miller, “Judicial Recusal and Disqualification: The Need for a Per Se Rule on Friendship (Not 
Acquaintance),” 33 PEPPERDINE . RE . , 8 (2012) ("Judges should not, and are not, expected to live isolated 
lives separate from all potential lawyers and litigants who may appear before them.... owever, it is also axiomatic that 
justice, to be justice, must have the appearance of justice, and it appears unjust when the opposing side shares an 
intimate (but not necessarily sexual) relationship with the judge"). 
16 Rule 2.11 cmt. . 
1  In a recent survey, for judges who stood for political election, 60.3  used social media sites. 2012 CCPIO New 
Media and Courts Survey: A Report of the New Media Committee of the Conference of Court Public Information 
Officers (July 31, 2012), available at http://ccpio.org/blog/2010/08/26/judges-and-courts-on-social-media-report-
released-on-new-medias-impact-on-the-judiciary/. 
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established and maintained by campaign committees to obtain public statements of support for the judge's 
campaign so long as these sites are not started or maintained by the judge or judicial candidate personally.18  
 Sitting judges and judicial candidates are expressly prohibited from “publicly endorsing or 
opposing a candidate for any public office.”19 Some ESM sites allow users to indicate approval by applying 
"like" labels to shared messages, photos, and other content. Judges should be aware that clicking such 
buttons on others' political campaign ESM sites could be perceived as a violation of judicial ethics rules 
that prohibit judges from publicly endorsing or opposing another candidate for any public office.20 On the 
other hand, it is unlikely to raise an ethics issue for a judge if someone "likes" or becomes a “fan” of the 
judge through the judge's ESM political campaign site if the campaign is not required to accept or reject a 
request in order for a name to appear on the campaign's page. 
 Judges may privately express their views on judicial or other candidates for political office, but 
must take appropriate steps to ensure that their views do not become public.21 This may require managing 
privacy settings on ESM sites by restricting the circle of those having access to the judge’s ESM page, 
limiting the ability of some connections to see others, limiting who can see the contact list, or blocking a 
connection altogether. 
 
Conclusion 
 
 Judicious use of ESM can benefit judges in both their personal and professional lives. As their use 
of this technology increases, judges can take advantage of its utility and potential as a valuable tool for 
public outreach. When used with proper care, judges' use of ESM does not necessarily compromise their 
duties under the Model Code any more than use of traditional and less public forms of social connection 
such as U.S. Mail, telephone, email or texting.  

18 Florida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2010-28 (July 23, 2010). 
19 Model Code Rule 4.1(A)(3). 
20 See "Kansas judge causes stir with Facebook `like'," The Associated Press, July 29, 2012, available at  
http://www.realclearpolitics.com/news/ap/politics/2012/Jul/29/kansas_judge_causes_stir_with_facebook__like_.html. 
21 See Nevada Comm'n on Jud. Disc. Op. JE98-006 (Oct. 20, 1998)  ("In expressing his or her views about other 
candidates for judicial or other public office in letters or other recorded forms of communication, the judge should 
exercise reasonable caution and restraint to ensure that his private endorsement is not, in fact, used as a public 
endorsement."). 
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designation as an ESM connection does not, in and of itself, indicate the degree or intensity of a judge’s 
relationship with a person. 13    

ecause of the open and casual nature of ESM communication, a judge will seldom have an 
affirmative duty to disclose an ESM connection. If that connection includes current and frequent 
communication, the judge must very carefully consider whether that connection must be disclosed.  When a 
judge knows that a party, a witness, or a lawyer appearing before the judge has an ESM connection with the 
judge, the judge must be mindful that such connection may give rise to the level of social relationship or 
the perception of a relationship that requires disclosure or recusal.14  The judge must remember that 
personal bias or prejudice concerning a party or lawyer is the sole basis for disqualification under Rule 2.11 
that is not waivable by parties in a dispute being adjudicated by that judge.  The judge should conduct the 
same analysis that must be made whenever matters before the court involve persons the judge knows or has 
a connection with professionally or personally. 1   A judge should disclose on the record information the 
judge believes the parties or their lawyers might reasonably consider relevant to a possible motion for 
disqualification even if the judge believes there is no basis for the disqualification.16  For example, a judge 
may decide to disclose that the judge and a party, a party’s lawyer or a witness have an ESM connection, 
but that the judge believes the connection has not resulted in a relationship requiring disqualification.  

owever, nothing requires a judge to search all of the judge’s ESM connections if a judge does not have 
specific knowledge of an ESM connection that rises to the level of an actual or perceived problematic 
relationship with any individual. 

 
Judges’ Use of Electronic Social Media in Election Campaigns 

 
  Canon 4 of the Model Code permits a judge or judicial candidate to, with certain enumerated 
exceptions, engage in political or campaign activity. Comment 1  to Rule 4.1 states that, although the Rule 
imposes "narrowly tailored restrictions” on judges' political activities, "to the greatest extent possible," 
judges and judicial candidates must "be free and appear to be free from political influence and political 
pressure.”  

Rule 4.1(A)(8) prohibits a judge from personally soliciting or accepting campaign contributions 
other than through a campaign committee authori ed by Rule 4.4. The Code does not address or restrict a 
judge’s or campaign committee’s method of communication.  In jurisdictions where judges are elected, 
ESM has become a campaign tool to raise campaign funds and to provide information about the 
candidate.1  Websites and ESM promoting the candidacy of a judge or judicial candidate may be 

“Reestablishing Actual Impartiality as the Fundamental alue of Judicial Ethics:  essons from ig Judge Davis’," 99 
K . .J. 2 9, 291 (2010-11) (nineteenth century judge universally recogni ed as impartial despite off-bench alliances, 
especially with Abraham incoln)  Schwart , supra note 9 (“Judges do not drop out of society when they become 
judges . The people who were their friends before they went on the bench remained their friends, and many of them 
were lawyers.”) (quoting New ork University Prof. Stephen illers). 
13 See Ethics Committee of the Ky. Jud. Formal Jud. Eth. Op. JE-119 (2010) (designation as an ESM follower does not, 
in and of itself, indicate the degree or intensity of judge's relationship with the person). 
14 See, e.g., New ork Judicial Ethics Advisory Opinion 08-1 6, supra n. 8. See also Ashby Jones, “Why ou 
Shouldn’t Take It ard If a Judge Rejects our Friend Request,” WA  ST. J. AW O  (Dec. 9, 2009) (“ friending’ 
may be more than say an exchange of business cards but it is well short of any true friendship”)  Jennifer Ellis, “Should 
Judges Recuse Themselves ecause of a Facebook Friendship ” (Nov. 2011) (state attorney general requested that 
judge reverse decision to suppress evidence and recuse himself  because he and defendant were ESM, but not actual, 
friends), available at http://www.jlellis.net/blog/should-judges-recuse-themselves-because-of-a-facebook-friendship/. 
1 See Jeremy M. Miller, “Judicial Recusal and Disqualification: The Need for a Per Se Rule on Friendship (Not 
Acquaintance),” 33 PEPPERDINE . RE . , 8 (2012) ("Judges should not, and are not, expected to live isolated 
lives separate from all potential lawyers and litigants who may appear before them.... owever, it is also axiomatic that 
justice, to be justice, must have the appearance of justice, and it appears unjust when the opposing side shares an 
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established and maintained by campaign committees to obtain public statements of support for the judge's 
campaign so long as these sites are not started or maintained by the judge or judicial candidate personally.18  
 Sitting judges and judicial candidates are expressly prohibited from “publicly endorsing or 
opposing a candidate for any public office.”19 Some ESM sites allow users to indicate approval by applying 
"like" labels to shared messages, photos, and other content. Judges should be aware that clicking such 
buttons on others' political campaign ESM sites could be perceived as a violation of judicial ethics rules 
that prohibit judges from publicly endorsing or opposing another candidate for any public office.20 On the 
other hand, it is unlikely to raise an ethics issue for a judge if someone "likes" or becomes a “fan” of the 
judge through the judge's ESM political campaign site if the campaign is not required to accept or reject a 
request in order for a name to appear on the campaign's page. 
 Judges may privately express their views on judicial or other candidates for political office, but 
must take appropriate steps to ensure that their views do not become public.21 This may require managing 
privacy settings on ESM sites by restricting the circle of those having access to the judge’s ESM page, 
limiting the ability of some connections to see others, limiting who can see the contact list, or blocking a 
connection altogether. 
 
Conclusion 
 
 Judicious use of ESM can benefit judges in both their personal and professional lives. As their use 
of this technology increases, judges can take advantage of its utility and potential as a valuable tool for 
public outreach. When used with proper care, judges' use of ESM does not necessarily compromise their 
duties under the Model Code any more than use of traditional and less public forms of social connection 
such as U.S. Mail, telephone, email or texting.  

18 Florida Sup. Ct. Jud. Eth. Adv. Comm. Op. 2010-28 (July 23, 2010). 
19 Model Code Rule 4.1(A)(3). 
20 See "Kansas judge causes stir with Facebook `like'," The Associated Press, July 29, 2012, available at  
http://www.realclearpolitics.com/news/ap/politics/2012/Jul/29/kansas_judge_causes_stir_with_facebook__like_.html. 
21 See Nevada Comm'n on Jud. Disc. Op. JE98-006 (Oct. 20, 1998)  ("In expressing his or her views about other 
candidates for judicial or other public office in letters or other recorded forms of communication, the judge should 
exercise reasonable caution and restraint to ensure that his private endorsement is not, in fact, used as a public 
endorsement."). 
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by	  

arlise	   .	   rier	  
Executive	  Director	  

Chief	  Justice’s	  Commission	  on	  Professionalism	  
	   	  

n o uc ion	  

	   Beginning	  in	  1 0,	  the	   eorgia	  Supreme	  Court	  required	  all	  active	   eorgia	  lawyers	  to	  

complete	  one	  hour	  of	  Professionalism	  CLE	  each	  year	   ule	  8-‐104	  (B)(3)	  of	  the	   ules	  and	  

egulations	  for	  the	  Organization	  and	   overnment	  of	  the	  State	  Bar	  of	   eorgia	  and	  

egulation	  (4)	  thereunder .	  The	  Chief	  Justice’s	  Commission	  on	  Professionalism	  

(“Commission”)	  administers	  the	  Professional	  Continuing	  Legal	  Education	  (CLE)	  

requirement	  for	  lawyers	  and	  judges.1	  	  Professionalism	  CLE	  is	  distinct	  from	  and	  in	  addition	  

to	  the	  required	  ethics	  CLE.	  	  The	  general	  goal	  of	  the	  Professionalism	  CLE	  requirement	  is	  to	  

create	  a	  forum	  in	  which	  lawyers,	  judges	  and	  legal	  educators	  can	  explore	  the	  meaning	  and	  

aspirations	  of	  professionalism	  in	  contemporary	  legal	  practice	  and	  reflect	  upon	  the	  

fundamental	  values	  of	  lawyer	  professionalism.	  

	   ormer	  Chief	   Justice	  Harold	  Clarke	  of	   the	   eorgia	  Supreme	  Court	  perhaps	  offered	  

the	  best	  distinction	  between	  ethics	  and	  professionalism:	  

.	   .	   .	  the	  idea	   is 	  that	  ethics	  is	  a	  minimum	  standard	  which	  is	  re uired	  of	  
all	   lawyers	   while	   professionalism	   is	   a	   higher	   standard	   e pected	   of	   all	  
lawyers. 	  

	  
n	   other	  words,	   eorgia’s	   ules	   of	   Professional	  Conduct	   establish	  minimum	  standards	  of	  

consensus	  impropriety;	  they	  do	  not,	  however,	  define	  the	  entire	  criteria	  for	  professionalism.	  

People	   can	   be	   dishonest,	   unprincipled,	   untrustworthy,	   unfair,	   and	   uncaring	   without	  

breaking	  the	  law	  or	  the	  code.	  	  At	  other	  times,	  there	  are	  no	  laws	  or	  ethical	  rules	  to	  prohibit	  

certain	  conduct.	  	  	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1	  The	  Chief	  Justice s	  Commission	  on	  Professionalism,	  the	  first	  body	  of	  its	  kind	  in	  the	  nation,	  was	  created	  in	  
1 8 	  by	  the	  Supreme	  Court	  of	   eorgia	  with	  the	  primary	  charge	  to	  enhance	  professionalism	  among	   eorgia s	  
lawyers.	   n	  carrying	  out	  its	  charge,	  the	  Commission	  provides	  ongoing	  attention	  and	  assistance	  to	  the	  task	  of	  
assuring	  that	  the	  practice	  of	  law	  remains	  a	  high	  calling,	  enlisted	  in	  the	  service	  of	  client	  and	  public	  good.	  
Composed	  of	  representatives	  of	  the	  organized	  bar,	  practicing	  bar,	  judiciary,	  law	  schools	  and	  the	  public,	  the	  
Commission	  serves	  as	  the	  institutional	  framework	  for	  sustaining	  an	  environment	  that	  fosters	  professionalism	  
in	  the	  legal	  community.	  
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n o uc ion	  

	   Beginning	  in	  1 0,	  the	   eorgia	  Supreme	  Court	  required	  all	  active	   eorgia	  lawyers	  to	  

complete	  one	  hour	  of	  Professionalism	  CLE	  each	  year	   ule	  8-‐104	  (B)(3)	  of	  the	   ules	  and	  

egulations	  for	  the	  Organization	  and	   overnment	  of	  the	  State	  Bar	  of	   eorgia	  and	  

egulation	  (4)	  thereunder .	  The	  Chief	  Justice’s	  Commission	  on	  Professionalism	  

(“Commission”)	  administers	  the	  Professional	  Continuing	  Legal	  Education	  (CLE)	  

requirement	  for	  lawyers	  and	  judges.1	  	  Professionalism	  CLE	  is	  distinct	  from	  and	  in	  addition	  

to	  the	  required	  ethics	  CLE.	  	  The	  general	  goal	  of	  the	  Professionalism	  CLE	  requirement	  is	  to	  

create	  a	  forum	  in	  which	  lawyers,	  judges	  and	  legal	  educators	  can	  explore	  the	  meaning	  and	  

aspirations	  of	  professionalism	  in	  contemporary	  legal	  practice	  and	  reflect	  upon	  the	  

fundamental	  values	  of	  lawyer	  professionalism.	  

	   ormer	  Chief	   Justice	  Harold	  Clarke	  of	   the	   eorgia	  Supreme	  Court	  perhaps	  offered	  

the	  best	  distinction	  between	  ethics	  and	  professionalism:	  

.	   .	   .	  the	  idea	   is 	  that	  ethics	  is	  a	  minimum	  standard	  which	  is	  re uired	  of	  
all	   lawyers	   while	   professionalism	   is	   a	   higher	   standard	   e pected	   of	   all	  
lawyers. 	  

n	  other	  words,	   eorgia’s	   ules	   of	   Professional	  Conduct	   establish	  minimum	  standards	  of	  

consensus	  impropriety;	  they	  do	  not,	  however,	  define	  the	  entire	  criteria	  for	  professionalism.	  

People	   can	   be	   dishonest,	   unprincipled,	   untrustworthy,	   unfair,	   and	   uncaring	   without	  

breaking	  the	  law	  or	  the	  code.	  	  At	  other	  times,	  there	  are	  no	  laws	  or	  ethical	  rules	  to	  prohibit	  

certain	  conduct.	  	  	  	  

1	  The	  Chief	  Justice s	  Commission	  on	  Professionalism,	  the	  first	  body	  of	  its	  kind	  in	  the	  nation,	  was	  created	  in	  
1 8 	  by	  the	  Supreme	  Court	  of	   eorgia	  with	  the	  primary	  charge	  to	  enhance	  professionalism	  among	   eorgia s	  
lawyers.	   n	  carrying	  out	  its	  charge,	  the	  Commission	  provides	  ongoing	  attention	  and	  assistance	  to	  the	  task	  of	  
assuring	  that	  the	  practice	  of	  law	  remains	  a	  high	  calling,	  enlisted	  in	  the	  service	  of	  client	  and	  public	  good.	  
Composed	  of	  representatives	  of	  the	  organized	  bar,	  practicing	  bar,	  judiciary,	  law	  schools	  and	  the	  public,	  the	  
Commission	  serves	  as	  the	  institutional	  framework	  for	  sustaining	  an	  environment	  that	  fosters	  professionalism	  
in	  the	  legal	  community.	  



ICLE/ICJE Social Media and Technology Seminar
242 of 246

	   arl	   N.	   Llewellyn,	   jurisprudential	   scholar	   who	   taught	   at	   ale,	   Columbia,	   and	   the	  

University	  of	  Chicago	  Law	  Schools,	  often	  cautioned	  his	  students:	  

The	   lawyer	   and	   judge 	   is	   a	   person 	  of	  many	   conflicts.	   	  More	   than	   anyone	  
else	  in	  our	  society,	  he	   or	  she 	  must	  contend	  with	  competing	  claims	  on	  his	   or	  
her 	   time	   and	   loyalty.	   	   	   ou	  must	   represent	   your	   client	   to	   the	   best	   of	   your	  
ability,	  and	  yet	  never	  lose	  sight	  of	  the	  fact	  that	  you	  are	  an	  officer	  of	  the	  court	  
with	   a	   special	   responsibility	   for	   the	   integrity	   of	   the	   legal	   system.	   	   ou	   will	  
often	   find,	   brethren	   and	   sistern,	   that	   those	   professional	   duties	   do	   not	   sit	  
easily	  with	  one	  another.	   	   ou	  will	  discover,	   too,	   that	   they	  get	   in	   the	  way	  of	  
your	   other	   obligations	   	   to	   your	   conscience,	   your	   od,	   your	   family,	   your	  
partners,	   your	   country,	   and	   all	   the	   other	   perfectly	   good	   claims	   on	   your	  
energies	  and	  hearts.	   	   ou	  will	  be	  pulled	  and	  tugged	  in	  a	  dozen	  directions	  at	  
once.	  	   ou	  must	  learn	  to	  handle	  those	  conflicts.2	  

	  
	   As	  lawyers	  and	  judges,	  we	  are	  called	  to	  develop	  the	  capacity	  for	  critical	  and	  

reflective	  judgment	  so	  that	  we	  can	  handle	  professional	  conflicts.	  	  The	  Commission	  also	  

believes	  that	  when	  lawyers	  and	  judges	  engage	  in	  conversations	  about	  professionalism	  that	  

their	  conduct	  will	  often	  exceed	  the	  minimum	  ethical	  standards	  and	  will	  comport	  with	  

professionalism	  values	  of	  exceptional	  competence,	  character,	  civility	  and	  commitment	  to	  

the	  rule	  of	  law	  and	  the	  public	  good.	  	  As	  you	  contemplate	  the	  challenges	  raised	  during	  the	  

Social	  Media	  and	  Technology	  CLE,	  the	  Commission	  hopes	  that	  the	  professionalism	  

discussion	  will	  have	  an	  affirmative	  dimension	   	  with	  a	  focus	  on	  conduct	  that	  preserves	  and	  

strengthens	  the	  dignity,	  honor,	  and	  integrity	  of	  the	  legal	  system.	  

	   n	  an	  effort	  to	  provide	  concrete	  examples	  of	  the	  distinction	  between	  ethical	  and	  

professionalism	  issues,	   	  offer	  two	  hypotheticals	  that	  have	  historically	  generated	  spirited	  

discussion	  among	  lawyers	  and	  judges	  for	  your	  consideration.	  

	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

2	  Mary	  Ann	   lendon,	   	   ation	   nder	   a ers	  17	  (1 4)	  

	   	   	   n 	   	   n 	   il:	  

ou	  recei e	  an	  e mail	  from	  t e	   laintiff’s	  attorne 	   ou	  are	  rus in 	  to	  a	  meetin 	  and	  
it out	  loo in 	  at	  it 	   ou	  as 	   our	  assistant	  to	  for ard	  it	  to	   our	  client 	   n e no nst	  

to	   ou 	   t e	   laintiff’s	   attorne 	   emailed	   ou	   t e	   ron 	   attac ment	   and	   sent	   ou	   a	  
memo	  assessin 	  t e	   laintiff’s	  case	  and	  t e	  attorne ’s	  strate 	  a ainst	   our	  client 	  

ule	  4.4(b)	  of	  the	   eorgia	   ules	  of	  Professional	  Conduct	  states:	  “A	  lawyer	  who	  receives	  a	  

document	  or	  electronically	  stored	  information	  relating	  to	  the	  representation	  of	  the	  

lawyer’s	  client	  and	  knows	  or	  reasonably	  should	  know	  that	  the	  document	  or	  electronically	  

stored	  information	  was	  inadvertently	  sent	  shall	  promptly	  notify	  the	  sender.”	  

Comment	   2 	  states	  in	  part:	  “Paragraph	  (b)	  recognizes	  that	  lawyers	  sometimes	  

receive	  a	  document	  or	  electronically	  stored	  information	  that	  was	  mistakenly	  sent	  or	  

produced	  by	  opposing	  parties	  or	  their	  lawyers.	  .	  .	  .	   hether	  the	  lawyer	  is	  required	  to	  take	  

additional	  steps,	  such	  as	  returning	  the	  document	  or	  electronically	  stored	  information,	  is	  a	  

matter	  of	  law	  beyond	  the	  scope	  of	  these	   ules	  .	  .	  .	  .	  	  

Ethics	  tells	  us	  what	  we	  are	  required	  to	  do	  “at	  a	  minimum.”	  	  Professionalism	  

contemplates	  what	  should	  we	  do.	  	   enerally,	  during	  discussions	  about	  this	  hypothetical	  

lawyers	  contemplate	  the	  conflict	  between	  a	  lawyer’s	  duties	  to	  his	  client,	  a	  lawyer’s	  

obligation	  to	  respect	  the	  rights	  of	  third	  persons	  (including	  opposing	  counsel),	  and	  a	  

lawyer’s	  personal	  values.	  	  To	  assist	  lawyers	  and	  judges	  in	  thinking	  about	  professionalism	  

issues,	  the	  Supreme	  Court	  of	   eorgia	  adopted	  the	   a ers	   reed	  and	   s irational	   tatement	  

on	  Professionalism	  in	  1 0.4	  	   elevant	  portions	  of	  the	  Lawyers	  Creed	  include:	  

o	   	  cli n s,	   	  offer	  faithfulness,	  competence,	  diligence,	  and	  good	  judgment.	  	   	  will	  
strive	  to	  represent	  you	  as	   	  would	  want	  to	  be	  represented	  and	  to	  be	  worthy	  of	  your	  
trust.	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3	  This	  hypothetical	  is	  contained	  in	  the	  materials	  for	  some	  of	  the	  Law	  School	  Orientations	  offered	  each	  year	  for	  
first	  year	  law	  students	  at	   eorgia’s	  five	  law	  schools.	  
4	   ee	  Appendix	  A.	  	   ou	  can	  also	  find	  the	   a er’s	   reed	  and	  the	   s irational	   tatement	  on	  Professionalism	  online	  at	  State	  
Bar	  of	   eorgia,	   a er’s	   reed	  and	   s irational	   tatement	  on	  Professionalism,	  
https://www.gabar.org/aboutthebar/lawrelatedorganizations/cjcp/lawyers-‐creed.cfm	  (last	  visited	  May	  17,	  2018)	  	  	  
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	   arl	   N.	   Llewellyn,	   jurisprudential	   scholar	   who	   taught	   at	   ale,	   Columbia,	   and	   the	  

University	  of	  Chicago	  Law	  Schools,	  often	  cautioned	  his	  students:	  

The	   lawyer	   and	   judge 	   is	   a	   person 	  of	  many	   conflicts.	   	  More	   than	   anyone	  
else	  in	  our	  society,	  he	   or	  she 	  must	  contend	  with	  competing	  claims	  on	  his	   or	  
her 	   time	   and	   loyalty.	   	   	   ou	  must	   represent	   your	   client	   to	   the	   best	   of	   your	  
ability,	  and	  yet	  never	  lose	  sight	  of	  the	  fact	  that	  you	  are	  an	  officer	  of	  the	  court	  
with	   a	   special	   responsibility	   for	   the	   integrity	   of	   the	   legal	   system.	   	   ou	   will	  
often	   find,	   brethren	   and	   sistern,	   that	   those	   professional	   duties	   do	   not	   sit	  
easily	  with	  one	  another.	   	   ou	  will	  discover,	   too,	   that	   they	  get	   in	   the	  way	  of	  
your	   other	   obligations	   	   to	   your	   conscience,	   your	   od,	   your	   family,	   your	  
partners,	   your	   country,	   and	   all	   the	   other	   perfectly	   good	   claims	   on	   your	  
energies	  and	  hearts.	   	   ou	  will	  be	  pulled	  and	  tugged	  in	  a	  dozen	  directions	  at	  
once.	  	   ou	  must	  learn	  to	  handle	  those	  conflicts.2	  

	  
	   As	  lawyers	  and	  judges,	  we	  are	  called	  to	  develop	  the	  capacity	  for	  critical	  and	  

reflective	  judgment	  so	  that	  we	  can	  handle	  professional	  conflicts.	  	  The	  Commission	  also	  

believes	  that	  when	  lawyers	  and	  judges	  engage	  in	  conversations	  about	  professionalism	  that	  

their	  conduct	  will	  often	  exceed	  the	  minimum	  ethical	  standards	  and	  will	  comport	  with	  

professionalism	  values	  of	  exceptional	  competence,	  character,	  civility	  and	  commitment	  to	  

the	  rule	  of	  law	  and	  the	  public	  good.	  	  As	  you	  contemplate	  the	  challenges	  raised	  during	  the	  

Social	  Media	  and	  Technology	  CLE,	  the	  Commission	  hopes	  that	  the	  professionalism	  

discussion	  will	  have	  an	  affirmative	  dimension	   	  with	  a	  focus	  on	  conduct	  that	  preserves	  and	  

strengthens	  the	  dignity,	  honor,	  and	  integrity	  of	  the	  legal	  system.	  

	   n	  an	  effort	  to	  provide	  concrete	  examples	  of	  the	  distinction	  between	  ethical	  and	  

professionalism	  issues,	   	  offer	  two	  hypotheticals	  that	  have	  historically	  generated	  spirited	  

discussion	  among	  lawyers	  and	  judges	  for	  your	  consideration.	  

	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

2	  Mary	  Ann	   lendon,	   	   ation	   nder	   a ers	  17	  (1 4)	  

	   	   	   n 	   	   n 	   il:	  

ou	  recei e	  an	  e mail	  from	  t e	   laintiff’s	  attorne 	   ou	  are	  rus in 	  to	  a	  meetin 	  and	  
it out	  loo in 	  at	  it 	   ou	  as 	   our	  assistant	  to	  for ard	  it	  to	   our	  client 	   n e no nst	  

to	   ou 	   t e	   laintiff’s	   attorne 	   emailed	   ou	   t e	   ron 	   attac ment	   and	   sent	   ou	   a	  
memo	  assessin 	  t e	   laintiff’s	  case	  and	  t e	  attorne ’s	  strate 	  a ainst	   our	  client 	  

ule	  4.4(b)	  of	  the	   eorgia	   ules	  of	  Professional	  Conduct	  states:	  “A	  lawyer	  who	  receives	  a	  

document	  or	  electronically	  stored	  information	  relating	  to	  the	  representation	  of	  the	  

lawyer’s	  client	  and	  knows	  or	  reasonably	  should	  know	  that	  the	  document	  or	  electronically	  

stored	  information	  was	  inadvertently	  sent	  shall	  promptly	  notify	  the	  sender.”	  

Comment	   2 	  states	  in	  part:	  “Paragraph	  (b)	  recognizes	  that	  lawyers	  sometimes	  

receive	  a	  document	  or	  electronically	  stored	  information	  that	  was	  mistakenly	  sent	  or	  

produced	  by	  opposing	  parties	  or	  their	  lawyers.	  .	  .	  .	   hether	  the	  lawyer	  is	  required	  to	  take	  

additional	  steps,	  such	  as	  returning	  the	  document	  or	  electronically	  stored	  information,	  is	  a	  

matter	  of	  law	  beyond	  the	  scope	  of	  these	   ules	  .	  .	  .	  .	  	  

Ethics	  tells	  us	  what	  we	  are	  required	  to	  do	  “at	  a	  minimum.”	  	  Professionalism	  

contemplates	  what	  should	  we	  do.	  	   enerally,	  during	  discussions	  about	  this	  hypothetical	  

lawyers	  contemplate	  the	  conflict	  between	  a	  lawyer’s	  duties	  to	  his	  client,	  a	  lawyer’s	  

obligation	  to	  respect	  the	  rights	  of	  third	  persons	  (including	  opposing	  counsel),	  and	  a	  

lawyer’s	  personal	  values.	  	  To	  assist	  lawyers	  and	  judges	  in	  thinking	  about	  professionalism	  

issues,	  the	  Supreme	  Court	  of	   eorgia	  adopted	  the	   a ers	   reed	  and	   s irational	   tatement	  

on	  Professionalism	  in	  1 0.4	  	   elevant	  portions	  of	  the	  Lawyers	  Creed	  include:	  

o	   	  cli n s,	   	  offer	  faithfulness,	  competence,	  diligence,	  and	  good	  judgment.	  	   	  will	  
strive	  to	  represent	  you	  as	   	  would	  want	  to	  be	  represented	  and	  to	  be	  worthy	  of	  your	  
trust.	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3	  This	  hypothetical	  is	  contained	  in	  the	  materials	  for	  some	  of	  the	  Law	  School	  Orientations	  offered	  each	  year	  for	  
first	  year	  law	  students	  at	   eorgia’s	  five	  law	  schools.	  
4	   ee	  Appendix	  A.	  	   ou	  can	  also	  find	  the	   a er’s	   reed	  and	  the	   s irational	   tatement	  on	  Professionalism	  online	  at	  State	  
Bar	  of	   eorgia,	   a er’s	   reed	  and	   s irational	   tatement	  on	  Professionalism,	  
https://www.gabar.org/aboutthebar/lawrelatedorganizations/cjcp/lawyers-‐creed.cfm	  (last	  visited	  May	  17,	  2018)	  	  	  
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o	   	  o osin 	   i s	   n 	   i 	  couns l,	   	  offer	  fairness,	  integrity,	  and	  civility.	  	   	  
will	  seek	  reconciliation	  and,	  if	  we	  fail,	   	  will	  strive	  to	  make	  our	  dispute	  a	  dignified	  
one.	  

o	   	  coll u s	  in	   	   c ic 	  o 	  l ,	   	  offer	  concern	  for	  your	  welfare.	  	   	  will	  
strive	  to	  make	  our	  association	  a	  professional	  friendship.	  
	  

Some	  of	  the	  relevant	  portions	  of	  the	   s irational	   tatement	  on	  Professionalism	  

include:	  

	  
s	   o	  cli n s,	   	  will	  aspire:	  

	  (b)	  To	  fully	  informed	  client	  decision-‐making.	  

(d)	   To	   comply	   with	   the	   obligations	   of	   confidentiality	   and	   the	   avoidance	   of	  
conflicting	   loyalties	   in	   a	   manner	   designed	   to	   achieve	   the	   fidelity	   to	   clients	  
that	  is	  the	  purpose	  of	  these	  obligations.	  

s	   o	  o osin 	   i s	   n 	   i 	  couns l,	   	  will	  aspire:	  

	  (a)	  To	  cooperate	  with	  opposing	  counsel	  in	  a	  manner	  consistent	  with	  the	  
competent	  representation	  of	  all	  parties.	  

s	   o	   	  coll u s	  in	   	   c ic 	  o 	  l ,	   	  will	  aspire:	  

	  (a)	  To	  recognize	  and	  to	  develop	  our	  interdependence;	  and,	  

	  (c)	  To	  assist	  my	  colleagues	  become	  better	  people	  in	  the	  practice	  of	  law	  

espected	  lawyers	  of	  integrity	  often	  disagree	  about	  what	  a	  lawyer	  should	  do	  next	  after	  

notifying	  the	  sender	  of	  the	  error.	  	   eflect	  and	  think	  about	  the	  values	  that	  are	  implicated	  for	  

you	  in	  the	  above	  hypothetical.	  	  How	  do	  you	  prioritize	  those	  values?	  	   ho	  should	  make	  the	  

final	  decision	  about	  what	  happens	  next	   	  the	  lawyer	  or	  the	  client?	  	  After	  reflecting	  on	  those	  

values,	  what	  is	  your	  judgment	  of	  what	  is	  the	  correct	  professionalism	  response?	  

	   	   in 	   u 	  

Jud e	   o erta	   efner	  is	  a	   ro ate	  court	   ud e 	  an	   rm 	   eteran	  and	  an	  a id	  
foot all	  fan 	  	   e	  recent	  contro ers 	  re ardin 	   la ers	   o	   neel	  durin 	  t e	  

national	   ant em	   efore	   	   foot all	   ames	   as	   u set	   er 	   	   e	   ud e	  
intends	  to	  send	  t e	  follo in 	  t eet	   ut	  as s	   our	  ad ice	  first 	  

If	   a	   player	   wants	   the	   privilege	   of	   making	   millions	   of	  
dollars	   in	   the	   NFL	   he	   should	   not	   be	   allowed	   to	   disrespect	  
our	  Flag	  and	  should	  stand	  for	  the	  National	  Anthem.	  If	  not,	  
find	  something	  else	  to	  do!5	  
	  

Canon	  4	  of	   eorgia’s	  Code	  of	  Judicial	  Conduct	  states:	  “Judges	  shall	  refrain	  from	  political	  

activity	  inappropriate	  to	  their	  judicial	  office.”	  	  This	  Canon	  notwithstanding,	  judges	  do	  have	  

irst	  Amendment	  rights.	  	   n	  fact,	  Comment	  1	  to	   ule	  4.2	  states:	  “This	  Canon	  does	  not	  

prohibit	  a	  judge	  or	  judicial	  candidate	  from	  publicly	  stating	  his	  or	  her	  personal	  views	  on	  

disputed	  issues,	  see	   epublican	  Party	  v.	   hite,	   36	  U.	  S.	  76 	  (122	  S.Ct	  2 28,	  1 3	  LE2d	  6 4)	  

(2002).”	  	  	   n	  the	   hite	  case,	  the	  U.S.	  Supreme	  Court	  held	  that	  a	  Minnesota	  Supreme	  Court s	  

canon	  of	  judicial	  conduct	  prohibiting	  candidates	  for	  judicial	  election	  from	  announcing	  their	  

views	  on	  disputed	  legal	  and	  political	  issues	  violated	  the	   irst	  Amendment.	  	  So,	  what	  does	  

that	  mean	  for	  a	  judge	  who	  wants	  to	  comment	  on	  “political”	  issues	  in	  the	  public	  domain,	  

especially	  when	  those	  issues	  will	  not	  come	  before	  the	  judge	  in	  his	  or	  her	  judicial	  capacity?	  	  

t	  appears	  that	  ethically	  the	  judge	  may	  do	  so,	  but	  what	  are	  the	  considerations	  for	  a	  judge	  

when	  thinking	  about	  professionalism?	  	  Although	   eorgia	  has	  not	  yet	  developed	  a	  creed	  or	  

aspirational	  statements	  specifically	  for	  judges,	  tenets	  of	  the	   s irational	   tatement	  on	  

Professionalism	  a	  judge	  may	  want	  to	  consider	  include:	  

s	   o	   	   u lic	   n 	  ou 	  s s s	  o 	   us ic ,	   	  will	  aspire:	  
	  (b)	  To	  consider	  the	  effect	  of	  my	  conduct	  on	  the	  image	  of	  our	  systems	  of	  justice;	  
	  
	  (e)	  To	  improve	  our	  laws	  and	  legal	  system	  by,	  for	  example	   by :	  
	  
	  	  (2)	  Assisting	  in	  the	  education	  of	  the	  public	  concerning	  our	  laws	  and	  legal	  system;	  
	  
	  	  (3)	  Commenting	  publicly	  upon	  our	  laws;	  and,	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
	  Thank	  you	  to	  Professor	  Patrick	  Longan,	   illiam	  Augustus	  Bootle	  Chair	  in	  Professionalism	  and	  Ethics	  at	  

Mercer	  University	  School	  of	  Law,	  for	  creating	  this	  hypothetical	  for	  the	  3 th	  Annual	  National	  Association	  of	  
omen	  Judges	  Conference	  and	  for	  allowing	  the	  Commission	  to	  use	  it	  for	  this	  program.	  



ICLE/ICJE Social Media and Technology Seminar
245 of 246

o	   	  o osin 	   i s	   n 	   i 	  couns l,	   	  offer	  fairness,	  integrity,	  and	  civility.	  	   	  
will	  seek	  reconciliation	  and,	  if	  we	  fail,	   	  will	  strive	  to	  make	  our	  dispute	  a	  dignified	  
one.	  

o	   	  coll u s	  in	   	   c ic 	  o 	  l ,	   	  offer	  concern	  for	  your	  welfare.	  	   	  will	  
strive	  to	  make	  our	  association	  a	  professional	  friendship.	  

Some	  of	  the	  relevant	  portions	  of	  the	   s irational	   tatement	  on	  Professionalism	  

include:	  

s	   o	  cli n s,	   	  will	  aspire:	  

	  (b)	  To	  fully	  informed	  client	  decision-‐making.	  

(d)	   To	   comply	   with	   the	   obligations	   of	   confidentiality	   and	   the	   avoidance	   of	  
conflicting	   loyalties	   in	   a	   manner	   designed	   to	   achieve	   the	   fidelity	   to	   clients	  
that	  is	  the	  purpose	  of	  these	  obligations.	  

s	   o	  o osin 	   i s	   n 	   i 	  couns l,	   	  will	  aspire:	  

	  (a)	  To	  cooperate	  with	  opposing	  counsel	  in	  a	  manner	  consistent	  with	  the	  
competent	  representation	  of	  all	  parties.	  

s	   o	   	  coll u s	  in	   	   c ic 	  o 	  l ,	   	  will	  aspire:	  

	  (a)	  To	  recognize	  and	  to	  develop	  our	  interdependence;	  and,	  

	  (c)	  To	  assist	  my	  colleagues	  become	  better	  people	  in	  the	  practice	  of	  law	  

espected	  lawyers	  of	  integrity	  often	  disagree	  about	  what	  a	  lawyer	  should	  do	  next	  after	  

notifying	  the	  sender	  of	  the	  error.	  	   eflect	  and	  think	  about	  the	  values	  that	  are	  implicated	  for	  

you	  in	  the	  above	  hypothetical.	  	  How	  do	  you	  prioritize	  those	  values?	  	   ho	  should	  make	  the	  

final	  decision	  about	  what	  happens	  next	   	  the	  lawyer	  or	  the	  client?	  	  After	  reflecting	  on	  those	  

values,	  what	  is	  your	  judgment	  of	  what	  is	  the	  correct	  professionalism	  response?	  

	   	   in 	   u 	  

Jud e	   o erta	   efner	  is	  a	   ro ate	  court	   ud e 	  an	   rm 	   eteran	  and	  an	  a id	  
foot all	  fan 	  	   e	  recent	  contro ers 	  re ardin 	   la ers	   o	   neel	  durin 	  t e	  

national	   ant em	   efore	   	   foot all	   ames	   as	   u set	   er 	   	   e	   ud e	  
intends	  to	  send	  t e	  follo in 	  t eet	   ut	  as s	   our	  ad ice	  first 	  

If	   a	   player	   wants	   the	   privilege	   of	   making	   millions	   of	  
dollars	   in	   the	   NFL	   he	   should	   not	   be	   allowed	   to	   disrespect	  
our	  Flag	  and	  should	  stand	  for	  the	  National	  Anthem.	  If	  not,	  
find	  something	  else	  to	  do!5	  
	  

Canon	  4	  of	   eorgia’s	  Code	  of	  Judicial	  Conduct	  states:	  “Judges	  shall	  refrain	  from	  political	  

activity	  inappropriate	  to	  their	  judicial	  office.”	  	  This	  Canon	  notwithstanding,	  judges	  do	  have	  

irst	  Amendment	  rights.	  	   n	  fact,	  Comment	  1	  to	   ule	  4.2	  states:	  “This	  Canon	  does	  not	  

prohibit	  a	  judge	  or	  judicial	  candidate	  from	  publicly	  stating	  his	  or	  her	  personal	  views	  on	  

disputed	  issues,	  see	   epublican	  Party	  v.	   hite,	   36	  U.	  S.	  76 	  (122	  S.Ct	  2 28,	  1 3	  LE2d	  6 4)	  

(2002).”	  	  	   n	  the	   hite	  case,	  the	  U.S.	  Supreme	  Court	  held	  that	  a	  Minnesota	  Supreme	  Court s	  

canon	  of	  judicial	  conduct	  prohibiting	  candidates	  for	  judicial	  election	  from	  announcing	  their	  

views	  on	  disputed	  legal	  and	  political	  issues	  violated	  the	   irst	  Amendment.	  	  So,	  what	  does	  

that	  mean	  for	  a	  judge	  who	  wants	  to	  comment	  on	  “political”	  issues	  in	  the	  public	  domain,	  

especially	  when	  those	  issues	  will	  not	  come	  before	  the	  judge	  in	  his	  or	  her	  judicial	  capacity?	  	  

t	  appears	  that	  ethically	  the	  judge	  may	  do	  so,	  but	  what	  are	  the	  considerations	  for	  a	  judge	  

when	  thinking	  about	  professionalism?	  	  Although	   eorgia	  has	  not	  yet	  developed	  a	  creed	  or	  

aspirational	  statements	  specifically	  for	  judges,	  tenets	  of	  the	   s irational	   tatement	  on	  

Professionalism	  a	  judge	  may	  want	  to	  consider	  include:	  

s	   o	   	   u lic	   n 	  ou 	  s s s	  o 	   us ic ,	   	  will	  aspire:	  
	  (b)	  To	  consider	  the	  effect	  of	  my	  conduct	  on	  the	  image	  of	  our	  systems	  of	  justice;	  

	  (e)	  To	  improve	  our	  laws	  and	  legal	  system	  by,	  for	  example	   by :	  

	  	  (2)	  Assisting	  in	  the	  education	  of	  the	  public	  concerning	  our	  laws	  and	  legal	  system;	  

	  	  (3)	  Commenting	  publicly	  upon	  our	  laws;	  and,	  

	  Thank	  you	  to	  Professor	  Patrick	  Longan,	   illiam	  Augustus	  Bootle	  Chair	  in	  Professionalism	  and	  Ethics	  at	  
Mercer	  University	  School	  of	  Law,	  for	  creating	  this	  hypothetical	  for	  the	  3 th	  Annual	  National	  Association	  of	  

omen	  Judges	  Conference	  and	  for	  allowing	  the	  Commission	  to	  use	  it	  for	  this	  program.	  
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	  	  (4)	  Using	  other	  appropriate	  methods	  of	  effecting	  positive	  change	  in	  our	  laws	  and	  
legal	  system.	  

The	  Supreme	  Court	  of	  Ohio	  and	  its	  Commission	  on	  Professionalism	  noted	  in	  its	  Judicial	  

Professionalism	  Do’s	  and	  Don’ts:	  	  “As	  the	  guardians	  of	  our	  legal	  system,	  judges	  are	  expected	  

to	  establish	  and	  maintain	  the	  highest	  level	  of	  professionalism.	  .	  .	  .	  	  The	  words	  and	  actions	  of	  

judges	  also	  shape	  the	  public’s	  perception	  of	  the	  justice	  system.”6	  

Based	  on	  professionalism	  values	  and	  tenets,	  what	  is	  your	  advice	  for	  the	  judge	  

and	  why?	  

Conclusion	  

Learning	  ethics	  and	  professionalism	  involves	  at	  least	  four	  skills	  and	  capacities:	  	  

(1)	  the	  ability	  to	  recognize	  ethical	  and	  professionalism	  dilemmas;	  

(2)	  the	  ability	  to	  form	  sound	  judgments;	  

(3)	  the	  ability	  to	  prioritize	  values;	  and	  

(4)	  the	  ability	  to	  implement	  judgments	  -‐	  which	  requires	  cultivating	  personal	  and	  

interpersonal	  skills	  and	  habits	  -‐	  communication,	  honesty,	  courage,	  prudence.	  	  

Not	  surprisingly,	  Professionalism	  CLE	  discussions	  rarely	  bring	  forth	  a	  consensus,	  for	  

individuals	  give	  differing	  priorities	  to	  values.	  	  However,	  the	  Commission	  hopes	  that	  these	  

programs	  will	  continue	  to	  give	  the	  participants	  an	  awareness	  of	  the	  issues	  and	  an	  exposure	  

to	  a	  framework	  for	  analysis	  of	  similar	  issues	  when	  they	  occur	  in	  the	  future.	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
6	  Supreme	  Court	  of	  Ohio	  &	  the	  Ohio	  Judicial	  System,	  Professionalism	  Do’s	  &	  Don’ts:	  Judicial	  Professionalism,	  
https://www.supremecourt.ohio.gov/Publications/AttySvcs/judProfessionalism.pdf	  (Last	  visited	  May	  17,	  
2018).	  
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GEORGIA MANDATORY CLE FACT SHEET

Every “active” attorney in Georgia must attend 12 “approved” CLE hours of instruction annually, 
with one of the CLE hours being in the area of legal ethics and one of the CLE hours being in the 
area of professionalism. Furthermore, any attorney who appears as sole or lead counsel in the 
Superior or State Courts of Georgia in any contested civil case or in the trial of a criminal case in 
1990 or in any subsequent calendar year, must complete for such year a minimum of three hours 
of continuing legal education activity in the area of trial practice. These trial practice hours are 
included in, and not in addition to, the 12 hour requirement. ICLE is an “accredited” provider of 
“approved” CLE instruction.

Excess creditable CLE hours (i.e., over 12) earned in one CY may be carried over into the next 
succeeding CY. Excess ethics and professionalism credits may be carried over for two years. Excess 
trial practice hours may be carried over for one year.

A portion of your ICLE name tag is your ATTENDANCE CONFIRMATION which indicates the 
program name, date, amount paid, CLE hours (including ethics,  professionalism and trial 
practice, if any) and should be retained for your personal CLE and tax records. DO NOT SEND 
THIS CARD TO THE COMMISSION!

ICLE will electronically transmit computerized CLE attendance records directly into the Offi  cial 
State Bar Membership computer records for recording on the attendee’s Bar record. Attendees 
at ICLE programs need do nothing more as their attendance will be recorded in their Bar 
record.

Should you need CLE credit in a state other than Georgia, please inquire as to the procedure at 
the registration desk. ICLE  does not guarantee credit in any  state other than Georgia.

If you have any questions concerning attendance credit at ICLE seminars, please call: 
678-529-6688
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Follow ICLE on social media: 

 http://www.facebook.com/iclega

bit.ly/ICLELinkedIn

#iclega

www.gabar.org/ICLE

INSTITUTE OF CONTINUING LEGAL EDUCATION
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